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Abstract:
information is used to generate the public key with a fuzzy extractor. This is the first Bio-IBE scheme that achieves

We propose a new biometric identity based encryption scheme (Bio-IBE), in which user biometric

constant size ciphertext. This is also a scheme that is secure against the adaptive chosen ciphertext attack (CCA2).
Details are presented along with a discussion of Shamir’s threshold secret sharing and fuzzy extraction of biometrics,
which is based on error correction codes. We also define a security model and prove that the security of the proposed
scheme is reduced to the decisional bilinear Diffie-Hellman (DBDH) assumption. The comparison shows that the

proposed scheme has better efficiency and stronger security compared with the available Bio-IBE schemes.
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1 Introduction

Identity based encryption (Shamir, 1984) means
a public key cryptographic system that allows the
user to choose his/her telephone number or email
address as the public key, instead of generating a
random pair of public/private keys. A private key
generator (PKG) calculates the private key from the
user identity and the master secret key, and then dis-
tributes the private key to the participant. The main
disadvantage of these schemes is that human biomet-
ric characteristics (such as palm prints, fingerprints,
speech-sounds, and iris scans) are not allowed to be
used as identities. Since a biometric sample is often
disturbed by noises or has distortion when sampled,
common identity based schemes cannot be used.
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A new concept ‘fuzzy identity based encryption’
was proposed by Sahai and Waters (2005), in which
identities are regarded as a set of attributes rather
than a string of social characters, as in IBE schemes.
Burnett et al. (2007) proposed the concept of biomet-
ric identity based signature (Bio-IBS), where they
used biometric data to construct the public key, but
they proposed no concrete scheme. Sarier (2008)
proposed the first biometric identity based encryp-
tion (Bio-IBE) scheme. Then, Sarier (2010) con-
structed generic Bio-IBE schemes that require no
bilinear pairing operation. Later on, Sarier (2011)
modified the scheme by introducing an IBS scheme
to resist a new denial of service (DoS) attack. The
chief shortcoming of these available schemes (Sarier,
2008; 2010; 2011) is that the size of ciphertext is lin-
ear with the user identity and requires a large amount
of pairing operations in the decryption phase. The
research in this paper is motivated by the observation
of these shortcomings.
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To improve efficiency, this paper presents a new
Bio-IBE scheme that has several desirable properties:

1. Constant-size ciphertext. Unlike other avail-
able Bio-IBE schemes (Sarier, 2008; 2010; 2011)
where the sizes of ciphertext are linear with the at-
tribute vector of the receiver, this proposal is the
first scheme that achieves constant-size ciphertext.
The communication overhead is greatly reduced in
the proposed scheme.

2. Efficient decryption algorithm. This scheme
is the first scheme that requires constant bilinear
pairing operations (i.e., only two pairings) in the
decryption algorithm, while the pairing operations
in other schemes are linear with the error tolerant
parameter.

3. Simpler key generation algorithm. The key
generation algorithm is more efficient since the costly
MapToPoint hash function is replaced by an ordinary
hash function.

4. Decisional bilinear Diffie-Hellman (DBDH)
assumption. This proposed scheme is proved secure
and its security is reduced to the DBDH assumption.
The hardness of DBDH assumption is stronger than
that of k-BDHI assumption, which is the basis for
other schemes (Sarier, 2008; 2011).

5. Chosen ciphertext security. This is a scheme
that is secure against the adaptive chosen cipher-
text attack (CCA2), while many of other Bio-IBE
schemes with concrete construction and detailed
proof are secure only against the chosen plaintext
attack (CPA).

2 Preliminaries
2.1 Bilinear map

Let G and G; be two (multiplicative) cyclic
groups of prime order p. Let g be a generator of
G. Bilinear map éisamap é: G x G — (1 with the
following properties:

1. Bilinearity: é(u®, v*) = é(u,v), for all u,v €
G,a,b € Zy;

2. Non-degeneracy: é(g,9) # la,;

3. Computability: there exists an efficient algo-
rithm to calculate é(u,v), for all u,v € G.

The Tate pairing and modified Weil pairing
(Boneh and Franklin, 2001) are maps of this kind.

2.2 Hardness assumption

Security of the proposed Bio-IBE scheme is re-
duced to the hardness of DBDH problem.
Definition 1 (DBDH problem) Given a group
G of prime order p with generator g and elements
g%, g% g¢ € G for some uniformly chosen a, b, c € Z,,
and Z € (G, as input, the DBDH problem is to decide
whether Z is equal to é(g, g)®*°

An algorithm C has advantage ¢ in solving the
DBDH problem if

[Pr[C(é(g,9)™, 9, 9% ¢", 9°) = 1]
~Pr(C(Z,9,9% 9", 9°) = 1]| > &,

or not.

where g, a,b, ¢, Z are randomly chosen.

Definition 2 If there is no adversary that can solve
the DBDH problem with an advantage € running in
time ¢, we say that (¢,e) DBDH assumption holds.

2.3 Shamir’s threshold secret sharing

In Shamir’s threshold secret sharing scheme, a
secret is divided into several parts that are dissemi-
nated to different participants. A certain number of
the parts are required for reconstructing the secret.
Let s € GF(p) be the secret to be shared and the
dealer selects a polynomial f(z) of degree d — 1 with
f(0) =s, ie.,

d—1
fl@)=s+ Z a;z’ (mod p).
i=1

If we assign each participant P; a unique element
«;, the dealer sends P; the secret share s; = f(ay).
A participant group S with |S| > d can recover the
secret s by computing

f@) =) Aa,s(@)flai) =Y Aa,s(@)si,

P,eS P;eS
where
T — Q
Aus@) = T[] 2% (modp)
o —aj
P;ES,j#i

On the other hand, a group 7 of the participants
cannot obtain any information about the secret s if

T <d.
2.4 Fuzzy extraction from biometrics

The word ‘biometrics’ derives from the Greek
words ‘metrikos’ (measure) and ‘bios’ (life). It indi-
cates a science involving the analysis of biologic char-
acteristics. However, using biometric measurement
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as a basis for keys is problematic, because biometric
data are not perfectly reproducible. For a Bio-IBE
scheme, the biometrics is processed as follows (Sarier,
2008) to overcome this problem:

1. The biometrics of the user is extracted with
a sensor to obtain the raw biometric data.

2. The feature extractor is exerted on the raw
biometric information to obtain the feature vector
(i.e., the attributes). Then, each attribute is as-
signed a unique p; € Zjy to construct the identity
w = (1, p2, "+, pn). Here n represents the size of
attributes.

3. Each feature forming the feature vector is
quantized to generate the binary template b (i.e.,
the biometric template).

4. The fuzzy extractor is used to generate a
unique string ID via error-correction codes from the
binary template b of the user such that an error toler-
ant ¢ is allowed. In other words, we obtain the same
string ID although the fuzzy extractor is applied on a
disparate b’ that satisfies dis(d’,b) < t. Here, t is the
error tolerance threshold of the fuzzy extractor and
dis() is the distance metric measuring the difference
in biometric reading.

The fuzzy extractor mentioned above is based
on the fuzzy commitment scheme (Juels and Wat-
tenberg, 1999). The fuzzy extractor (Dodis et al.,
2008) is described as follows.

Let M = {0,1}" be a metric space consisting
of biometric data points with a distance function
dis: M x M — Z7*. Here, dis measures the distance
between biometric templates b, b’ € M. An (M, 1, t)
fuzzy extractor consists of two functions Gen and
Rep.

Gen: The Gen function takes b € M as the input
and outputs a string ID and public string PAR. PAR
is used by the Rep algorithm to regenerate ID from
b, where dis(b,b') < t.

Rep: The Rep function allows the recovery of
ID from PAR and any b’ such that dis(b,d’) <
t. In other words, if Gen(b) — (ID,PAR), then
Rep(v/,PAR) —ID, Vb, € M with dis(b, V) < t.

Dodis et al. (2008) described a concrete fuzzy
extractor under the Hamming distance metric for
the space M = {0,1}" and a collision resistant hash
function H : {0,1}" — {0, 1}%.

The Gen function takes b as the input, and then
returns ID= H (b) and public parameter PAR = b @
C.(ID), where C, is an encoding function.
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The Rep function takes PAR and the biometrics
b’ as input and calculates

D’

Ca(b' ® PAR) = Cq(t ® b ® Co(ID))
= Ca(e' & Ce(ID)),

where ¢/ =V @ b. Then, if dis(b,d’) < ¢, ID’ =ID.
Here, Cy is the decoding function corresponding to
C. and corrects error up to threshold ¢.

3 Formal definition of Bio-IBE
3.1 Bio-IBE scheme

A Bio-IBE consists of the following four algo-
rithms: Setup, Extraction, Encryption, and Decryp-
tion. They are described as follows.

Setup: Given a security parameter k£ and error
tolerant parameter d, the algorithm generates the
master secret key MK and the public parameters
PK of the system.

Extraction: Given an identity w and master se-
cret key MK, the algorithm returns the correspond-
ing private key K.

Encryption: Given the public parameters PK,
identity w’, and a message M, the algorithm outputs
the ciphertext C.

Decryption: Given a private key K, and the ci-
phertext C' that is encrypted with identity w’, the
algorithm outputs plaintext M if |w’ Nw| > d; oth-
erwise, it aborts.

3.2 Security model

Definition 3 A Bio-IBE is indistinguishable
against the chosen ciphertext attack (IND-sID-
CCA2) if no attacker has a non-negligible advantage
in the following game.

Initialization: Adversary A outputs a challenge
identity w*.

Setup: Challenger C runs the Setup algorithm
and sends adversary A the public parameters PK.

Phase 1: Adversary A issues private key extrac-
tion queries and decryption queries.

1. Extraction queries: A issues private key ex-
traction queries for identity «y;, where |y; Nw*| < d.
In response, C runs the Extraction algorithm to ob-
tain the private key K, and sends it to A.

2. Decryption queries: A issues decryption
queries on ciphertext C' and an identity v;, where
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|7 Ny;| > d. In response, C runs the Extraction al-
gorithm to obtain the private key K, and then runs
the Decryption algorithm to obtain the plaintext M,
which is forwarded to A.

Challenge: Adversary A outputs two messages
My, M to challenge. Challenger C randomly chooses
B € {0,1} and encrypts Mg with identity w*. The
ciphertext is returned to A.

Phase 2: A issues private key extraction queries
and decryption queries as in phase 1.

Guess: Adversary A outputs a guess 3’ € {0,1}
and wins the game if 8/ = 8. Adversary A’s advan-
tage in attacking the above game is defined as

Adva = [Pr{8' = 8] - 1/2|.

Definition 4 We say that a Bio-IBE s (¢, ¢, ¢g, ¢p)-
IND-sID-CCA2 secure if all ¢ time adversaries mak-
ing at most qg private key extraction queries, gp
decryption queries have advantage at most € in win-
ning the above game.

FID and sID security models: The distinction
between these two models was clearly explained in
Boneh and Boyen (2004). In the full identity (FID)
security model, the adversary can issue adaptive cho-
sen identity queries. After the query phase, the ad-
versary chooses the identity it wishes to attack, and
asks for a challenge for this identity. The selective
identity (sID) security model is slightly weaker than
the FID model. In the sID security model, the ad-
versary must commit to the identity it intends to
attack ahead of the Setup phase. Then, the adver-
sary can still issue adaptive chosen ciphertext and
adaptive chosen identity queries. As shown in Boneh
and Boyen (2004), any sID secure IBE is also a FID
secure IBE with somewhat inefficient reduction.

4 An efficient Bio-IBE scheme

In this section, notations are defined and an ef-
ficient Bio-IBE scheme is proposed. The proposed
scheme involves three roles: the private key genera-
tor (PKG), a sender, and a receiver. In the encryp-
tion phase, the sender receives the biometric data of
the receiver and the corresponding parameter PAR.
The sender extracts the features and calculates the
biometric string ID with a fuzzy extractor. In the
decryption phase, the proposed scheme allows for er-
ror tolerance due to the noisy nature of biometrics.
As in Sarier (2008), we suppose that if |w N w'| > d,

then dis(b,t’) < t and ID = ID’. In this way, the
receiver can decrypt the ciphertext encrypted with
w’ using the private key corresponding to w if w and
w’ are within a certain distance d of each other.

4.1 Notations

G: a multiplicative cyclic group of prime order
(G1: a multiplicative cyclic group of prime order

g: a generator of G with order p.

é: a bilinear pairing map, where é : GxG — G7.

M: a plaintext of message.

Ce: the encoding function of error correction
code.

Cyq: the decoding function of error correction
code.

d: the error tolerant parameter, which represents
the distance that is allowed between two biometric
attributes for a successful decryption.

Hi: a collusion resistant hash function, where
Hy 75 < {0, 1} — Zy,.

4.2 Setup phase

Given a security parameter kg, PKG generates
two multiplicative cyclic groups G and G of prime
order p > 2% and picks a random generator g € G.
PKG randomly selects g1 € G, s € Z, and computes
g2 = g°. Choose an error tolerant parameter d € Z™.
Then, PKG publishes the system’s public parameters
{9, 91, g2, d} and keeps the master secret key s secret.

4.3 Extraction phase

First, the user biometric attributes w =

(1, pio, -
ric information with a feature extractor, where each
pi € Zg. Then, calculate the biometric string
ID= H(b) from the biometric template b. Given
the user’s w and ID, the PKG extracts the private
key as follows:

, in) are extracted from the raw biomet-

1. Choose a random d — 1 degree polynomial
p(z) = ag + a1r + ... + ag_12%7! such that p(0) =
apgp = S.

2. For p;, € w, compute d;ii = (g1 -
g @ IDNp(n) — (g, . ghPyp() g, ) = gP() | Cal-
culate PAR=Gen(b, ID).

3. PKG confidentially sends K|, =
{di1,di2}ucw to the user and publishes PAR.
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4.4 Encryption phase

The sender receives biometric data of the des-
ignated receiver together with the public parame-
ter PAR. The sender extracts the feature attributes
w’ and computes ID’ = Rep(d’,PAR). Here, if
dis(v’,b) < t, then ID = ID". Given ID’, ’, and
M, the sender performs the following:

1. Select a random r € Z,, and calculate C, =
g",Cy = (g D) = (ghIDI)T7 Cs = é(g1,92)"M.

2. Send the ciphertext C' = (w’,C1,Cs, C3) to
U.

4.5 Decryption phase

Given a ciphetrtext C = (', C1,C2,C3), a re-
ceiver with private key K, decrypts C' as follows:

1.If lwnNw'| <d, U aborts.

2. If jwNw'| > d, U chooses any set that satisfies
S CwnNw' and |S| = d and calculates

é(CQ, Hﬂjes (di,g)Auj‘S(O))
é(017 Hﬂjes (di}l)Auj,S(O))

The plaintext M can be recovered since

M=Cs-

Cs . (027 H'ujes (di}Q)AS,uj (0))
é(C, Hwes (di,l)AS'“"(O))
5 w’ N\ 1; )\ A i
o e((g™ @ PN T, eg (7)) 2= O
P el T, e (g1 - g™ D))ot 250, )
é((gM @ D) gy
= ( (g H1 w ID))S) Me(gl792)

(( Hl(w ID)) , e) . .
= HGey e )
6((9H1(w ID ))r7g ) . i
= AT g e(gge)y e 2)

D’
e((g" )T» 9°) .
~ ~ 7 Mé(g1,92)"
e((g"")2.97) - é(g1, 9%)

= M.
The last equation holds since ID’ =ID when |wNw’| >

d and dis(b,b’) < ¢

5 Security analysis

Theorem 1 Suppose that the (¢',¢’) DBDH as-
sumption holds in G. Then the constructed Bio-
IBE scheme is (t,&,qg,qp) IND-sID-CCA2 secure
for e’ = e,t' = t+d(tmu + tExp)gE, Where tyry is the
time for a multiplication, tgyp is the time for an ex-

ponentiation, and d is the error tolerant parameter.
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Proof  Suppose that there exists a (t,&,qg,9p)
adversary A against the proposed scheme. Then an
algorithm C can be constructed to solve the DBDH
problem in time ¢ and with a probability ’. Chal-
lenger C is given a tuple (g, g%, ¢°, g, Z) of the DBDH
problem, where Z either equals é(g, g)**
dom element in GG;. The game proceeds as follows.

or is a ran-

Initialization: A
(3, 13,

Setup: The challenger C sets g1 = g% g2 = ¢°
and chooses error tolerant parameter d € Z+. Then
C returns the public parameters PK= (g, g1, g2, d) to
adversary A.

challenge identity w* =
, i) is chosen by adversary A.

Hash queries: Adversary A is allowed to issue
a hash query in any phase. Upon receiving a query
w;, if there exists (w;, l;, g"*) in H-list, return gh¢. If
w; = w”*, choose l* € Z, at random and set g =g"
Otherwise, randomly select [; € Z, and compute
g" =g" /g

Phase 1: Adversary issues private key extraction
queries and decryption queries in this phase.

1. Extraction queries: When a private key query
is received for v; = (p1,p2,- -, Hn), Where |y; N
w*| < d, challenger C sets I" = v; Nw* and sets I’ to
be any set that satisfies I' C I C ~;, |[I"| =d — 1.
Let S = I" U {0}. Run the above hash query to
obtain (v;,1;,¢") in H-list.

(1) For every u; € I, pick A\; € Z, at random
and compute (d;1,d;2) = ((g19")*,g*). For a
random polynomial p(-) of degree d — 1 over Z,, with

p(0) = b, define A\; = p(u;). Thus, challenger C has

successfully constructed (d; 1,d; 2) for u; € I'.
(2) For every p; € v; \ I'", compute

A D A s ()M
dign = gyl II (gr- g™,
A
diy = Aos(lh H g Apy, S(,ui))\k)

L€l

Note that gy - " = gl for 7; # w*. Then,
leo,S(m)b(gla‘(Zuker/ Auk.S(ui)p(uk)))

lj(AO,S(Hi)p(O)+Z,LkEF' Apy s (pmi)p(pr))

— (gl . gh‘J )p(/""i)
Hl(’)’jle))p(Ni)’

dipn = g
= g
— gljp(m)
= (919
Ao, s(m)b( 2uer A}Lk,s(ﬂi)p(ﬂk))
Ao, S(Hz)p(0)+Z,LkEF' Auk S(U'L)p(/l'k)

g
g
gp( 1)
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Thus, challenger C has successfully simulated the pri-
vate key of v; = (1, p2, -+, fin)-

2. Decryption queries: To answer the decryption
query on C' = (7},01702,03) and an identity -;
where |v; N~} > d, challenger C operates as follows.

(1) Run the above extraction algorithm to con-
struct the private key K., = (di1,d;2)u,eq; -

(2) Choose any set S that satisfies S C v; N7}
and |S| = d. Then compute the plaintext M and
send it to A, where M is computed as follows:

(o Il,ues (dj ) Amis ()
é(clv HM@'GS (di71)A#i~S(O))

Challenge: Adversary A outputs two messages
My, M to challenge. Challenger C randomly chooses
B € {0,1} and encrypts Mg with identity w*, which
is derived from b*. The ciphertext is returned to A:

*, 9% (g°)

1. If Z = é(g,g)?*° (i.e., when the input tuple
is sampled from Pppugr), C* is a valid encryption of
Mg since

M= - Cl.

C" = (w",C7,C5,03) = (w ,Z - Mpg).

Cs = (99" = (¢")° = (¢"")° = ("),
C; =7 - Mg = ¢é(g,9)* - Mg = é(g1, 92)¢ - M.

2. If Z is uniform in Gy (i.e., when the input
tuple is sampled from Rppug), C5 is independent of
Mg. Thus, C* is independent of 3 in the adversary’s
view.

Phase 2: Adversary A issues private key extrac-
tion queries and decryption queries as in phase 1.

Guess: Adversary A finally outputs a guess 5’ €
{0,1}. Challenger C concludes the game as follows.
If 3 = B, C outputs 1 indicating that Z = é(g, g)**.
Otherwise, it outputs 0 indicating that Z is random
in G1 .

Probability analysis:

1. If the input is a tuple sampled from Pppug
(ie., Z = é(g, 9)®°), then A’s view is identical to the
view in a real attack. Thus, |[Pr[8 = 3] —1/2| > ¢.

2. If the input is a tuple sampled from Rppug
(i.e., Z is uniform in G;), then |Pr[8 = 8']| = 1/2.

3. Therefore,

[Pr[C(é(g,9)"", 9, 9% 9", g“) =0]
—PI‘[C(Z7g7ga,gb,g ) = O” > |( :|:€) - _| =E&.

Time analysis: The running time of the simu-
lation is dominated by the multiplication and expo-
nent operation in the extraction query phase. Then
we have t’ =t + d(tMu] + tExp)qE~

6 An improved Bio-IBE scheme to re-
sist DoS attacks

Recently, Sarier (2001) presented a new DoS at-
tack in which an adversary maliciously changes the
public string PAR and brings the sender to use an in-
correct public key for encryption. Then the receiver
of ciphertext cannot obtain the right plaintext upon
decryption. To ensure the validity and integrity of
PAR, we use the digital signature that is signed by
PKG to make our scheme immune against the DoS
attack. Then the signature ¢ and PAR should be
stored together. The efficient signature scheme used
in our modified scheme is based on the scheme in Cha
and Cheon (2003), which has its security reduced to
computational Diffi-Hellman (CDH) assumption.

Setup: The public parameters (g, g1,92) and
master secret key s are chosen as in Bio-IBE other
than two hash functions Hs : {0,1}* x G — Z, and
Hs:{0,1} = G.

Extraction: Given PKG’s identity ID, the algo-

rithm computes Kip = H3(ID)® and outputs it as
the private key associated to ID.

Signature: Given a secret key Kip and a public
string PAR, the algorithm picks a random r € Z,
and outputs a signature ¢ = (U,V) where U =
Hs(ID)" and V = (Kp)"+H2(PARU)

Verification: To verify a signature o = (U, V) of
PAR for PKG’s identity ID, check whether

é(g,V) = &(g2, U)é(ga, Ha(ID)H2(PARL)),

Correctness:
é(g,V) = élg,(H (ID)S)TJng(PAR U))
— é(gS’Hg(ID)FFHz (PAR, U))
é(ga, H3(ID)" - Hs(ID)H2(PARU))
é(go, U - H3(ID)H2(PARU))
é(

é(g2, U)é(ga, Ha(ID)H2(PARU)Y
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7 Efficiency discussions and compar-
isons

7.1 Comparisons with Bio-IBE schemes

The proposed scheme and improved scheme are
compared with those proposed by Sarier (2008; 2011)
(Table 1). Since the scheme in Sarier (2011) is an im-
proved version of that in Sarier (2008) (the scheme
in Sarier (2011) integrates an IBS to the Bio-IBE
scheme in Sarier (2008) to resist DoS attacks), one
can just compare our scheme with that of Sarier
(2008) in detail as follows:

1. The size of the public parameter and private
key in Sarier (2008) is smaller than that of the pro-
posed scheme.
Sarier (2008), the cost of private key generation is
n exponential operations less than the cost in the
proposed scheme.

2. The size of ciphertext in Sarier (2008) is
n|G| + ny,, where n is the length of user identity
and n,, is the size of the message. This scheme has

Since the private key is shorter in

constant size ciphertext which consists of only two
elements in group G and one element in group Gj.
Thus, the network traffic load is decreased and the
bandwidth at the user is reduced.

3. The cost of encryption is reduced in this
scheme compared with that in Sarier (2008). The
scheme in Sarier (2008) requires n exponential oper-
ations and one pairing operation, while ours requires
only three exponential operations and no pairing
operation.

4. The cost of decryption in this scheme is less
than that in Sarier (2008). Measured in terms of the
pairing operation that is the most time-consuming
operation, the scheme in Sarier (2008) requires d
pairing operations while only two pairing operations
are required in our scheme. Thus, our scheme is more
efficient in computation.

5. This scheme has its security reduced to
DBDH assumption, while the security of the scheme
in Sarier (2008) is reduced to k-BDHI assump-
tion. As shown in Cheon (2006), the hardness of
DBDH assumption is stronger than that of k-BDHI
assumption.

To sum up, this scheme achieves higher effi-
ciency and stronger security than the scheme in
Sarier (2008).
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7.2 Comparisons with fuzzy schemes

Due to the similarity between Bio-IBE and fuzzy
IBE, the proposed scheme is compared with the ex-
isting fuzzy IBE schemes in Table 2. It is obvious
that the new scheme achieves higher efficiency than
the existing fuzzy IBE schemes. The detailed com-
parison is as follows:

1. The size of public parameters of the suggested
scheme is a constant. However, in Sahai and Waters
(2005), Fang et al. (2008), and Li et al. (2009), the
size of public parameters grows with either the total
number of users |u| in the system or the length n of
identity.

2. The size of the private key in Sahai and Wa-
ters (2005), Baek et al. (2007), Fang et al. (2008),
Li et al. (2009), and Ren et al. (2010) and the pro-
posed scheme grows with the length n of user iden-
tity. Then, the cost of generating the private key
also grows with n.

In Sahai and Waters (2005), Baek et al. (2007),
Fang et al. (2008), Li et al (2009), and Ren et
al. (2010), the size of ciphertext grows with the
length n of user identity. Furthermore, Fang et
al. (2008) added the length n,, of plaintext m. In
this scheme, the size of ciphertext is a constant which
consists only of two elements in group GG and one el-
ement in group Gj.
superior to that of other schemes.

3. In Sahai and Waters (2005), Baek et
al. (2007), Fang et al. (2008), Li et al. (2009), and
Ren et al. (2010), the cost of encryption is propor-
tional to the length n of user identity. The suggested
scheme requires merely three exponential operations.

4. In Sahai and Waters (2005), Baek et
al. (2007), Fang et al. (2008), Li et al. (2009), and
Ren et al. (2010), a large amount of pairing oper-
ations are required in the decryption process. The
proposed scheme needs only two pairing operations

This performance is notably

to complete the decryption process.

5. The security of this scheme is reduced to the
DBDH assumption and the security of schemes in
Sahai and Waters (2005), Fang et al. (2008), Li et
al. (2009), and Ren et al. (2010) is reduced to MBDH,
mBDDH, k-BDH, and ¢-TBDHE assumptions. As
shown in Cheon (2006), the hardness of DBDH as-
sumption is stronger than that of other assumptions
mentioned above.
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Table 1 Comparison of various Bio-IBE schemes

Value/Description

Sarier (2008)

Sarier (2011)

Our scheme

Improved scheme

Based on biometric
Size of public key

Size of private key
Size of ciphertext
Cost of key generation
Cost of encryption
Cost of decryption
Hardness assumption
DoS attack

Security model

Yes Yes Yes Yes

2|G] 2|G] 31G] 3|G]
n|G| n|G| 2n|G| 2n|G|

n|G| + nm n|G| + nm 2|G| + |G1] 2|G| + |G1]

niExp NlExp 2ntexp 2ntexp
tpair + ntExp tpair + ntExp 3tExp 3tExp
dtPair dtPair 2tpair 2tpair
k-BDHI k-BDHI DBDH DBDH

No Yes No Yes

sID sID sID sID

Table 2 Comparison of various fuzzy IBE schemes

Value/Description

Sahai and Waters (2005)

Baek et al. (2007)

Fang et al. (2008)

Size of public key

Size of private key
Size of ciphertext
Cost of key generation
Cost of encryption
Cost of decryption
Hardness assumption
Security model

u|G| + |G|
n|G|
n|G| + |G1|
niExp
(7‘L + l)tExp
dtPair
MBDH
sID

el (n+2)[G]
2n|G| 3n|G|
(n+1)|G| + |G1] (n+ 1)|G| + nm
2ntExp 4ntExp
(7‘L + 2)tExp (271 + 2)tExp
(d+ 1)tPair 2dtPair
DBDH mBDDH
sID sID

Value/Description

Li et al. (2009)

Ren et al. (2010)

Our scheme

Size of public key

Size of private key
Size of ciphertext
Cost of key generation
Cost of encryption
Cost of decryption
Hardness assumption
Security model

4n|G| + (d + 1)|G1|
(nd + 2n + 1)|G1|
(2n + 2)|G|
(nd + 2n + 1)tpxp
(2n =+ 2)tExp
(7‘L +d+ 1)tPair
k-BDH
sID

7G| 3G

n|G| 2n|G|
n|G| + 3|G1] 2|G| + |G

3ntExp 2ntExp
(371 + 5)tExp StExp
(7‘L + 1)tPair 2tPair
¢-TBDHE DBDH

FID sID

6. All of the schemes in comparison are proved
secure in the sID security model except the scheme
in Ren et al. (2010). Although the FID security
model is slightly stronger than the sID model, our
scheme is much more efficient than the scheme in
Ren et al. (2010). In Ren et al. (2010), the size of
ciphertext and the cost of encryption and decryption
grow linearly with the length n of user identity.
While in our scheme, the size and computation cost
of ciphertext are constant. Moreover, the security
of the suggested scheme is reduced to DBDH
assumption while the scheme in Ren et al. (2010)
is reduced to ¢-TBDHE assumption. As shown in
Cheon (2006), the hardness of DBDH assumption is
stronger than that of ¢-TBDHE assumption.

8 Conclusions

In this paper, we construct a new efficient bio-
metric identity based scheme which is secure against
the adaptive chosen ciphertext attack (CCA2) and
which is also the first scheme achieving constant size
ciphertext. This new scheme has many other ad-
First, the hash
function is a regular one rather than the MapTo-

vantages over those existing ones.

Point function for the encryption scheme. Second,
the security of the proposed scheme is reduced to
the hardness of DBDH assumption rather than some
strong assumptions. Finally, only two pairing opera-
tions are executed in the decryption phase. Thus, the
communication overhead of the network is decreased
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and the computation at the receiver is greatly
reduced.
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