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Abstract:
an adversary who disguises the spam mails to avoid being detected. In practice, the adversary may strategically

This paper addresses the challenge of large margin classification for spam filtering in the presence of

add good words indicative of a legitimate message or remove bad words indicative of spam. We assume that the
adversary could afford to modify a spam message only to a certain extent, without damaging its utility for the
spammer. Under this assumption, we present a large margin approach for classification of spam messages that may
be disguised. The proposed classifier is formulated as a second-order cone programming optimization. We performed
a group of experiments using the TREC 2006 Spam Corpus. Results showed that the performance of the standard
support vector machine (SVM) degrades rapidly when more words are injected or removed by the adversary, while

the proposed approach is more stable under the disguise attack.
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1 Introduction

Statistical classifiers such as support vector ma-
chines (SVM) have been widely used for spam filter-
ing applications (Drucker et al., 1999). They offer
high accuracy and the ability to detect novel spam
messages. However, as statistical learning systems
become more and more popular, the motivation to
defeat them increases. It was reported that a spam-
mer could potentially profit $25 000 even with the
response rate being as low as 0.001% (Carpinter
and Hunt, 2006), resulting in over $10 billion spam-
related cost worldwide (Jennings, 2005). In this pa-
per, we address the challenge of spam filtering based
on large margin classification in the presence of an
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adversary who strategically disguises the spam mas-
sages to avoid being detected.

Recently, spammers have developed more so-
phisticated methods to circumvent spam filters.
Lowd and Meek (2005b) demonstrated a good word
attack (GWA) that adds words indicative of a le-
gitimate message to spam messages, making spam
messages appear closer to legitimate messages. The
authors showed that, by adding as few as 150 good
words, the average spam messages could pass off as
non-spam. Webb et al. (2005) also examined the ef-
fectiveness of the GWA on statistical spam filters.
Their experimental results showed that, on clean
emails where no good words are injected, filters based
on the Naive Bayes or standard SVM classifiers could
achieve an accuracy of as high as 98%. However,
when testing on the messages that have been injected
with good words, the classification accuracy of the
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filters could drop by more than 40%.

To resist the GWA, Jorgensen et al. (2008) pro-
posed a multiple instance learning strategy, which
splits a message into a bag of multiple segments.
Each segment was treated as an instance. An email
was classified as spam if at least one instance in the
corresponding bag was spam, and as legitimate if
all the instances in it were legitimate. They showed
that the multiple instance strategy was very effec-
tive against the GWA. Besides adding good words,
however, the adversary could also delete the words
indicative of spam from the spam messages. The
multiple instance approach was not designed for this
attack strategy. Our experiments showed that the
performance of the multiple instance classifier is sen-
sitive to the missing bad words.

In a more theoretical perspective of the adver-
sarial learning research, Dalvi et al. (2004) explored
the possibility of anticipating attacks by comput-
ing the adversary’s optimal strategy. They mod-
eled the computation of the adversary’s strategy
as a constrained optimization problem and approxi-
mated its solution based on dynamic programming.
Their experiments showed that the game-theoretic
approach outperforms traditional classification algo-
rithms in the presence of an adversary. However,
Dalvi et al. (2004) assumed that both the classifier
and the adversary have perfect knowledge of each
other, which is not common in practice.

Lowd and Meek (2005a) extended Dalvi et al.’s
work by removing the assumption of prior knowl-
edge.
neering learning approach based on the concept ‘ad-
versarial cost’. They assumed that each feature of
the spam data has a different utility to the adversary,
and the adversary could modify the spam data only
to some extent to keep the utility of the data. For

They proposed an adversarial reverse engi-

example, some words in the spam messages, such
as ‘deals’, ‘drug’, and ‘price’, have more commer-
cial value than others. Removing these bad words
will damage the utility of the involved spam mes-
sages. To describe the adversarial cost, Lowd and
Meek (2005a) used the Li-norm of the modification
In this paper, we use the Ls-norm of the
modification vector to represent the adversarial cost.
This is mainly because the Li-norm loss function is

vector.

not continuous, which makes the problem difficult
for convex relaxation.

In this paper we focus on the large margin clas-
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sification based spam filtering with an adversary
strategically adding good words to or deleting bad
words from the spam mails. Both strategies can be
modeled as changing the features of the spam data,
which we generally call ‘disguise attack’. We follow
the assumption that the adversary affords to lose
only limited utility by modifying the spam messages
(Lowd and Meek, 2005a). Furthermore, in the Lo-
norm based adversary cost function an ‘untrusted
region’ is introduced for each spam data.
prove the robustness of large margin classification
under the disguise attack, we use the second-order

To im-

cone programming (SOCP) formulation, which min-
imizes the errors over both the training points and
the untrusted regions.

One important issue in computing the adver-
sarial cost is how to decide the utility of different
features. In this paper, we estimate the feature-
wise utility using the Bayes method, which leads to
larger utility weights for the bad words. This result
matches the intuition that the bad words are usually

more valuable for the spammer.

Attempts have been proposed to improve the
robustness of SVM. Shivaswamy et al. (2006) pro-
posed a Robust SVM formulation to handle the
Gaussian noise in the training data. Their research
focused mainly on handling environmental noise in-
stead of intentional attacks. A group of researchers
also proposed several SVM reformulations with mod-
ified hinge loss to improve robustness against outliers
(Song et al., 2002; Krause and Singer, 2004; Xu et
al., 2006; Wu and Liu, 2007). These attempts usually
employ nonlinear hinge loss that ceases to increase
after a certain point, resulting in non-convex formu-
lation or non-scalable algorithms. Recently, Chechik
et al. (2008) proposed a max-margin classifier which
is robust when some features are missing from the
data. This reformulation could potentially resist the
bad-word-removing attack, but it is not robust under
the good-word-injection attack.

2 Adversarial cost assumption

Inspired by Lowd and Meek (2005a), we model
the disguise attack of adding good words or remov-
ing bad words as: the adversary tries to disguise the
spam data = with * by strategically changing fea-
tures. The adversarial cost function represents the
increased cost (or decreased utility) of using some
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instances as compared to others. Different from
Dalvi et al. (2004), the cost function used in this
paper is defined as the weighted squared difference
between feature values in the disguise instance, x™,
and those in the original instance «:

D
Lz, zt) = Zqi(xj —z;)? = (2" — )" Q(z" — ),
i=1

(1)
where D is the number of words that occur in the
corpus. The weight ¢; > 0 represents the cost of
modifying the feature corresponding to the ith word,
admitting that some features have more value than
others. @ is a diagonal matrix with @;; = ¢;. We
assume the adversary can afford to modify the spam
message only to some extent, specifically, described
by threshold parameter ~:

Lz, zt) = (2" — )T Q(z" —x) <142 (2)

One important issue in defining the adversarial cost
function is the way to calculate ¢;. In practice, the
weight ¢; should be decided according to the adver-
sary. The features corresponding to the bad words
should have larger weights, because they are more
valuable for the spammer. In this work, we esti-
mate the utility value to be the posterior probability
conditional on the event of spam, which could be
calculated using the following Bayes model:
p(filDs) + p(fil D1)’

where p(f;|Ds) represents the probability of the ith
word occurring in the spam corpus, and p(f;| D)) rep-
resents the probability of the ith word occurring in
the legitimate corpus. When the ith word is a good
word, Eq. (3) results in a small utility value. Words
indicative of spam have larger weights. Note that, as
feature selection is common practice in spam filter-
ing, not all words in the corpus affect the classifica-

tion result.

3 Secure support vector machine

Spam filters based on the standard SVM are
known to be vulnerable to adversarial attacks (Lowd
and Meek, 2005b). Specifically, the adversary could
disguise the spam data x with &= by strategically
changing features. In this work, we focus on this

type of attack and present a large margin training

2012 13(3):187-195 189

formulation which is more robust under this attack.
We begin with introducing the SOCP based large
margin training formulation proposed by Debnath
et al. (2004).

Given a set of n training samples {(z;, y;)}7 |,
where x; € R? is drawn from a domain X and each
of the label y; is an integer from Y = {+1, -1}, the
goal of binary-class classification in SVM is to train a
model in which the correct label is assigned to unseen
test samples. The SOCP based learning process of
SVM can be written as

s.t. yi(wT:vi—i—b)zl—fi, 1=1,2,...,n,
fi Z 07
Jwl| < C. (4)

1=1,2,...,n,

The remainder of this section focuses on reformulat-
ing Eq. (4) to improve classification robustness un-
der the disguise attack. Given the adversarial cost
threshold «y as shown in Eq. (2), the untrusted region
of the spam data x is defined as

Dy = {x"|L(z, ") < *}.

By strategically deleting or adding words in the spam
messages, the adversary could change the spam data
T to any point ' in D,. To resist this attack, we
consider the conservative strategy of labeling all the
points in the untrusted region D, as spam. Formally,
this strategy can be written as

yi(w'z™ +b) > 1, vzt € D,. (5)

Note that each point in the untrusted region can
be represented by a constraint function. Thus, the
above inference leads to an infinite number of con-
straints. Therefore, before incorporating them in the
SOCP formulation (4), we need to reduce the num-
ber of constraints. The main results are presented in
the following theorem:

Theorem 1 Suppose x represents a spam message
and an adversary may select any point £+ € D, to
disguise . Then Eq. (5) is equivalent to

Wzt b>1+7]Q Ful. (6)

The proof of Theorem 1 is straightforward, given
the following lemma:
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Lemma 1 Given the spam data  and the weights
w, the following optimization

argming, cp_w' " (7)

has the minimum value of w'z — y(wTQ 'w)z,
which can be achieved at

gt =z— y(w' Q 'w) 2 Q 'w.

Proof First we substitute v = Q%(aﬁ' — x), and
the minimization problem (7) can be equivalently
reformulated as

. _1
minw! Q@ 2v st. vTv<A2
v

Since w is known, due to the Cauchy-Schwartz in-
equality, we have

1 1 1
w' Qv > —[|w Q7F | [|v]| > —y[[w" Q72 (8)
And the minimal value is achieved at

v— Q9w ()

Given the minimal point v*, inequality (8) leads to

w' QP =~ Q7. (10)
Substituting the definition of v in Eq. (10) yields
w!(z+ — ) = —y|w’ Q 2||, which proves the first
claim in Lemma 1. And substituting the definition
of vin Eq. (9) yields 2+ = 2 — v[|w" Q%1 Q@ 'w,
which proves the second claim in Lemma 1.

The virtue of Lemma 1 is that, given the spam
point x, it analytically describes the disguise point
x* that is most likely to pass the filter as a legitimate
message. In other words, the large margin classifier
can correctly classify the whole untrusted region if
it correctly classifies the points described by Lemma
1. Furthermore, the infinite number of constraint
functions can be reduced to the one described in
Theorem 1.

Before incorporating the constraint (6) into
Eq. (4), one needs to consider the inseparable situa-
tion. We introduce an extra variable ¢; to describe
the tolerable error over the untrusted region of the
spam data x;. Suppose there are s spam messages
and [ legitimate messages out of an n-message train-
ing set. The messages in the training corpus are
sorted so that the first s messages are all spam and
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the rest are legitimate. Thus, the training process of
the Secure SVM can be written as

=1 j=1
1
s.t. yi(wT:vi +b)>1—¢6+v]|Q 2w,
i=1,2,...,s, (11)

yS-‘rj(wT:BS"’j_'_b) > 1_§J7 .]: 1727"'17
€ >0,6>0i=12. 5 j=12..1
Jw] < C,

where y; = 1 if x; represents a spam message and
y; = —1 otherwise. Note that the adversary is inter-
ested only in altering the spam data to avoid being
detected.

The standard SVM training is formulated as a
quadratic programming optimization with 2n con-
straint functions, while the proposed Secure SVM
takes the form of SOCP with 2n 4 1 constraint func-
tions.
bust against the disguise attack at the expense of
more computational cost. In practice, Eq. (11) can
be solved using interior point optimization methods
with publicly available solvers.

The revised formulation becomes more ro-

4 Experimental setting

We designed a series of experiments to evaluate
the effectiveness of the proposed large margin classi-
fier for spam filtering in the presence of an adversary.
Our experimental data consists of 37 822 spam and
legitimate messages (12 910 legitimate and 24 912
spam) from the 2006 TREC Spam Corpus. We pre-
processed the entire corpus by stripping HyperText
Markup Language (HTML) and non-textual parts
and applying stemming and a stop list to all terms.
Messages that had an empty body after preprocess-
ing were discarded.

We sorted the emails in the corpus chronologi-
cally by the received date and divided them almost
evenly into 18 subsets {S1,S2,...,S18}. In other
words, the messages in subset n come chronologi-
cally before the messages in subset n + 1. Experi-
ments were run in an online fashion, that is, training
on subset n (n = 1,2,...,17) and testing on subset
n + 1. Each subset contained approximately 2100
messages. The percentage of the spam messages in
each subset varied (Fig. 1).
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Fig. 1 The percentage of spam messages in the 18
subsets

4.1 Feature calculation and selection

The value for each feature was calculated using
the common term frequency—inverse document fre-
quency (TF-IDF) scheme. Suppose f is the number
of occurrences of the given term in the given mes-
sage. We first normalized f by dividing it by the
maximum value of f for the given term over all mes-
sages in the corpus. The inverse document frequency
was then calculated by logy(n1/n2), where ny is the
total number of messages in the corpus and ns is the
number of messages in the corpus that contains the
given term. Then the feature corresponding to the
given term is calculated as norm(f) x log,(n1/n2).

Since it is common practice to apply feature
selection before classification in spam filtering, we
reduced the features used for describing the mes-
sages to the top features ranked using a greedy-
forward-selection (GFS) method. The GFS method
starts with an empty feature set, and adds the fea-
ture whose addition provides the Naive Bayes classi-
fier with the best five-cross-validation performance.
Fig. 2 shows the dependance of classification accu-
racy on the number of features selected. We used the
top 400 features in our experiments, which provided
a good compromise among the classifiers in terms of
efficiency and performance.

4.2 Attacking words selection

We evaluated the proposed algorithm under two
types of attack. In the first attack strategy, GWA,
the adversary selects a list of good words indica-
tive of a legitimate message and adds these words
to the spam messages. In the second attack strat-
egy, addressed as the bad word attack (BWA) in the
following, the adversary selects a list of bad words in-
dicative of a spam message and strategically removes
these words from the spam messages.

Lowd and Meek (2005b) described several
strategies of GWA on spam filters. The most ef-

2012 13(3):187-195 191

0.92
Z 090 |
o
3
Q
& 088 |
c
i}
S 086 |
2 - - = Multi-instance SVM
< / —+— Naive Bayes
O 0.84 -« Multi-instance Naive Bayes
—&— Robust SVM
...$.. Secure SVM
0.82

0 100 200 300 400 500
Number of features selected

Fig. 2 Effect of the number of features selected
on classification accuracy

fective are the frequent word attack (FWA) and fre-
quency ratio attack (FRA). FWA disguises the spam
mails by adding words that occur most often in le-
gitimate messages. FRA adds words that occur very
often in legitimate messages but not in spam mes-
sages. We evaluated the revised large margin classi-
fier under both types of attack. For FWA, we ranked
every unique word in the whole corpus according to
its frequency in the legitimate messages. For FRA,
we ranked every unique word in the whole corpus ac-
cording to the ratio of its frequency in the legitimate
messages to its frequency in the spam messages. For
both types of attack, we selected the top M words
from the ranking as our good word list. We con-
sidered the scenario in which the classifier does not
have knowledge about the value of M, which is de-
cided according to the adversary with respect to an
affordable cost.

For BWA, we ranked every unique word in the
whole corpus according to the ratio of its frequency in
the spam messages to its frequency in the legitimate
messages. Then we selected the top M words from
the ranking as our bad word list. In practice, if the
given spam message does not contain any word in the
bad word list, the classification result of the message
is not affected.

Note that, since the lists were generated from
the entire corpus rather than from the training sub-
set, and since we represented emails using a vector
of 400 features, some of the words in the lists would
not affect the classification of the message, no matter
whether they were injected into or removed from the
message. Such lists were more representative of what
an adversary would be able to produce in practice,
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since the adversary would have no way of knowing
the exact features used by the target filter.

5 Experiment results

We now present the results of the experiments
in which we evaluated the effectiveness of the pro-
posed Secure SVM classifier. In the first experiment,
we tested the algorithms on the emails that had been
injected with good words. In the second experiment,
we tested the algorithms on emails with some bad
words being deleted. We compared the proposed
classifier with the standard SVM, the Naive Bayes
classifier, and the Robust SVM proposed in Shiv-
aswamy et al. (2006). We used the LIBSVM package
(Chang and Lin, 2011) in our experiments for the
standard SVM. The SOCP optimization of the pro-
posed algorithm was realized using the MOSEK tool
(MOSEK, 2011).

Since the multi-instance learning strategy has
recently been reported to be robust against GWA
(Lowd and Meek, 2005b), we extended SVM and
Naive Bayes to their multi-instance variants. Specif-
ically, each message was evenly split into two seg-
ments. Each segment was treated as one instance,
and the multi-instance variants predicted the test
message to be a spam message if one of the segments
was classified as spam. We split an email down the
middle into two approximately equal halves. This
splitting method was called split-half (split-H) in
Jorgensen et al. (2008). The messages in the TREC
2006 Spam Corpus were sorted chronologically and
split into 18 subsets. All the experiments were per-
formed in an online fashion. Specifically, the classi-
fiers were trained on subset S, (n = 1,2,...,17) and
tested on subset S,1;. The averaged classification
accuracy over the test subsets was calculated and
reported in the remainder of this section.

5.1 Classification under good word attack

For the first experiment, we chose the words
from the top of the good word list and injected one
instance of each selected word into the spam mes-
sages. We tested the algorithms with a range (M =0-
200) of words injected and fixed «y to 5.0. Note that,
we injected good words randomly into only 50% of
the test spam messages, because in practice, the dis-
guised spam emails account for only a subset of the
spam emails processed by a given filter.

2012 13(3):187-195

Fig. 3 illustrates the change in classification ac-
curacy while the number of good words injected in-
creased from 0 to 200. The attacking method in
Fig. 3a was named FWA because the good words
were selected according to their frequency of occur-
ring in the legitimate messages.
SVM showed the highest classification accuracy (over
0.923) when no words were injected. But the SVM
performance dropped dramatically while more good
words were injected. Similar results were obtained
for the Naive Bayes classifier. Specifically, by adding
200 words from the good word list, the classifica-
tion accuracy of SVM and the Naive Bayes classifier
dropped to 0.562 and 0.516, respectively. In contrast,
the multi-instance strategy substantially improved
the robustness of SVM under GWA. The accuracy of
the multi-instance SVM was higher than that of the
standard SVM by 0.067 with 200 words injected.

As one can see,
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Classification accuracy

0.4

0 40 80 120 160 200
Number of good words

Fig. 3 Comparison of the classifiers under the
frequent word attack (a) and frequent ratio attack

(b)

Fig. 3b shows the results for FRA, which was
more effective than FWA in terms of degradation
in the performance of the SVM classifier. For
both types of attack, the proposed large margin
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classifier had the best performance, and its accuracy
was higher than that of the standard SVM by over
0.08, when more than 40 words were injected in the
spam mails.

5.2 Classification under bad word attack

For the second experiment, we chose the words
from the top of the bad word list and deleted one
instance of the selected word if it occurred in the
given message. Similarly, we tested the algorithms
by deleting different numbers of bad words. In this
experiment, we removed the bad words randomly
from only 50% of the test spam messages due to the
same reason as in the first experiment.

Fig. 4 illustrates the change in classification ac-
curacy while the number of bad words to be deleted
increased from 0 to 100. As one can see, the SVM
performance dropped dramatically while more bad
words were added to the deleting list, with a classi-
fication accuracy of 0.535 when the number of bad
words in the deleting list reached 100. Similar results
could be obtained for the Naive Bayes classifier. Dif-
ferent from the first experiment, the multi-instance
SVM was not robust for the bad word deleting at-
tack. Specifically, the accuracy of the multi-instance
SVM was higher than that of the standard version
by only about 0.021 when 20 bad words were checked
to be deleted. Compared to the multi-instance clas-
sifiers and Robust SVM, the proposed large margin
classifier was less sensitive when words indicative of
spam were deleted, and its accuracy was higher than
that of the standard SVM by over 0.12 when more
than 20 bad words were deleted from the spam mails.

093
0.8}
07t

06}

—a— SVM

—%— Multi-instance SVM
0.5F :-x-:Naive Bayes

—+— Multi-instance Naive Bayes
0 Robust SVM

Secure SVM

Classification accuracy

04}

0 20 20 60 80 100
Number of bad words deleted

Fig. 4 The average classification accuracy with

respect to different numbers of bad words checked

to be deleted
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5.3 Parameter selection

One important issue in Secure SVM is the selec-
tion of the parameter =, which represents the thresh-
old of the adversarial cost. Intuitively, v should be
large enough so that the classifier could allow the
spam messages to be disguised without misclassifi-
cation. To select an appropriate v, we implemented
the proposed large margin classifier with a range of
~. Fig. 5 shows the change in classification accuracy
under FWA when ~ was varied. In practice, the se-
lecting of v depends on the method of estimating the
weight ¢; in the adversarial cost. With the Bayes
method proposed to estimate ¢;, the performance of
the Secure SVM classifier was not very sensitive to
as long as it exceeded a certain value. On the other
hand, large values of v were not advisable either, be-
cause the classification error over the untrusted re-
gion increased significantly in our experiment when
v exceeded 20, resulting in the decline of classifica-
tion accuracy. Note that the adversary who could
afford more cost to disguise the spam messages will
reduce the performance of the proposed classifiers to
a lower extent.

0.90 -
0.88
> 4
§ 0.86 i
3 084 1
o
S 082
kel
g 080
= —a— 150 words injected
£ 0.78 —e— 100 words injected
O 076 —=+— 50 words injected
. —+--20 words deleted
o74¥% /== 40 words deleted
-=v- 60 words deleted
0.72
0 2 4 6 8 10
/4

Fig. 5 The average classification accuracy with
respect to different values of adversarial cost ~

Another metric to evaluate the classifiers is
the area under the receiver operating characteristic
(ROCQ) curve, AUC. In terms of AUC, the presented
algorithm was better than SVM when more than
40 words were injected or 20 words were deleted.
The AUC of the secure variant of SVM with 200
words injected was 0.917, higher than that of the
standard SVM by 0.152. As the value of the
threshold increased from 1 to 6, the AUC stayed
in the region between 0.932 and 0.953 with 40 words
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injected. When a larger value of the threshold was
used, the AUC began to drop. One reason for the de-
crease is that, as the threshold value increases, more
legitimate messages could be found in the untrusted
regions, resulting in a higher false positive rate.

Fig. 6 shows the average classification accuracy
with 40 good words injected in the testing data. Sim-
ilar to the standard SVM, the accuracy of the pro-
posed algorithm was not very sensitive to the value
of C as long as C was larger than a certain threshold,
which was determined by the training data. In our
experiments, C' was in the range of 0.01 to 100.

0.90

0.80 4
—e— Standard SVM
0.75 —=—Secure SVM 1

0.001  0.01 0.1 1 10 100 1000
C

Accuracy

Fig. 6 Classification accuracy with respect to dif-
ferent values of C as given in Eq. (11)

5.4 Training on attacked messages

In the previous experiments, we trained all the
classifiers with clean messages. However, the train-
ing corpus may be polluted by the disguised spam
messages. In this experiment, we still tested the
classifiers on the 18 chronologically sorted data sets
in an online fashion. In addition to randomly modi-
fying 50% of the testing spam messages, we modified
10% of the training spam messages. We considered
the attacks of both adding good words and removing
bad words.

For GWA, we selected different numbers (M=0-
200) of good words in the legitimate messages. Both
the training and testing spam messages were injected
with the selected good words. All the classifiers were
trained using the polluted corpus. Different from
Jorgensen et al. (2008), we did not assume that the
words injected in the training set and the testing
set are the same. Instead, we randomly selected
two groups of words from the good word list and
injected them in the training and testing sets, re-
spectively. The classification accuracy results are
shown in Fig. 7a. Similarly, the SVM performance
dropped dramatically while more good words were
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injected. Similar results were obtained for the Naive
Bayes classifier. By adding 120 words from the good
word list, the classification accuracy of SVM and the
Naive Bayes classifier dropped to 0.533 and 0.520,
respectively, lower than that of training with a clean
corpus by about 0.1. The accuracy of the multi-
instance SVM was higher than that of the standard
version by 0.101 with 160 words injected. The Secure
SVM outperformed other classifiers when more than
40 words were injected, and its accuracy dropped by
0.092 with 200 words injected in the training spam
message.
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Fig. 7 Comparison of classifiers trained with good
word attack (a) and bad word attack (b) messages

For BWA, we selected 10% of the training spam
messages and 50% of the testing spam messages. The
top words in the bad word list were deleted if they
occurred in the selected spam messages. All the clas-
sifiers were trained using the polluted corpus. Fig. 7b
shows the classification accuracy results under this
attack for each of the classifiers. Compared with
the SVM trained with a clean corpus, the polluted
training corpus caused a drop of 0.18 in terms of
classification accuracy for the standard SVM when
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40 bad words were deleted. The classification accu-
racy of the Secure SVM also dropped by 0.149, but
still higher than those of other classifiers.

6 Conclusions and future work

In this paper we propose a revised SVM training
algorithm which is robust under the disguise attack
in a spam filtering application. We assume that the
adversary may strategically add good words or delete
bad words, but the spammer could afford to modify a
spam message only to some extent, without damag-
ing its utility. To improve the robustness of SVM, we
define an adversarial cost function, which leads to an
untrusted region for each spam data. The weights
for the feature-wise disguise cost are estimated us-
ing the Bayes method. We consider a conservative
strategy of labeling all the points in the untrusted
region as spam, resulting in an infinite number of
constraint functions. Then, we reformulate the con-
straint functions and further incorporate them into
an SOCP based Secure SVM formulation. Results
of experiments using the 2006 TREC Spam Corpus
show the effectiveness of the proposed algorithm.

One important advantage of SVM is that it can
be reformulated into its dual form and further gen-
eralized for nonlinear classification using the kernel
trick. After reformulating Eq. (11) into its dual form,
we find that it cannot be generalized to its kernel
form due to such terms as y;x; in the constraint func-
tions. Instead of applying the kernel trick in the dual
form, Chapelle (2007) generalized the standard SVM
for nonlinear classification in the primal form. In the
future, we plan to follow her inspiration for nonlinear
generalization of Secure SVM formulation.
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