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Abstract:    We propose a robust digital watermarking algorithm for copyright protection. A stable feature is obtained by utilizing 
QR factorization and discrete cosine transform (DCT) techniques, and a meaningful watermark image is embedded into an image 
by modifying the stable feature with a quantization index modulation (QIM) method. The combination of QR factorization, DCT, 
and QIM techniques guarantees the robustness of the algorithm. Furthermore, an embedding location selection method is exploited 
to select blocks with small modifications as the embedding locations. This can minimize the embedding distortion and greatly 
improve the imperceptibility of our scheme. Several standard images were tested and the experimental results were compared with 
those of other published schemes. The results demonstrate that our proposed scheme can achieve not only better imperceptibility, 
but also stronger robustness against common signal processing operations and lossy compressions, such as filtering, noise addition, 
scaling, sharpening, rotation, cropping, and JPEG/JPEG2000 compression. 
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1  Introduction 
 
Digital techniques have greatly facilitated data 

representation and data storage. However, digital 
media are easy to edit and copy without distortion, 
and this has resulted in a series of security problems 
over the widespread network. For example, people 
can easily access, edit, or distribute any digital media 
from a network. Therefore, how to guarantee copy-
right protection and the integrity of the content of 
digital media has become an emergent issue. Digital 
watermarking has been developing rapidly as a solu-
tion to this problem. 

Digital watermarking (Chandramouli et al., 
2002) is the process of embedding information in 
digital media content such that the information which 
we call the watermark can later be extracted or de-

tected for a variety of purposes including copyright 
protection and integrity authentication. Digital wa-
termarking techniques can be classified into two types, 
namely robust watermarking and fragile watermark-
ing. Robust watermarking is resilient to intentional or 
un-intentional attacks, and is used mainly for copy-
right protection. Fragile watermarking is designed to 
indicate any modification made to the digital media, 
and is used mainly for integrity authentication. In  
this paper, we will focus on robust watermarking 
techniques. 

Existing robust watermarking algorithms can be 
further classified into two categories, spatial domain 
methods and transform domain methods. In a spatial 
domain watermarking system (Zeki et al., 2011), the 
watermark is embedded by directly modifying the 
pixel values. This is easy to implement; however, 
many of such schemes are not robust enough against 
attacks. In a transform domain watermarking system, 
the host image is presented in a transformed domain 
where the embedding is performed. The commonly 
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used transform methods include discrete cosine 
transform (DCT) (Barni et al., 1998; Gupta and 
Shrivastava, 2010; Won, 2010; Phadikar et al., 2011; 
Sakib et al., 2011), discrete wavelet transform (DWT) 
(Liu et al., 2003; Shen et al., 2009; Su et al., 2009; Hu 
et al., 2011), discrete Fourier transform (DFT) (Wang 
et al., 2009), independent component analysis (ICA) 
(Murillo-Fuentes, 2007), singular value decomposi-
tion (SVD) (Mohammad et al., 2008; Liu et al., 2009; 
Lai, 2011a; 2011b; Rastegar et al., 2011), and QR 
factorization (or QR decomposition) (Naderahmadian 
and Hosseini-Khayat, 2010; Song et al., 2011). In the 
transform domain, more stable characteristics and the 
human visual system (HVS) can be exploited. 
Therefore, better robustness and imperceptibility are 
expected to be achieved. Several typical watermark-
ing algorithms in the transform domain are reviewed 
briefly below. 

Won (2010) proposed a DCT-based watermark-
ing algorithm. The watermark is embedded by 
modifying the DC coefficient of a block using the 
quantization index modulation (QIM) technique 
(Chen and Wornell, 2001). This algorithm can 
achieve strong robustness against severe composite 
attacks and JPEG compression. 

Liu et al. (2003) proposed a robust watermarking 
algorithm combining DWT and DCT, and by using 
the ICA technique, the performance of watermark 
detection is greatly improved. 

Hu et al. (2011) proposed a robust digital wa-
termarking scheme based on DWT and DFT, in which 
the watermark is embedded adaptively in the low 
band of the DWT domain according to the HVS. To 
enhance robustness, a template is embedded in the 
DFT domain and good performances can be achieved. 

Murillo-Fuentes (2007) proposed a new blind 
robust watermarking scheme based on ICA, in which 
the watermark is embedded into some statistically 
independent transform coefficients obtained by ap-
plying ICA to the host image. By utilizing the prop-
erty that some of the transformed coefficients have 
noise-like spectra, a spread spectrum watermark is 
used to enhance the robustness of the scheme and the 
watermark can be detected blindly with a simple 
matched filter. 

Rastegar et al. (2011) proposed a hybrid robust 
digital watermarking algorithm based on finite Radon 
transform (FRAT), SVD, and DWT techniques. To 
achieve a tradeoff between robustness and impercep-

tibility, watermark embedding is done by using mid-
dle frequencies of HL3 and LH3. This method can 
survive filtering, noise addition, and gamma correc-
tion attacks. 

Song et al. (2011) proposed a watermarking 
scheme based on QR factorization. The first column 
coefficients in the obtained Q matrix of blocks are 
modified to embed the watermark. To enhance the 
security of the scheme, a pseudorandom circular 
chain generated by logistic mapping is applied to 
select the embedding blocks. This scheme can survive 
such attacks as cropping and noise pollution. 

Naderahmadian and Hosseini-Khayat (2010) 
embedded a watermark image by directly modifying 
the first row elements in the obtained R matrix after 
performing QR factorization in the DWT domain. 
Experimental results demonstrated that their scheme 
can achieve low computational complexity and good 
robustness against some image processing operations. 

Inspired by the latter two schemes, a novel ro-
bust digital watermarking algorithm based on QR 
factorization for copyright protection is proposed in 
this paper. We combine QR factorization and DCT 
techniques to derive the DC coefficients, which are 
used as the stable features and modified for embed-
ding the watermark by using the QIM technique. 
Meanwhile, an embedding location selection method 
similar to that adopted by Huang et al. (2010) is ex-
ploited to select blocks with small modifications to 
embed the watermark. Our experimental results show 
two remarkable features of the proposed scheme. One 
is its strong ability to survive common signal proc-
essing operations and lossy compressions. The other 
is effective minimization of the embedding distortion 
introduced by watermarking and significant im-
provement on the imperceptibility of the algorithm. 
 
 
2  Related techniques 

2.1  QR factorization 

In linear algebra, given an M×N matrix A, its QR 
factorization (also called QR decomposition) can be 
formulated as 

 

AM×N=QM×MRM×N,                      (1) 
 

where R is an upper triangular matrix and Q is an 
orthogonal matrix, i.e., QTQ=I. The M columns of Q 
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form an orthonormal basis for the column space of A. 
This confers an interesting property that when a small 
perturbation is added to the matrix, large variation in 
the elements in the first column does not occur. 
Therefore, the matrix can be used for designing robust 
watermarking schemes, such as in the algorithm 
proposed by Song et al. (2011). The first row ele-
ments in matrix R have much larger absolute values 
than others and dominate most of the energy of A; 
meanwhile, these elements are resistant to several 
signal processing operations, such as lossy compres-
sions, noise addition, and filtering. Based on this 
property, several robust watermarking schemes util-
izing R have been proposed, such as that proposed by 
Naderahmadian and Hosseini-Khayat (2010). 

2.2  1D-DCT model 

Discrete cosine transform (DCT) is a decompo-
sition that converts signals from the time domain to 
the frequency domain. For a vector X=(x0, x1, …, xN–1), 
its discrete cosine transform, denoted by Y=(y0, y1, …, 
yN–1), can be calculated as 
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The corresponding inverse discrete cosine transform 
(IDCT) can be calculated as 
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2.3  Quantization index modulation 

Chen and Wornell (2001) introduced a class of 
embedding methods, termed the quantization index 
modulation (QIM) technique, which can achieve 
efficient tradeoffs among information-embedding 
capacity, caused embedding distortion, and robust-
ness of embedding. Some schemes based on this 
technique have been proposed (Seo et al., 2007; 
Huang et al., 2010; Phadikar et al., 2011). As pre-
sented by Seo et al. (2007), the technique embeds 

signal-dependent watermarks based on the quantiza-
tion technique. A particular quantizer is chosen from a 
set of possible quantizers by using the watermark 
information as an index, and then applied to the host 
data to embed the watermark information. 

Assume one bit m{0, 1} is to be embedded and 
s denotes the host signal. Two quantizers Qi(s), i=0, 1 
will be generated and the watermark bit determines 
the selection of the quantizer Qi(s) with a step size Δ, 
which can be formulated as follows: 

 

Qi(s)=Q(s−di)+di,  i=0, 1,                  (5) 
 

where Q(s)=Δ×round(s/Δ), d0=−Δ/4, d1=Δ/4, and 
round(x) rounds x to the nearest integer. 

The watermarked signal s′ can be calculated 
based on the two quantizers Q0 and Q1 using Eq. (6). 
Fig. 1 illustrates the watermark embedding process. 
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In the watermark extraction process, the decoded 
bit m′ can be extracted from the received signal s″ by 
solving the optimization problem: 

 

{0,1}
arg min || ( ) || .mm

m s Q s


                   (7) 

 
From the QIM embedding process we can see 

that, the larger is Δ, the more serious will be the 
caused embedding distortion, and on the contrary, the 
stronger will be the robustness of the embedding 
method. Therefore, an efficient tradeoff between the 
caused embedding distortion and robustness can be 
achieved by adjusting Δ. 
 
 
3  The proposed algorithm 
 

The proposed watermarking algorithm com-
prises two processes, watermark embedding and wa-
termark extraction. Sections 3.1 and 3.2 are dedicated 
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Fig. 1  Quantization index modulation embedding process
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to detailed descriptions of the two processes respec-
tively, and in Section 3.3, an estimation method of the 
threshold T adopted in the embedding location selec-
tion method will be briefly described. 

3.1  Watermark embedding 

The watermark embedding framework is illus-
trated in Fig. 2. First, the host image is divided into 
non-overlapping blocks. Before embedding the wa-
termark, we first apply QR factorization to each block, 
obtain the matrix R, and perform DCT on the first row 
elements of R. Then a 1-bit watermark is embedded in 
the block by modifying the value of the obtained DC 
coefficient using the QIM technique. There were two 
reasons which prompted us to select the DC coeffi-
cient of the first row elements in R to embed the wa-
termark. First, the absolute values of the first row 
elements of R are much larger than others, and most 
of the energy of the block is evenly distributed on 
these elements. Therefore, they are expected to be 
robust against noise addition attacks and lossy com-
pressions. Second, the DC coefficient of the first row 
elements is obtained by averaging the elements, 
which can further enhance the robustness against such 
attacks. Furthermore, to reduce the caused embedding 
distortion and improve the imperceptibility of this 
algorithm, an embedding location selection method 
similar to that adopted by Huang et al. (2010) is util-
ized to give priority to the blocks with small modifi-
cations to embed the watermark. Before the water-
mark is embedded, it is scrambled using Arnold 
transform with a private key Kp to enhance the secu-
rity of the watermark.  

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

The detailed embedding steps are as follows: 
Step 1: Divide the host image into non- 

overlapping blocks of size M×N. 
Step 2: Select one block denoted by B sequen-

tially and perform QR factorization on it as follows: 
 

B=QR.                                (8) 
 

Step 3: Pick up the first row elements of R, 
which form a vector denoted by VR1=R(0, :). 

Step 4: Perform 1D-DCT on VR1 and obtain the 
transformed vector denoted by VR1-DCT. 

Step 5: Determine whether the block can be 
embedded with a 1-bit watermark, according to the 
DC coefficient of VR1-DCT (denoted by DC) and the 
watermark bit w to be embedded. If a 1-bit watermark 
can be embedded into this block, the embedded DC 
coefficient denoted by DC′ will be computed using 
the QIM method as follows: 
 

round((DC /4) ) /4,   0,
DC

round((DC /4) ) /4,   1,

w

w

   
   
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  (9) 

 

where Δ is the adopted step size. 
Calculate the absolute difference d between DC 

and DC′, i.e., d=abs(DC−DC′). The larger is d, the 
more serious will be the caused embedding distortion. 
Therefore, once the step size Δ is determined, we can 
calculate a threshold T for the image. The estimation 
procedure of T will be described in Section 3.3. If the 
calculated d is not larger than T, the block will be 
selected to embed the watermark by Eq. (9) and the 
modified VR1-DCT is denoted by V′R1-DCT. Otherwise, 
no watermark is embedded and V′R1-DCT is equal to 
VR1-DCT. 

Step 6: Perform 1D-IDCT on V′R1-DCT, and as-
sign the transformed vector to the first row elements 
of R. We denote the modified matrix R by R′. 

Step 7: Perform inverse QR factorization to re-
construct the block denoted by B′, which can be 
formulated as 

 

B′=round(QR′).                     (10) 
 

Step 8: Repeat Steps 2–7 until all the blocks have 
been examined, and the watermarked image can be 
obtained. 

If the size of the host image is W×H, a binary 
embedding location matrix (denoted by MEL) with a Fig. 2  Watermark embedding framework
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size (W/M)×(H/N) can be formed in the embedding 
process. The embedding location matrix MEL, the 
block size M×N, and the step size Δ along with the key 
Kp used to perform Arnold transform will be used as 
the private keys. Only with the knowledge of the 
private keys, can the embedded watermark be ex-
tracted, which can enhance the robustness and secu-
rity of this algorithm. 

3.2  Watermark extraction 

The watermark extraction process is the reverse 
procedure of watermark embedding (Fig. 3). With the 
knowledge of the private keys, the watermark ex-
traction process can be performed as follows: 

Step 1: Divide the watermarked image into non- 
overlapping blocks of size M×N. 

Step 2: Select one block sequentially, and de-
termine whether a 1-bit watermark is embedded in it, 
according to the embedding location matrix MEL. If 
yes, go to Step 3; otherwise, select the next block and 
repeat Step 2. 

Step 3: Perform QR factorization on the block 
and pick up the first row elements of R, which form a 
vector denoted by VR1. 

Step 4: Perform 1D-DCT on VR1 and obtain the 
DC coefficient denoted by DC. 

Step 5: Extract a 1-bit watermark w′ from the 
block by Eqs. (11)–(13). 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

{0,1}
arg min  ||DC (DC)||,mm

w Q


              (11) 

where 
Q0(DC)=Δ  round((DC+Δ/4)/Δ)−Δ/4,      (12) 
Q1(DC)=Δ  round((DC−Δ/4)/Δ)+Δ/4.      (13) 

 
Step 6: Repeat Steps 2–5 until all the watermark 

bits have been extracted. 
Step 7: Recover the watermark image from the 

extracted watermark bits by performing inverse Ar-
nold transform with the key Kp. 

3.3  Estimation of threshold T 

As mentioned in Section 3.1, once the step size Δ 
for QIM is determined, we can calculate a threshold T 
for the host image according to the watermark in-
formation and the characteristics of the host image. 
The steps to determine the value of T are briefly de-
scribed as follows: 

Step 1: Randomly assign one value to T. 
Step 2: Embed the watermark information using 

the proposed method with the selected parameter T. 
Step 3: If the watermark information can be 

completely embedded in the host image, reduce the 
value of T. Otherwise, increase the value. 

Step 4: Repeat Steps 2 and 3 until T satisfies the 
condition that the total bits of the watermark can be 
only just completely embedded in the host image. In 
other words, once the value of T is reduced, the wa-
termark information can no longer be completely 
embedded in the host image. 

With the selected threshold T, the blocks with 
small modifications will be selected as the embedding 
locations. This can minimize the embedding distor-
tion, and the imperceptibility of the algorithm can be 
greatly improved. Note that, even if the adopted step 
size Δ and the watermark are the same for two dif-
ferent images, the calculated threshold T may be dif-
ferent due to the different characteristics of the two 
images. Therefore, for different images, an adaptive 
threshold T should be separately estimated. 

 
 

4  Experimental results 
 

To test and evaluate the performance of our al-
gorithm, 10 standard gray-scale images (512×512) 
were used. Three samples of them are illustrated in  
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Fig. 3  Watermark extraction framework
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Fig. 4. The watermark was a binary image of size 
32×32 (Fig. 5), and therefore the total amount of bits 
in the watermark image was 32×32 (1024). In this 
study, the selected step size Δ for QIM was 320, and 
the host image was divided into blocks of size 4×4. 
Thus, 128×128 (16 384) blocks were generated and 
up to 16 384 bits could be embedded in the host image. 
Therefore, only 6.25% of the generated blocks were 
used to embed the watermark and these blocks could 
be selected using the embedding location selection 
method with a specific threshold T for each test  
image. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
For a digital watermarking system, two aspects, 

imperceptibility and robustness, are often used as the 
performance metrics. For imperceptibility, we used 
the peak signal-to-noise ratio (PSNR) defined by Eqs. 
(14) and (15) as the measure criterion: 
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where ,i jI  and ,i jI   denote the value of the pixel with 

coordinate (i, j) in the host image I and watermarked 
image I′, respectively, and WI×HI is the size of I. The 
larger is PSNR, the better will be the imperceptibility. 

For robustness, we used the bit error ratio (BER) 
and the normalized correlation (NC) to evaluate the 
performance of our scheme. The BER essentially 
measures the ratio of error bits to the total watermark 
 

bits and can be defined by Eq. (16), while the NC 
measures the correlation between the extracted and 
the original watermark which can be calculated by  
Eq. (17).  
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where W and W′ denote the original and the extracted 
watermark images, respectively, X×Y is the size of the 
watermark image, and  is the exclusive-or (XOR) 
operator.  

4.1  Performance comparison based on impercep-
tibility 

The corresponding watermarked images for test 
images illustrated in Fig. 4 are shown in Fig. 6. From 
Figs. 4 and 6 we can see that no visible artifacts can be 
observed in the watermarked images, and that good 
imperceptibility can be achieved by our scheme. 
 
 
 
 
 
 
 
 
 
 

 
Besides subjective observation, we compared 

our results with three previous schemes (Liu et al., 
2009; Naderahmadian and Hosseini-Khayat, 2010; 
Song et al., 2011). The selected parameters for the 
four schemes and the corresponding average PSNR of 
the watermarked images obtained by averaging the 
results for the 10 test images are listed in Table 1. An 
average PSNR of 53.7661 dB can be achieved by our 
scheme. This value is much larger than those obtained 
by the other schemes, which further demonstrates the 
better imperceptibility of our scheme. 

 

Fig. 4  Test images: (a) Lena; (b) Baboon; (c) Pepper

Fig. 6  Watermarked images 
(a) Lena with 54.4173 dB; (b) Baboon with 55.5757 dB;
(c) Pepper with 54.9082 dB 

Fig. 5  Watermark image (32×32) 
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4.2  Performance comparison based on robustness 

To evaluate the robustness of our algorithm, we 
compared our results with those from the previous 
three schemes listed in Table 1. In the experiment, the 
watermarked images were subject to the following 
attacks, which were implemented using MATLAB 
R2011a and VS2005. The 10 watermarked test im-
ages were used to test the robustness of our scheme.  

1. Filtering attack: three kinds of filtering attacks, 
namely Wiener filtering, median filtering, and aver-
age filtering, were used and the adopted window size 
was 3×3. 

2. Scaling attack: each watermarked image was 
scaled with different scaling factors using a bilinear 
interpolation method, and the values of the scaling 
factor in our experiment were taken as 0.1, 0.5, and 
0.9. Since the original size of the watermarked image 
can be derived from the sizes of the embedding loca-
tion matrix and each divided block, in the experiment 
the attacked image was resized to the original size 
using a bilinear interpolation method before the wa-
termark was extracted. 

3. Noise addition attack: two types of noise, 
namely Gaussian white noise and ‘pepper & salt’ 
noise, were added to each watermarked image sepa-
rately until the corresponding attacked image had a 
PSNR of 20 dB. 

4. Sharpening attack: a 3×3 unsharp contrast 
enhancement filter created from the Laplacian filter 
with parameter α was used to sharpen the water-
marked images. The values of α were taken as 0.1 and 
0.9. 

5. Rotation attack: each watermarked image was 
rotated through a given angle and resized to the 
original size using a bilinear interpolation method. 
Before extracting the watermark, the following pre- 
processing actions were performed to the attacked 
image: re-rotating it by an estimated rotation angle in 
the opposite direction, cutting the margin region, and 
resizing it using the above-mentioned interpolation 

method. Since the estimation method is not the focus 
of this work, in the experiment we just used the same 
rotation angle as that adopted in the embedding 
process to re-rotate the attacked image. 

6. Cropping attack: the cropping attack was car-
ried out in three different ways, namely center-, side-, 
and corner-cropping. For center-cropping, a square 
with a size of 200×200 was cropped from the center 
of each watermarked image. For side-cropping, a 
20-pixel narrow band was cropped from each side of 
one watermarked image. For corner-cropping, a 
square with a size of 256×256 was cropped from the 
upper left corner of each watermarked image. 

7. Lossy compression: Two typical compression 
standards, JPEG and JPEG2000, were selected. JPEG 
is implemented based on the DCT technique while 
JPEG2000 is based on the DWT technique. For JPEG 
compression, the compression qualities (CQs) were 
selected from 10 to 90 to compress the watermarked 
images. The larger is the value of CQ, the better will 
be the quality of the compressed image. The valid 
value that CQ can be set to is in the range [0, 100]. For 
JPEG2000 compression, the compression ratios (i.e., 
the storage size of the raw image to that of the  
compressed image) were taken from 10 to 90 in our 
experiment. 

The comparison results based on robustness 
against attacks 1–6 between our scheme and the three 
other schemes are listed in Table 2. The values of 
BER and NC listed in this table were obtained by 
averaging the results for the 10 test images. For sub-
jective comparison, we took the Lena image as an 
example. The watermarked image was subjected to 
attacks 1–6 with a specific parameter. The attacked 
image and the extracted watermark image obtained by 
our scheme and the scheme with the best performance 
among the three previous schemes are illustrated in 
Fig. 7. 

From Table 2 we can see that, for all attacks 
mentioned above except for sharpening and cropping 
attacks, the performance of our scheme was always 
superior to those of others. For cropping attacks, since 
our scheme is block-based, only part of the watermark 
image is hidden in the blocks located in the cropped 
region. Although some watermark bits embedded in 
the cropped region cannot be correctly extracted, the 
rest of the watermark bits distributed in other blocks 
can be successfully extracted. Therefore, a high NC 
value between the extracted watermark image and the 

Table 1  Comparison of results on imperceptibility 

Reference Parameter Average PSNR (dB)

Liu et al. (2009) Q=30 46.9983 
Naderahmadian and 
Hosseini-Khayat (2010) 

S=32 46.9088 

Song et al. (2011) T=0.042 41.9602 
This paper Δ=320 53.7661 

 



Chen et al. / J Zhejiang Univ-Sci C (Comput & Electron)   2012 13(8):573-584 580 

original watermark image can still be obtained and the 
watermark image can be successfully detected. 
Similar to our scheme, the schemes of Liu et al. (2009) 
and Song et al. (2011) are block-based, and strong 
robustness against cropping attacks can be achieved 
by the two schemes for the same reason mentioned 
above. For the scheme of Naderahmadian and 
Hosseini-Khayat (2010), because the watermark is 
embedded in the LL (low-low) sub-band obtained by 
performing DWT on the host image, the stability of 
the coefficients in the LL sub-band gives their scheme 
certain robustness against cropping attacks. Compa-
rable robustness against cropping attacks can be 
achieved by the four schemes (Table 2). Due to the 
stability of the first column coefficients of the matrix 
Q obtained by performing QR factorization, the 
scheme of Song et al. (2011) can achieve a good 
performance on ‘pepper & salt’ noise and scaling 
attacks and a slightly better performance than our 
scheme on sharpening attack. However, the robust-
ness against other attacks is not strong enough. The 
schemes of Liu et al. (2009) and Naderahmadian and 
Hosseini-Khayat (2010) can both achieve good ro-
bustness against filtering, scaling, and cropping at-
tacks, but their performances on noise and sharpening 
attacks need improvement. For our scheme, the  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

performances on scaling, noise, and rotation attacks 
are much better than those of the three other schemes. 
For example, even though the watermarked image is 
scaled with a lower scaling factor of 0.1, a high NC 
value of 0.7808 can still be obtained by our scheme. 
As for Gaussian noise attacks, our scheme can 
achieve a higher NC value of 0.9934, while the best 
result of the other three schemes is only 0.6758. For 
rotation attacks, when the watermarked image is ro-
tated by a large angle of 20°, our scheme can achieve 
an NC value of 0.8812, while the best performance of 
the other schemes is only 0.5654. The better per-
formance of our scheme can be further demonstrated 
from the extracted watermark image illustrated in  
Fig. 7. Even though the watermarked image has un-
dergone severe distortion due to different attacks, the 
extracted watermark image still has a strong correla-
tion with the original watermark image and is dis-
tinctly recognizable. 

Fig. 8 shows the results of a comparison based 
on robustness against lossy compressions. The 
scheme of Song et al. (2011) does not work well on 
JPEG compression (Fig. 8a). The schemes of Liu et al. 
(2009) and Naderahmadian and Hosseini-Khayat 
(2010) can achieve good performances when the 
compression quality for JPEG compression is high.  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Table 2  Results of a comparison between different schemes based on robustness against different attacks 

BER  NC 

Attack 
Ours 

Liu et al. 
(2009) 

Naderahmadian 
and Hosseini- 
Khayat (2010)

Song et al.
(2011)

Ours 
Liu et al. 
(2009) 

Naderahmadian 
and Hosseini- 
Khayat (2010) 

Song et al.
(2011) 

No attack 0 0 0 0 1 1 1 1 

Wiener filtering 0.0004 0.0088 0.0534 0.3962 0.9996 0.9913 0.9470 0.6443 

Media filtering 0.0018 0.1288 0.1031 0.5000 0.9983 0.8728 0.8982 0.5626 

Average filtering 0.0012 0.0379 0.1099 0.4984 0.9988 0.9622 0.8917 0.5558 

Scaling_0.1 0.2212 0.4944 0.5025 0.4941 0.7808 0.5101 0.4942 0.6023 

Scaling_0.5 0.0018 0.1195 0.1963 0.2688 0.9983 0.8809 0.8053 0.7497 

Scaling_0.9 0.0007 0.0647 0.0628 0.1156 0.9993 0.9354 0.9376 0.8880 

Gaussian noise 0.0066 0.4896 0.4861 0.3266 0.9934 0.5100 0.5163 0.6758 

Pepper & salt 0.0337 0.4852 0.3806 0.0348 0.9664 0.5150 0.6237 0.9656 

Sharpening_0.1 0.0468 0.2972 0.5087 0.0218 0.9537 0.7051 0.4926 0.9786 

Sharpening_0.9 0.0367 0.2797 0.4972 0.0163 0.9636 0.7237 0.5043 0.9840 

Rotation_5° 0.0893 0.4248 0.4077 0.4789 0.9110 0.5747 0.5897 0.5611 

Rotation_10° 0.0816 0.4168 0.4001 0.4393 0.9186 0.5840 0.5986 0.5966 

Rotation_20° 0.1196 0.4494 0.4386 0.4887 0.8812 0.5451 0.5624 0.5654 

Center-cropping 0.1007 0.0932 0.0889 0.0905 0.9116 0.9148 0.9199 0.9206 

Side-cropping 0.0920 0.0964 0.0748 0.1092 0.9166 0.9048 0.9283 0.9043 

Corner-cropping 0.1427 0.1231 0.1242 0.1190 0.8833 0.8963 0.8955 0.8993 
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Fig. 7  Comparison of results for different attacks between our scheme and the scheme with the best performance 
among the three schemes of Liu et al. (2009), Naderahmadian and Hosseini-Khayat (2010), and Song et al. (2011) 

 

Wiener filtering

Liu et al. Ours

Scaling(0.5)

Liu et al. Ours

Gaussian

Song et al. Ours

Pepper & salt

Song et al. Ours

Sharpening(0.1)

Song et al. Ours

Rotation(10°)

Liu et al. Ours

NC=0.9981 NC=1 NC=0.8966 NC=1

NC=0.6732 NC=0.9942 NC=0.9708NC=0.9669

NC=1 NC=0.9817 NC=0.6436 NC=0.9213

Side-cropping

Naderahmadian et al. Ours

Corner-cropping

Song et al. Ours

NC=0.9220 NC=0.9432 NC=0.9006 NC=0.9099



Chen et al. / J Zhejiang Univ-Sci C (Comput & Electron)   2012 13(8):573-584 582 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
However, with a decrease in the compression quality, 
their performances deteriorate. For our scheme, when 
the compression quality varied from 10 to 90, the 
average BER of the extracted watermark was always 
equal or close to 0, which demonstrates the strong 
robustness of our scheme against JPEG compression. 
For JPEG2000 compression attacks (Fig. 8b), when 
the compression ratio was larger than 40, the average 
BERs of the extracted watermark images using the 
three previous schemes were all higher than 0.3. The 
schemes of Liu et al. (2009) and Song et al. (2011) 
could no longer survive such an attack when the 
compression ratio grew above 60, since both the ob-
tained average BERs were approaching 0.5. However, 
even if the watermarked image was compressed by 
JPEG2000 with a compression ratio of 90, the aver-
age BER of our scheme was only about 0.03. There-
fore, our scheme can achieve strong robustness 
against lossy compressions. 

To test the robustness of our scheme when the 
watermarking method is known, we performed Wie-
ner filtering on the DC coefficients obtained by our 

scheme. Because the private keys are unknown, we 
cannot obtain the embedding location information, 
and it cannot be effectively estimated without 
knowledge of the adopted step size Δ for QIM em-
bedding. Therefore, all the DC coefficients in all 
blocks were subject to this Wiener filtering attack in 
this experiment. The average result for the 10 test 
images is shown in Fig. 9 and we compare it with the 
result obtained by our method when the watermarking 
method is unknown. Although the robustness of our 
scheme is reduced when the watermarking method is 
known, good performance can still be achieved. For 
example, even if the PSNR of the attacked water-
marked image is only 20 dB, the calculated average 
BER of the extracted watermark image approaches 
only 0.4, and we can still successfully detect the ex-
istence of the watermark. Therefore, no matter 
whether the watermarking algorithm is known, strong 
robustness can be achieved by our scheme. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 

4.3  Discussions 

The experimental results described above show 
that good imperceptibility and strong robustness can 
be achieved by our scheme, and the performance is 
better than those of the other schemes selected for 
comparison. The following three aspects contribute 
most to the superiority of our scheme: 

1. The selected feature used to embed the wa-
termark is resilient to common signal processing 
operations and lossy compressions. 

2. The embedding location selection method can 
greatly improve the imperceptibility of our scheme. 

3. A larger step size Δ for QIM embedding is 
selected to enhance the robustness of our scheme. 
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Fig. 9  BER after Wiener filtering based attacks vs. PSNR 
for our scheme on the condition that the watermarking 
method is known or unknown 

Fig. 8  Performance comparison based on robustness 
against compression attacks 
(a) BER with JPEG compression; (b) BER with JPEG2000 
compression 
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Similar to our scheme, the schemes of Liu et al. 
(2009) and Naderahmadian and Hosseini-Khayat 
(2010) adopt a quantization-based embedding method 
to embed the watermark. For such a method, the lar-
ger is the selected step size for quantization, the 
stronger will be the robustness of the embedding, but 
the more serious will be the caused embedding dis-
tortion. Therefore, the schemes of Liu et al. (2009) 
and Naderahmadian and Hosseini-Khayat (2010) 
select a smaller step size to balance the robustness and 
imperceptibility of their watermarking methods. 
However, although a larger step size for QIM is se-
lected by our scheme, the caused embedding distor-
tion can be effectively minimized by using the em-
bedding location selection method to select the blocks 
with small modifications as the embedding locations. 
Therefore, compared with the schemes of Liu et al. 
(2009) and Naderahmadian and Hosseini-Khayat 
(2010), a better performance can be achieved by our 
scheme. Song et al. (2011) used a relation-based 
method to embed the watermark by adjusting the 
distance between two selected feature coefficients, 
and a threshold T is used to control the maximum 
modification to one feature coefficient. A larger T will 
improve the robustness of the watermarking scheme, 
but more serious embedding distortion will be caused. 
Similar to the schemes of Liu et al. (2009) and 
Naderahmadian and Hosseini-Khayat (2010), the 
value of T should not be set too large to make an 
efficient tradeoff between the robustness and imper-
ceptibility of their scheme. Therefore, although a 
good performance can be achieved by their method, 
the performance is inferior to that of our scheme. 
 
 
5  Conclusions 
 

This paper describes a robust watermarking 
scheme which combines the techniques of QR fac-
torization, DCT, and QIM, and results in a good per-
formance on imperceptibility and robustness. Two 
aspects contribute most to the strong robustness of our 
scheme. First, the DC coefficient of the first row 
elements in the matrix R obtained by performing QR 
factorization to one block is used as the stable feature, 
which is resilient to certain attacks. Second, the QIM 
technique is utilized to embed the watermark, and a 
larger step size is selected to enhance the robustness 

of our scheme. Generally speaking, more serious 
embedding distortion can be caused due to the QIM 
embedding with a larger step size. However, this can 
be minimized in our work by using the embedding 
location selection method to select the blocks with 
small modifications as the embedding locations, and 
therefore the imperceptibility of our scheme is greatly 
improved. Experimental results demonstrate that our 
scheme can achieve not only good imperceptibility 
but also strong robustness against common signal 
processing operations and lossy compressions, like 
filtering, noise addition, scaling, sharpening, rotation, 
cropping, and JPEG/JPEG2000 compression. There-
fore, our scheme can be used as a good solution for 
copyright protection of digital images. 
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Abstract: We propose a new multipurpose audio watermarking scheme in which two complementary watermarks are used. For 
audio copyright protection, the watermark data with copyright information or signature are first encrypted by Arnold transforma-
tion. Then the watermark data are inserted in the low frequency largest significant discrete cosine transform (DCT) coefficients to 
obtain robustness performance. For audio authentication, a chaotic signal is inserted in the high frequency insignificant DCT 
coefficients to detect tampered regions. Furthermore, the synchronization code is embedded in the audio statistical characteristics 
to resist desynchronization attacks. Experimental results show that our proposed method can not only obtain satisfactory detection 
and tampered location, but also achieve imperceptibility and robustness to common signal processing attacks, such as cropping, 
shifting, and time scale modification (TSM). Comparison results show that our method outperforms some existing methods. 


