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Abstract:    This paper presents a method to detect the quantization index modulation (QIM) steganography in G.723.1 bit stream. 
We show that the distribution of each quantization index (codeword) in the quantization index sequence has unbalanced and 
correlated characteristics. We present the designs of statistical models to extract the quantitative feature vectors of these charac-
teristics. Combining the extracted vectors with the support vector machine, we build the classifier for detecting the QIM steg-
anography in G.723.1 bit stream. The experiment shows that the method has far better performance than the existing blind de-
tection method which extracts the feature vector in an uncompressed domain. The recall and precision of our method are all more 
than 90% even for a compressed bit stream duration as low as 3.6 s.  
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1  Introduction 
 

In recent years, voice over IP (VoIP) has become 
a very popular Internet streaming media communica-
tion service. The network traffic of VoIP is very large 
and continues to grow. This makes VoIP very suitable 
for steganography (Krätzer et al., 2006; Mazurczyk 
and Szczypiorski, 2008; Tian et al., 2009; Huang et 
al., 2011a; 2011b). G.723.1 (ITU-T, 1996a; 1996b), a 
famous audio data compression algorithm for voice, 
is specially defined for VoIP applications by the In-
ternational Telecommunication Union (ITU) and 
widely used in VoIP applications. Due to its real-time 
and large-scale characteristics, the G.723.1 com-
pressed speech stream is a potentially excellent car-

rier for steganography and a tremendous threat to 
communication monitoring. Consequently, it is ne- 
cessary to study the steganalysis method for the stega- 
nography that can be used in the G.723.1 stream. 

Current methods of audio steganography can be 
divided into three main categories. The first is the 
least significant bit (LSB) replacement/matching 
method towards the pulse code modulation (PCM) 
format voice data (Huang and Xiao, 2008). The sec-
ond hides the secret information in the transform 
domain. These methods firstly transform the cover’s 
data to the transform domain, and then modify some 
parameters in the transform domain to embed confi-
dential information. The transforms often used in-
clude the cepstrum transform (Li and Yu, 2000), dis-
crete cosine transform (Wang et al., 2004), discrete 
wavelet transform (Wu et al., 2005; Tan et al., 2010), 
etc. The third is the method based on quantization 
index modulation (QIM) firstly proposed by Chen 
and Wornell (2001). The QIM hides secret data by 
modifying the quantization vector and can be applied 
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to various digital media, such as audio, image, and 
video. It is very suitable for use in information hiding 
in the encoding process for media compression, es-
pecially for information hiding in low rate speech 
coding.  

Recently, for information hiding in an instant 
low bit-rate speech stream, Xiao et al. (2008) pro-
posed a novel codebook partition algorithm called the 
complementary neighbor vertex (CNV) algorithm to 
optimally divide the vector codebook into two 
sub-codebooks required by QIM embedding. This 
method is referred to as CNV-QIM steganography. 
CNV-QIM steganography reduces the distortion of 
voice signal to the minimum in comparison with other 
codebook division methods (Lu et al., 2005; Wang et 
al., 2007). This makes the hiding more difficult to 
detect. It is one of the current most advanced infor-
mation hiding methods in the low bit-rate compressed 
voice stream and can be applied to information hiding 
in the G.723.1 compressed voice stream. Therefore, 
in this paper, we focus on detecting the CNV-QIM 
steganography. For information on methods of de-
tecting the LSB replacement/matching and transform 
domain steganography, the reader is referred to the 
methods as presented by Avcibas (2006), Liu et al. 
(2009), and Huang et al. (2011a; 2011b).  

There has been some research into QIM infor-
mation hiding methods, but these studies mainly fo-
cus on the image as a carrier. For example, Hafiz 
(2008) found that embedding confidential informa-
tion using QIM increased the irregularity (random-
ness) of the quantitative image. By using the ‘ap-
proximate entropy’ to quantify the irregularity of the 
observed images, this method can distinguish the 
‘cover’ or ‘stego’ image. Another steganalysis 
method proposed by Hafiz et al. (2008) is similar to 
above work; however, the former uses the kernel 
density estimate (KDE) to measure the local irregu-
larity. Recently, Hafiz (2010) found that the QIM 
hiding introduces a very strong disturbance of local 
correlation into the ‘cover’ image, and the detection 
of QIM embedding is achieved by introducing the 
gamma distribution to model the disturbance. Fur-
thermore, Wu et al. (2009) showed that the QIM 
embedding disrupts the value of image pixels and the 
histogram of its discrete cosine transform (DCT) 
coefficients, and gave a formula that depicts the rela-
tionship between changes of the histogram and length 

of the embedded confidential information. According 
to the formula, the method can estimate the embed-
ding rate. 

Obviously, all the above methods for detecting 
QIM steganography take advantage of the significant 
change of the statistical characteristics of the image 
caused by QIM embedding. Similarly, if we can 
identify the significant change characteristics of the 
G.723.1 speech stream caused by the QIM stega- 
nography proposed by Xiao et al. (2008), then we can 
construct its steganalysis method. 
 
 

2  Changes of the quantization index se-
quence caused by QIM steganography 
 

G.723.1 speech codec is based on the linear 
predictive coding (LPC) model, which uses an LPC 
filter to analyze and synthesize acoustic signals in the 
encoding and decoding endpoints. The LPC filter can 
be described as follows: 

 

1

( ) 1 1 ,
p

i
i

i

H z a z



 
  

 
                   (1) 

 
where ai is the ith order coefficient of the LPC filter. 
The short time stationary nature of the voice signal 
requires the entire signal sample be divided into 
frames and the LPC filter’s coefficients are then 
computed for each frame. 

In speech coding, the LPC filter’s coefficients of 
each frame are first computed and converted to line 
spectrum frequency (LSF) coefficients. Subsequently, 
the LSF coefficients are encoded using vector 
quantization (VQ). G.723.1 adopts split VQ and uses 
three split vectors to quantify the LSF coefficients. 
Assume that the split vectors are f1, f2, and f3, and 
each fi corresponds to a codebook Li (i=1, 2, 3) with a 

codeword (quantization index) space 1 2{ , , ..., }.iL
i i ic c c  

VQ is the process of choosing the most optimal vector 

index (1 | |)k
i ic k L   for each split vector fi from 

codebook Li to make the quantization distortion 
minimum according to LSF coefficients. After VQ, 
the LSF coefficients are represented as a complex 

codeword 1 2 3( , , ),k m lC c c c  where 1 2, ,k mc c and 3
lc  are 

the codewords selected from codebooks L1, L2, and L3, 
respectively.  
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The QIM steganography hides the secret data 
during the VQ process. If one codeword is selected 
then one secret bit can be embedded. Taking the 
embedded process based on L1 as an example, the 
CNV-QIM steganography (Xiao et al., 2008) firstly 

partitions L1 into two sub-codebooks 1
1L  and 2

1L  

using the CNV algorithm, where 1
1L  and 2

1L  both 

contain |L1|/2 vector indices and satisfy  
 

1 2 1 2
1 1 1 1 1, .L L L L L                    (2) 

 
The CNV algorithm can guarantee that each 

codeword and its most nearest codeword in L1 belong 
to different sub-codebooks. Thus, the additional sig-
nal distortion caused by QIM embedding would be 
minimal in comparison with other division methods. 
Upon the completion of partition, labels of ‘0’ and ‘1’ 

will be assigned to 1
1L  and 2

1L , respectively. When a 

secret bit is embedded, only the corresponding 
sub-codebook is used for codeword selecting. On the 
decoding side, the hidden bit is extracted through 
checking which sub-codebook the codeword belongs to.  

According to the above analysis, there are three 
split vector sequences in the encoded speech bit 
stream containing N G.723.1 frames. Each split vector 
sequence Fi can be represented as follows: 

 

,1 , ,, ..., , ...., , 1, 2, 3,i i i k i N i F f f f           (3) 

 
where fi,k (i{1, 2, 3}, k[1, N]) represents the ith 
split vector of frame k in the bit stream. After VQ, Fi 
will be converted to quantization index sequence 
(QIS) Si as  
 

,1 , ,,..., ,...., , 1, 2, 3,h u m
i i i k i NS c c c i              (4) 

 

where , ( {1, 2, 3}, [1, ], [1, | |])u
i k ic i k N u L    is the 

quantization index of fi,k. 
The QIM steganography (Xiao et al., 2008) 

embeds the secret bits into the bit stream when fi,k 
chooses the quantization index. As a result of each 
frame containing three split vectors, three secret bits 
can be hidden in each frame. Obviously, the QIM 
steganography will inevitably change the original 
quantization result, because the QIM steganography 

is able to convert the original quantization index ,
h
i kc  

of fi,k into , ( ).u
i kc u h  Therefore, the original QIS Si 

of Fi will produce disturbance. Fig. 1 presents an 
example of the QIS disturbance. In this example, we 
firstly encode a speech segment with a duration of 3 s 
according to G.723.1 and obtain the ‘cover’ object. 
Secondly, we repeat the encoding process to obtain 
the ‘stego’ object using the QIM steganography (Xiao 

et al., 2008). We extract the QIS 1 1,1 1,50, ..., , ...,h uS c c  

1,100
mc  from the encoded bit stream of the ‘cover’ and 

‘stego’ objects. We show these two QIS in Fig. 1, and 
we can clearly view the difference between the origi- 
nal QIS and its steganography version; the QIM 
steganography significantly changes the quantization 
vector sequence. This disturbance of QIS is probable 
to change the distribution characteristics of the quan-
tization index as well. Obviously, if these character-
istics can be quantified then the disturbance in QIS 
can be measured. Taking advantage of this informa-
tion, we can detect QIM steganography in G.723.1 bit 
stream. 
 

 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
3  Statistical models of quantization index 
distribution characteristics 
 

According to acoustics of speech production, 
phoneme is the basic unit of human speech and is the 
pronunciation of one or several sequential letters 
(Thomas, 2002). When a person speaks, he/she con-
tinuously adjusts his/her articulators for a sequence of 

Fig. 1  Example of quantization index modulation (QIM)
steganography disturbing the quantization index se-
quence (QIS) of the first split vector 
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phonemes. For example, the pronunciation of the 
English word ‘shop’ is composed of sounds of the 
phoneme ‘sh’, ‘o’, and ‘p’ (Fig. 2). Therefore, a 
speech can be viewed as a sequence of phonemes, and 
can be divided into multiple small segments, each of 
which corresponds to a phoneme. We refer to this as 
the speech phoneme composing model (SPCM).  
Fig. 2 shows the principle of the SPCM and 
Definition 1 gives its regular description. 

 
 
 
 
 
 
 
 
 
 

 
 

 
 
Definition 1    Phoneme ρi is represented by triple (pi, 
si, ti), where pi is the phonetic symbol, si is a small 
segment of speech which is the pronunciation of pi, 
and ti is the duration of si. Phoneme ρi is the funda-
mental distinctive unit of language and the phoneme 
set P={ρ1, ρ2, …, ρM} of a language contains a finite 
number of phonemes. 

Speech S with duration T can be divided into N 
small speech segments; all of the small segments 
comprise the segment set: S={f1, f2, …, fN}. If segment 
fk can find ρiP to make sl=fk (k[1, N], l[1, M]), 
then we say fk can be mapped to phoneme ρl, denoted 
by the mapping relation: fk→ρl. Supposing all fkS 
can find their mapping ρlP, and all the mapping 
relations comprise the set F, then the SPCM can be 
represented by the triple (P, S, F). 

Based on the SPCM, a speech can be mapped to 
a phoneme sequence ρ1ρ2…ρN in theory. The 
durations of different phonemes are unequal; for 
example, vowel ‘o’ may last more than 50 ms while 
plosive ‘b’ may last only 10 ms. Moreover, when the 
speed of the pronunciation changes, the duration of 
phoneme will also change. Therefore, the duration ti 
of phoneme ρi is difficult to determine in advance. 
However, we do not need to determine ti accurately, 

because we build the SPCM only for analyzing 
whether or not QIM steganography exists in a 
G.723.1 compressed speech stream. We let ti be the 
frame length of the G.723.1 approximately.  

In a language, there exist some statistical char-
acteristics of letters; for example, in English, the letter 
‘e’ appears most frequently and ‘q’ is often followed 
by ‘u’; generally speaking, the appearance of each 
letter has a different probability and is correlated with 
its neighbor. Hence, we can infer that there are 
analogous statistical characteristics of the phoneme in 
speech. In other words, there exist unbalanced and 
correlated characteristics in the distribution of pho-
neme in human speech. According to speech process 
theory, the LPC filter defined by Eq. (1) quantita-
tively represents the state of human’s articulators in a 
short duration, and different phonemes correspond to 
different articulators’ states (Thomas, 2002). There-
fore, the LPC filter can be approximately viewed as 
the quantitative representation of phoneme. In this 
way, a phoneme sequence can be represented by the 
complex codeword sequence C1C2…CN and the dis-
tribution characteristics of phoneme will transfer to 
the LPC filter defined by C. The sequence C1C2…CN 
is composed of three independent quantization index 
sequences:  

 

1,1 1,1 1,

1 2 2,1 2,1 2,

3,1 3,1 3,

... ,

... ... ,

... .

h u m
N

h u m
N N

h u m
N

c c c

C C C c c c

c c c


 



                  (5) 

 

Hence, we can infer that the quantization index in the 
QIS has unbalanced and correlated characteristics. 
Below we present the method to extract them.  

3.1  Quantification of unbalanced characteristics 
of the quantization index 

To describe the methods succinctly, we rewrite 
any of the three split vector sequence Fi=fi,1…fi,k…fi,N 
in G.723.1 bit stream as F=f1…fk…fN, where fj 
(j[1, N]) represents the jth split vector in temporal 
order. We suppose that L is the codebook, and the 
codeword belonging to L is ci (i[1, |L|]), which is the 
quantization index of split vector fj. After quantiza-
tion, the split vector sequence is transferred to the 
quantization index sequence S=c1…cj…cN. The un-
balanced characteristic of codeword distribution is 

Fig. 2  Sketch map of the principle of speech phoneme 
composing model (SPCM) (taking ‘shop’ as an example)
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quantified by the codeword distribution histogram 
(CDH) defined as follows: 

 

1 2( , , ..., ),nh h hH                      (6) 

 
where n is equal to |L| which is the number of code-
words in codebook L, and hi (i[1, n]) represents the 
appearance probability of codeword ci in S, which is 
defined as follows: 
 

/ /
1 1

1
Pr Pr Pr ,

N N

i i j j i j
j j

h
N 

                   (7) 

 
where Prj represents the probability of choosing the 
split vector fj (j[1, N]) located in the jth position 
according to temporal order, and Pri/j is the condi-
tional probability of fj taking ci as the quantization 
vector, which is defined as  
 

/

1, if ,
Pr

0, else.

j i

i j

s v 


                    (8) 

 

3.2  Quantification of correlated characteristics of 
the quantization index 

We use the first-order Markov chain for quan-
tifying the correlated feature. According to the 
acoustic production model, the phoneme is the basic 
unit for human pronunciation. So, the process of 
human speaking can be viewed as a stochastic process 
of phoneme altering. We refer to this process as a 
phoneme state transition process. Therefore, a pho-
neme sequence ρ1ρ2…ρN can be viewed as a state 
transition sequence. According to the statistics of 
linguistics, the appearance of a phoneme generally 
relates only to its previous phoneme. In this paper, we 
assume that the emergence of the next phoneme is 
related only to the current phoneme in a phoneme 
sequence. This relation can be represented based on 
the conditional probability as follows:  

 

1 2 1 1

Pr Pr .
...

N N

N N

 
    

   
   

   
               (9) 

 
According to Eq. (9), we can infer that the stochastic 
state sequence ρ1ρ2…ρN is a first-order Markov chain. 

Therefore, phoneme sequences can be regarded as a 
phoneme state transition first-order Markov chain. 
According to our analysis of the relationship between 
the phoneme and LPC filter, we can infer that the split 
vector sequence F=f1…fk…fN is also a first-order 
Markov chain, and the state set is L={c1, c2, …, c|L|}. 
The quantitative correlated feature of the codeword 
distribution can be represented by the state transition 
probability (STP) using the conditional probability as 
follows:  
 

1

Pr , 1 , , 1.
M

j
ij ij

ji

c
a i j M a

c 

 
    

 
        (10) 

 
The conditional probability is hard to compute di-
rectly. Generally, it is often translated into calculating 
the joint probability as follows:  
 

Pr( , )
Pr , , .

Pr( )
j i j

ij i j
i j

c c c
a c c L

c c

 
   

 
       (11)  

 
Given a G.723.1 bit stream segment, an STP A with 
|L|2 dimensions can be obtained according to Eq. (11). 
Obviously, STP A accurately describes the quantita-
tive correlated characteristic of codeword distribution. 
However, the dimensionality of A is too large, a total 
of 65 536 possible transitions. Therefore, we do not 
directly use the matrix A as feature vectors because it 
is impractical.  

We find that the distribution of STP is not bal-
anced. The state transition that does not occur or 
rarely occurs is not very useful for reflecting the 
correlated feature and may be ignored. So, we choose 
only a subset E={b1, b2, …, b|L|} of A to compute the 
STP. Elements of the subset are determined by sta-
tistics on a large-scale speech segment dataset. Sup-
posing the number of speech segments in the dataset 

is N, and k
ija  denotes the transition probability aij of 

the kth (1kN) speech in the dataset, the rule of se-
lecting each bi (1<i<|L|) is as follows: 

 

[1,| |]
1

, arg max ,
N

k
i ij ij

j L
k

b a j a




 
   

 
               (12) 

 

where bi is the transition probability from the current 
state to the most likely next state. We randomly select 
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2000 different speech segments and compute their 
state transition matrix. With bi determined according 
to Eq. (12), the results are presented in Fig. 3 
straightforwardly. After the elements of the subset are 
determined, the value of each bi can be extracted from 
A and all the values constitute a feature vector: 
 

1 2 | |( , ,..., )Lv v vT ,                      (13) 

 
which is used to quantify the correlated characteris-
tics of codeword distribution of the G.723.1 stream. 
 
 
4  Detection methods based on supervised 
classification 
 

The aim of detection is to determine whether 
there is CNV-QIM information hiding in a G.723.1 
compressed speech stream. We assume that its dura-
tion is finite, and its data is stored in file S. If S con-
tains hidden data, then we call it ‘stego’, otherwise 
‘cover’. The information hiding detector can be ex-
pressed as  
 

( ), { 1, 1},y f y   t                   (14) 

 
where t represents the feature vector extracted from S 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

for steganalysis and f(t) is the detection process that 
outputs the result of steganalysis. Obviously, f(t) is a 
two-category classifier, so the detection process is 
essentially a classification process: if y=+1, then S is 
in the ‘cover’ class; else, in the ‘stego’ class. For the 
classification problem, the method based on super-
vised classification is very effective; hence, we adopt 
this method as well. Fig. 4 presents the principle 
graph of our information hiding detector. Obviously, 
to run the detector, the key is to determine the feature 
vector and classifier.  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 Fig. 3  Distribution of each codeword’s most likely next state from the current state 
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In Section 3, we introduced two methods of ex-
tracting the quantitative codeword distribution char-
acteristics. The first extracts the quantitative unbal-
anced characteristics of codeword distribution and 
obtains feature vector H=(h1, h2, …, h|L|), while the 
second extracts the quantitative correlated characteris-
tic and obtains feature vector T=(v1, v2, …, v|L|). Ob-
viously, either H or T expresses only part of charac-
teristics of the codeword distribution; hence, sepa-
rately using each of them as the feature vector is not 
sufficient for achieving a high precise detector. 
Therefore, we merge these two feature vectors and 
obtain a new hybrid feature vector (HFV): t=(h1, v1, h2, 
v2, …, h|L|, v|L|), which reflects all the codeword dis-
tribution characteristics. In the experiment, we will 
prove that the QIM steganography significantly 
changes the hybrid feature vector, which is a good 
feature for steganalysis. As regards the classifier of 
the supervised classification framework, we choose 
the support vector machine (SVM). The SVM classi-
fier will be obtained through training. After obtaining 
the classifier, we use it to predict whether or not 
CNV-QIM steganography is in a new G.723.1 com-
pressed bit stream. 

 
 

5  Experiments and discussion 
 

The main purpose of this section is to evaluate 
the performance of our steganalysis method. Firstly, 
we show that the QIM steganography significantly 
changes the unbalanced and correlated characteristics 
of codeword distribution. Then, we use the quantified 
codeword distribution characteristics as the feature 
vector to train the supervised classifier as the QIM 
steganography detector and test its classification ac-
curacy. To the best of our knowledge, there has been 
no report of methods for detecting QIM steganogra-
phy in a compressed speech stream. In theory, how-
ever, the blind method proposed by Liu et al. (2009) 
can also be used to detect the steganography. Thus, 
we compare our detection method with it. 

5.1  Datasets 

We performed experiments on five different 
large speech datasets, each of which has different 
types of native speakers (Table 1). The duration of 
each speech in these datasets is 10 s and each speech 

segment is stored as a PCM file. Each speech file in the 
datasets is encoded according to the G.723.1 standard, 
and its corresponding G.723.1 bit stream file that con-
tains 333 G.723.1 frames without hidden information 
is obtained. We assign the category label ‘cover’ for 
these files. Each codebook used for split vector quan-
tization in G.723.1 is optimally divided to obtain the 
two sub-codebooks for QIM embedding, using the 
CNV algorithm proposed by Xiao et al. (2008). Each 
speech segment is encoded again and the secret data is 
hidden using the QIM steganography. So, we obtain 
the G.723.1 bit stream file with hidden information. 
We assign the category label ‘stego’ for these files. 
Each ‘cover’ and its corresponding ‘stego’ objects 
belonging to each dataset constitute the samples for 
training and testing the classifier. 
 

 
 
 
 
 
 
 
 

 

5.2  Changes of the codeword distribution char-
acteristics caused by QIM steganography 

To prove that the QIM steganography will make 
the codeword distribution characteristics change sig-
nificantly, we introduce the vector variation rate 
(VVR) to measure the change degree of a vector. 
Assume V is an N-dimensional vector, and some 
operations can change the value in some dimensions 
of V into V*. The VVR is defined as follows: 

 

1 1

VVR ,
N N

i i
i i

 
 

                     (15) 

 

where N is the dimensionality of V, and i and τi are 
defined as follows: 
 

1, if 0,

0, else,
i

i

a



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

 

 
                          (16) 

1, if 0 & ,

0, else,
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           (17) 

Table 1  Five speech datasets with different types of 
native speakers for experiments 

Dataset 
Number of 

speech segments 
Native speaker type 

CM 500 Chinese man 

CW 532 Chinese woman 

EM 818 English man 

EW 824 English woman 

Hybrid 2674 All above types 
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where ai represents the value of the ith dimension of V, 
and bi is the value of V* in the same dimension. Ob-
viously, the larger the value of VVR, the larger the 
change degree of V. 

In analyzing a given speech segment, we firstly 
encode it according to the G.723.1 standard, and then 
compute its CDH feature vector H. We apply the QIM 
steganography and repeat the above process to obtain 
the changed CDH feature vector H*. According to 
Eq. (15), we can compute the VVR of H caused by 
QIM steganography. To intuitively show the effect of 
QIM steganography on H, we divide the range of 
VVR into 10 intervals, each of which is di=[i×0.1, 
(i+1)×0.1] (i{0, 1, …, 9}). We compute the VVR of 
H towards 2000 different speech segments randomly 
selected from the hybrid dataset and the ratio of 
speech segments with VVR belonging to di. The re-
sults are shown in Fig. 5.  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

We observe that VVR of H of most speech 
segments is greater than 0.6. This means that about 
60% dimensions of the values of vector H change 
after QIM steganography. Using the same method, we 
can quantify the effect of QIM steganography on the 
STP feature vector T. The results (Fig. 6) indicate that 
QIM steganography changes T in a similar way. Ob-
viously, the extracted feature vectors are very sensi-
tive to QIM steganography. This is very important for 
steganalysis. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

5.3  Performance evaluation 

Towards each dataset noted above, we select 
75% ‘cover’ and its corresponding ‘stego’ samples as 
the training set and the remaining 25% samples as the 
testing set. We use the classifier’s recall and precision 
to measure the performance of our detecting classifier 
of the QIM steganography in G.723.1 bit stream. We 
define the recall of classifier (RoC) and the precision 
of classifier (PoC) as follows:  
 

*
RoC ,

Q

Q Q



                        (18) 

*
PoC ,

Q

Q E



                        (19) 

 

where Q represents the number of ‘stego’ samples, 
the category of which is correctly predicted by the 
classifier, and E* and Q* respectively represent the 
numbers of ‘cover’ and ‘stego’ samples, the catego-
ries of which are falsely predicted by the classifier.  

We use LIBSVM (Chang and Lin, 2001), a 
widely used library of SVM, to train the classifiers. 
To make the results more comparable, all the classi-
fiers select the radial basis function (RBF) kernel 
function and all related parameters of each classifier 
are optimally adjusted by cross-validation. Below we 
compare the performance of our method with that of 
the method proposed by Liu et al. (2009), called the 
blind detection (BD) method. The experimental re-
sults of the five datasets are presented in Table 2. 

Fig. 5  Effect of quantization index modulation (QIM) 
steganography on the unbalanced characteristics of 
codeword distribution in the quantization index se-
quence (QIS) 
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Fig. 6  Effect of quantization index modulation (QIM) 
steganography on the correlated characteristics of 
codeword distribution in the quantization index se-
quence (QIS) 
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The proposed method extracts the feature vector 
for steganalysis in a compressed domain and the de-
tection is implemented on the QIS. If we find one QIS 
having QIM steganography, we can know that there 
exists QIM steganography in the G.723.1 bit stream. 
So, we list the RoC and PoC of the three QISs. 
However, the BD method extracts the feature vector 
in the uncompressed domain and has only one detec-
tion result. According to Table 2, our method’s per-
formance is far better than that of the BD method: the 
RoC and PoC of QIS S1 of our method are more than 
96% while those of the BD method are less than 60% 
towards all the datasets.  

Another advantage of our method is that it can 
adapt to different languages and native speakers. 
From Table 2, we can see that our method possess 
good performance towards different datasets. The 
underlying reason for this advantage is as follows: the 
hybrid feature vector (HFV) of codeword distribution 
is almost consistent for different native speakers. To 
prove it, we first encode all the 500 speech segments 
in the CM dataset according to the G.723.1 standard,  
 

 
 
 
 
 
 
 
 
 
 
 

 

and then extract QIS S1 to compute its HFV; finally, 
using all 500 extracted HFVs, we compute the mean 
coefficient of each sub-vector of HFV as shown in 
Fig. 7a. Using the same process, results of other data-
sets are shown in Figs.7b–7d. We observe a low HFV 
variability coefficient distribution for different datasets. 
Therefore, constructing a different classifier for each 
native language speaker is not required. This greatly 
improves the adaptability of the method.   

However, note that the speech sample used for 
testing is as long as 10 s. Our aim is to detect the 
CNV-QIM steganography in G.723.1 compressed 
stream in VoIP applications. The speech stream in 
VoIP application is real-time, and must be stored 
before information hiding detection. To make the 
detection fast and reduce the need for storage space, 
we hope that the detection can also work well when 
the duration of speech stream is below 10 s. Obvi-
ously, the shorter the needed duration of the speech 
stream, the better the detection precision. We will test 
the impact of duration of bit stream on the detection 
performance in the next experiment.   

5.4  Impact of the duration of bit stream on 
performance 

With the view to evaluate the impact of duration 
of bit stream, we reconstruct the new datasets based 
on the five datasets above. We cut N (0<N<333) 
frames in front of each G.723.1 stream file in the five 
datasets and constitute the new corresponding CM, 
CW, EM, EW, and hybrid datasets. Obviously, the 
duration of each sample in the new dataset is 0.03N s. 
We alter the value of N and observe the variation of 
RoC and PoC. 
 
 
 
 
 
 
 
 
 
 
 
 
 

Fig. 7  Coefficients distribution of the hybrid feature vector (HFV) of different types of native speakers 
(a) Chinese men; (b) Chinese women; (c) English men; (d) English women 
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Table 2  Performance comparison of our method and 
the blind detection (BD) method proposed by Liu et al. 
(2009) 

Ours (%) 

QIS S1 QIS S2 QIS S3 

BD method 
(%) Dataset 

RoC PoC RoC PoC RoC PoC RoC PoC

CM 99.2 98.4 99.2 96.9 94.0 96.7 49.6 50.0

CW 97.7 97.0 96.2 96.9 95.5 94.8 52.5 47.2

EM 100 96.2 95.6 97.0 91.2 80.9 55.4 50.9

EW 97.5 99.0 98.1 98.1 95.2 98.5 58.3 53.8

Hybrid 97.9 98.0 98.4 96.8 95.5 94.4 56.0 51.4
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Using the BD method (Liu et al., 2009), the per-
formances at different durations are shown in Fig. 8. 
We observe that the RoC and PoC are all very low 
irrespective of the duration of the bit stream. The 
reason is that the BD method extracts the feature 
vector in the time domain but the QIM steganography 
has small impact on the speech signals, so the feature 
vector is not very effective for steganalysis.  

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Using our method, we experiment on the three 
QISs. The RoC and PoC of QIS Si (i=1, 2, 3) at dif-
ferent durations are shown in Fig. 9. We observe that 
the RoC and PoC are also not high when N is small, 
but as N becomes larger RoC and PoC increase rap-
idly. The RoC and PoC of QIS S2 are more than 90% 
on all the five datasets even though the number of 
frames in bit stream is only 120. This means that our 
method can effectively detect the QIM steganography 
in G.723.1 bit stream only by capturing a small seg-
ment speech stream of a monitored VoIP session, 
which is very important for VoIP corresponding 
censoring. 

 
 

6  Conclusions 
 

In this paper, we present an effective detection 
method for detecting QIM steganography in G.723.1 
compressed speech bit stream. Our method first il-
lustrates the significant change of the quantization 
vector index sequence caused by QIM steganography.  

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
We build the codeword distribution histogram and the 
codeword state transition model to quantify the 
codeword distribution characteristics. Based on these 
two models, we obtain the feature vectors for training 
the classifiers for steganalysis. The experiment shows 
that our method can effectively detect QIM stega- 
nography with recall and precision all more than  
90%, even for a compressed bit stream duration as 
low as 3.6 s. This confirms that our method has far 
better performance than the existing blind detection 
method.  
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Fig. 8  RoC and PoC obtained using the BD method with 
different lengths of bit stream 
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Fig. 9  RoC and PoC obtained using our method with 
different lengths of bit stream based on QIS S1 (a), S2 (b), 
or S3 (c) 
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