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Abstract: Any node in a wireless sensor network is a resource constrained device in terms of memory, bandwidth, and energy,
which leads to a large number of packet drops, low throughput, and significant waste of energy due to retransmission. This paper
presents a new approach for predicting congestion using a probabilistic method and controlling congestion using new rate control
methods. The probabilistic approach used for prediction of the occurrence of congestion in a node is developed using data traffic
and buffer occupancy. The rate control method uses a back-off selection scheme and also rate allocation schemes, namely rate
regulation (RRG) and split protocol (SP), to improve throughput and reduce packet drop. A back-off interval selection scheme is
introduced in combination with rate reduction (RR) and RRG. The back-off interval selection scheme considers channel state and
collision-free transmission to prevent congestion. Simulations were conducted and the results were compared with those of de-
centralized predictive congestion control (DPCC) and adaptive duty-cycle based congestion control (ADCC). The results showed

that the proposed method reduces congestion and improves performance.
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1 Introduction

In a wireless sensor network (WSN), the sensor
nodes scattered in the sensing field sense physical
phenomena such as pressure, temperature, and hu-
midity, and transfer these sensed data to the final
destination called the gateway node. Congestion oc-
curs in such a network when the offered load of a
node exceeds the available capacity of that node or
the channel bandwidth drops due to channel fading.
Consequently, packets may be dropped at the buffers
and require retransmission of those dropped packets,
which leads to waste of energy. Therefore, both buffer
and link bandwidth must be efficiently used to avoid
congestion and packet drop among the nodes.

Congestion needs to be controlled in mission
critical applications such as military, disaster man-
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agement, and mining, as well as in other applications
such as habitat monitoring and an environment
monitoring system (EMS) to avoid retransmission of
packets thereby increasing the lifetime of the nodes in
the network. Consider an EMS (Fig. 1) consisting of a
number of nodes deployed in the monitoring area
(MA) inside a mine to monitor events like fire, oxy-
gen reduction in air, increase in pressure, and leakage
of poisonous gases. In this system each sensor node
consists of a processor, memory, transceiver, power
source, and one or more sensors. These sensor nodes
communicate with each other and sensor data are
transferred to the gateway node in the system. The
gateway node, connected with the Internet, collects
data from the sensor nodes and processes the data.
Finally, it sends the data to the data collection center
for further processing and storage of data. The above
said scenario is equally applicable to other applica-
tions like the healthcare monitoring system.
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Fig. 1 Architecture of an environment monitoring system

Such wireless sensor network systems are data
centric; the sensed data are crucial and should reach
the destination, the gateway, through the intermediate
nodes. Therefore, data transmission protocols need to
mitigate congestion resulting from excess load and a
fading channel to avoid packet drop and waste of
energy due to the retransmission of dropped packets.

Other reasons for congestion in the network are
listed below. The many-to-one nature of the event
information flow causes congestion because a number
of event sensing nodes send their information to any
one of their next hop nodes. This node gets congested
if the incoming rate exceeds the outgoing rate, which
results in buffer overflow. Moreover, the transmission
occurring at the same time causes packet collision.
Therefore, node density is a key factor that increases
the degree of congestion.

Each node shares a common radio channel with
all its neighbors. An inadequate bandwidth reserva-
tion may degrade the network performance. Hence, to
avoid congestion in the network, the data rate must be
controlled and bandwidth must be used efficiently. In
this paper, we propose a probabilistic method to de-
tect congestion and propose congestion control
methodologies to avoid congestion by efficiently
using the buffer and channel bandwidth considering
collision-free transmission.

Suitable back-off selection in media access
control (MAC) layer congestion control is considered
to save the energy of nodes.

2 Related works

Much research has been done to control conges-
tion (Uthra and Raja, 2012) in WSNs. The end-to-end

congestion control schemes need to propagate the
onset of congestion between the end-systems. This
makes the approach slow. In general, the hop-by-hop
congestion control scheme reacts faster to congestion
and is preferred to for minimizing packet losses in a
wireless network. Therefore, the proposed scheme
uses congestion algorithms to predict the onset of
congestion of a node and gradually reduces the in-
coming rates by means of feedback messages.

One of the earliest congestion control protocols,
congestion detection and avoidance (CODA) (Wan et
al., 2003), uses a combination of present and past
channel loading and buffer occupancy for detection of
congestion. Hop-by-hop and end-to-end congestion
control schemes simply drop the packets at the node
and use the additive increase multiplicative decrease
(AIMD) scheme to control the source rate. This re-
sults in retransmission of packets. Fusion (Hull ef al.,
2004) uses a static threshold value to detect the onset
congestion in the network. Normally, it is difficult to
find a static threshold value for a dynamic channel
environment. Moreover, CODA and Fusion protocols
use the broadcast message to inform their neighboring
nodes about the congestion though this message is not
guaranteed to reach the source.

The congestion control and fairness (CCF) rout-
ing scheme (Cheng and Bajcsy, 2004) uses packet
service time at the node as an indicator of congestion.
However, using the service time alone to determine the
onset of congestion may be misleading. Interference-
aware fair rate control (IFRC) (Rangwala et al., 2006)
is a rate allocation technique which detects conges-
tion based on queue length. When congestion is de-
tected, the rates of the flows are throttled on the in-
terfering tree. When the average queue length exceeds
the upper threshold, rates of the flows are adjusted
using the AIMD scheme. Consequently, IFRC re-
duces the number of packets by reducing the
throughput.

On the other hand, the priority-based congestion
control protocol (PCCP) (Wang et al., 2006) uses a
ratio between packet inter-arrival time and packet
service time to determine the congestion level of a
node. Congestion information is piggybacked in the
header of data packets and broadcasted, and received
by child nodes. However, both CCF and PCCP ignore
queue utilization, which leads to frequent buffer
overflows. This results in increased retransmission.
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Moreover, when the source is at multiple hops from
the congestion region, the congestion information is
not guaranteed to reach the source in case of CODA
and PCCP.

Congestion aware routing (Kumar et al., 2008) is
an application specific, differentiated routing protocol
which uses the data rate to identify congestion and
considers data priority to overcome congestion. This
protocol is not suitable for applications that have
equal priority data. The multi-event congestion con-
trol protocol (Hussain et al., 2008), on the other hand,
is a network specific protocol which uses packet de-
livery time and buffer size as indicators of congestion.
Based on the buffer size, slot length can be either
increased or decreased. The reporting rate can also be
adjusted through the slot length. However, packet
scheduling and maintaining routing table are over-
head in this protocol.

Interference minimized multipath routing (I2MR)
(Teo et al., 2008) evaluates multipath for load-balancing.
Long-term congestions are determined by monitoring
the size of their data transmit buffers, by using ex-
ponential weighted moving averages (EWMAs).
When a source node is congested, the loading rate is
reduced. However, the number of control packets
transmitted during path discovery increases. Traffic
intensity is taken as a parameter to measure conges-
tion in cluster based congestion control (Karenos et
al., 2008). Traffic intensity is measured in terms of
arrival rate and the service time of the packets. Rate
self-regulation is done in the source node. Rate con-
trol is done similar to the AIMD technique.

Congestion is detected in decentralized predic-
tive congestion control (DPCC) (Zawodniok and
Jagannathan, 2007) based on buffer occupancies at
the nodes, along with the predicted transmitter power.
The current queue level tracks the desired queue level.
If the queue level exceeds the desired queue level, the
designed feedback controller forces the queue level to
the target value. The rate of node is calculated based
on the outgoing rate and buffer occupancy error (ex-
cess data that cannot be accumulated in the buffer).
The back-off interval is selected for both rate adaptation
and prevention of congestion. However, DPCC fixes
a static desired queue level to predict the congestion
level. By contrast, the proposed scheme uses an
adaptive threshold value and varies the rate based on
the predicted congestion level.

Congestion control (Lee and Chung, 2010) is
implemented using duty-cycle adjustment in adaptive
duty-cycle based congestion control (ADCC). This
scheme uses both resource control approaches in
terms of the active time of a node and traffic control
approaches according to the amount of network traffic
for congestion avoidance.

The traffic-aware dynamic routing (Ren et al.,
2011) algorithm routes packets around the congestion
areas and scatters the excessive packets along multi-
ple paths consisting of idle and under-loaded nodes. A
hybrid virtual potential field using depth and queue
length forces the packets to eliminate the obstacles
created by congestion and move toward the sink. The
buffer capacity and data rate are considered as indi-
cators of congestion in the probabilistic approach for
congestion control (PACC) (Uthra and Raja, 2011).
PACC predicts the onset of congestion in the network.
However, outgoing traffic and channel state are not
considered for predicting congestion. The proposed
method considers incoming and outgoing traffic of
nodes and the channel state to determine the onset of
congestion.

A predictive control theory was used by Wu et al.
(2013) to control a network with factors like time
delays and packet dropouts. Backward and forward
channels are considered to analyze transmission
conditions. Accepting and applying newer data,
compensating delayed or lost data, and discarding
older data are the central law of the strategy. Net-
work utility maximization (NUM) described by
Morell et al. (2011) uses a convex decomposition
technique to achieve an optimal solution. RADAR
(Boutsis and Kalogeraki, 2012) uses elapsed times,
latencies, and resource loads to dynamically deter-
mine the rate allocation. The problem is solved by
maximizing the rate to meet the deadline of every
application. Mao et al. (2012) considered data and
battery buffers for maximizing the long-term average
sensing rate. The rate control is performed based on
the power management framework. Rate allocation
in queue-based channel-measurement and rate-
allocation (Q-CMRA) (Bhargava et al., 2012) chooses
the maximum allowed physical-layer rate based on
queue length, and the highest rate is chosen using
channel measurement.

Some of the routing protocols that grant reli-
ability, including the multi-path and multi-speed
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routing protocol (MMSPEED) (Felemban et al.,
2006), SPEED (He et al., 2003), and RAP (Lu et al.,
2002), use velocity monotonic scheduling. Certain
speed is assigned to the packets. The speed of the
packet is not clear when the network is congested.
Reliability in MMSPEED is achieved through du-
plicating packets, which further increases congestion.

The protocols introduced earlier (Wan et al.,
2003; Cheng and Bajcsy, 2004; Wang et al., 2006;
Teo et al., 2008) do not consider congestion due to
fading channels in a dynamic environment. The
congestion due to the effect of the fading channel is
taken into account in the proposed system, which is
explained in the following section. Rate reduction
was considered in Wan et al. (2003), Hull et al. (2004),
Rangwala et al. (2006), and Teo et al. (2008), and
DPCC performs the rate control. However, the pro-
posed system performs rate reduction and rate regu-
lation based on the adaptive threshold value, which is
introduced to trigger the execution of the congestion
prediction algorithm, thereby invoking the congestion
control algorithm immediately. Thus, the proposed
system not only avoids packet drop but utilizes the
buffer efficiently.

The overall objective of this paper is to develop
(1) a congestion prediction method for detecting the
level of congestion of a node, and (2) a congestion
control method for mitigating congestion in each
node. Congestion is mitigated by (1) controlling the
flow rates of all nodes including the source nodes to
prevent buffer overflowing using the predicted value,
and (2) designing suitable back-off intervals for each
node based on channel state and its current traffic. We
have designed a mathematical model for congestion
control in a network by considering both buffer ca-
pacity and link capacity of a node.

3 Probabilistic method for congestion de-
tection

The contribution comes from the fact that the
possibility of congestion is predicted ahead of its
occurrence and hence the remedial actions can be
carried out to eliminate congestion. The estimate of
the congestion level is used to reduce the source rate.
The level of congestion in each node is detected using
the buffer occupancy and an adaptive threshold value

on the buffer capacity of that node. The buffer occu-
pancy of node i at time #+1 is given by

gi(t+1)=qi(O)ru)—vi1), (D

where u,(f) and v{(f) are the incoming and outgoing
traffic rates of node 7 at time ¢, respectively.
The threshold value of node i is calculated using

v,(t)
——(BUFMAX, —¢,(1)),
u.(t)( i —4,(0) @

1

a,(t+1)=

u,(1)>0, v,(t) >0, u,(t) > v, (1),

where BUFMAX,; is the maximum buffer size of node
i and o,(¢+1) is the threshold value of buffer for the
given flow rate considering the remaining capacity of
node i. a;(t+1) is inversely proportional to the in-
coming traffic, and directly proportional to the out-
going traffic and the remaining buffer capacity.
Therefore, the threshold value decreases as the in-
coming traffic increases. a,(#+1) specifies the desired
queue level at t+1 based on the current traffic. Eq. (2)
can be applied under the condition that there is data
flow in the node or that the incoming traffic is larger
than the outgoing traffic. Threshold a;(#+1) is set to
Omax, When outgoing traffic exceeds incoming traffic
or u(¢) is zero. The adaptive threshold allows nodes in
the system to tolerate bursting data flows. Table 1
illustrates the threshold values o,(++1) for certain
conditions.

Table 1 Illustration of threshold values

Initial ~ neoming - Outgoing gl
condition traffic, u,(f)  traffic, vi(?) at+1)
(packet/s)  (packet/s) !
Buffer empty 2 1 0.5BUFMAX;
4 1 0.25BUFMAX;
Buffer not ) 1 0.5(BUFMAX;
empty —4i(1))

Based on the conditions listed in Table 1, the
following can be stated. When the buffer is empty and
the incoming traffic is greater than double the out-
going traffic, the threshold is set to 50% of the buffer
size. If the buffer is not empty, for example, the buffer
contains 10 packets and BUFMAX; is 32 packets,
then we calculate the available space as 22 packets. In
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this example, the threshold is set to 50% of the
available space, which is 11. This threshold value
helps the node trigger the congestion control algo-
rithm when the total number of packets exceeds the
threshold value.

The buffer occupancy of a node is compared
with its threshold value to detect congestion.

1. There is no congestion in the node if
gi(t)<ai().

2. If gi(¢) reaches BUFMALX;, the maximum ca-
pacity of the buffer, and u;(£)>v(t), then the packets
received by node i will be dropped. This results in
buffer overflows, which in turn causes congestion.

3. Therefore, the proposed method detects con-
gestion when a,(¢)<g,()<BUFMAX;. When the buffer
occupancy exceeds the threshold value, the level of
congestion increases; i.e., as the number of packets
increases to more than the threshold value, the oc-
currence of congestion also increases.

Hence, the probability of occurrence of conges-
tion at node i is

F(a®)+k)
=pla()+k)+ Zp(a(t) +nla()+(k-n) )

=)

The time varying parameter S (¢) describes the

probability for the onset of congestion of node i when
there are k packets more than the threshold value. The
proof of Eq. (3) is given in the Appendix. All the
nodes that are in the communication range of node i
belong to V;, which is the neighborhood of node i. The
probability of node i receiving a packet from node j,
where jeN; Vj, is given by

p;=p;/n, 4)

where n=|N{, p; is the probability of node i absorbing
the packet from the neighboring nodes, and 1—p; de-
notes the probability of node i dropping the packet.
Nodes are uniformly and independently distributed.
The probability that a node is in the neighborhood of
node i is equal to 4;, which is the communication area
of node i and has a value of unity.

The probability of node i having neighborhood
size 5 is given by

, n—1 T
P =p(|Ni|=n)=(77—1j(1—Ai) A (9)
The expected receiving probability of node 7 is

ELP@)]=3 p,P" = Li-1-4y). (6

i

The level of congestion of a node is estimated using
Egs. (3) and (6) and propagated to the previous hop
nodes for indicating the onset of congestion. A zero

value of ,6’,.k (#) indicates no congestion of a node, and

0< B (t)<1 provides the level of congestion. Algo-

rithm 1 gives the algorithm for congestion prediction,
executed by every node in the network.

Algorithm 1 Congestion occurrence prediction

Calculate threshold value a and determine the possibility of
congestion of a node.

Initialize:

BUFMAX is set to the maximum size of the buffer of the node;
n is set to the number of neighboring nodes from which the
node receives packets; 4 is set to the power level of the
node.

Prediction()

// calculate the threshold value

o=(v/u)*(BUFMAX—q);

if (o>q)
status=0; // no congestion
else if (¢>a && g<BUFMAX)
k=q—a;
S5=0;

for (i=1; i<k; i++)
S=S+pow(p/(n*A)*(1—pow((1—A4), n)), i);

status=S; // possibility of congestion
end for
else
status=1; // congestion
end if

// send feedback message to the source
if (status!=0)
set ECB=1;
piggyback status into ACK;
else
set ECB=0;
error=(a—q)*(1-g);
piggyback error into ACK;
end if
send ACK to previous hop nodes
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4 Congestion control methodology

Network congestion occurs when either the in-
coming traffic (received and generated) exceeds the
capacity of the node or the link bandwidth drops due
to channel fading caused by path loss, shadowing, and
Rayleigh fading. Therefore, we have proposed two
methodologies for congestion control, after predicting
the occurrence of congestion. The first methodology
is based on algorithms rate regulation (RRG) and split
protocol (SP), which regulate data traffic of the re-
ceiver node by utilizing the buffer capacity. The
second congestion control method determines the
back-off interval of each node to adjust the outgoing
rate of a node based on channel capacity.

4.1 Congestion control using the rate allocation
scheme

The rate allocation scheme takes into account
buffer occupancy, and incoming and outgoing rates of
a node. Every node executes Algorithm 1 to deter-

mine the possibility of congestion, ﬂ,-k (t) (called the

status value). The non-zero value of B'(¢) is com-

municated as a feedback message between the up-
stream nodes. The feedback message is signaled to
minimize the effect of congestion on the hop-by-hop
basis by estimating the incoming and outgoing traffic
flows when the adaptive rate allocation scheme (RRG
or SP) is implemented at each node. Upon receiving
the feedback message, the upstream node reduces its
rate proportional to the status value given by the re-
ceiver node. The feedback information which consists
of the status information is piggybacked to the ac-
knowledgement (ACK) frame. This ensures that the
feedback is successfully received by the nodes in the
previous hop and avoids the transmission of extra
control messages. The outgoing rate of neighboring
nodes around the congested node is estimated in two
different scenarios, as explained below.

Case 1: rate regulation (RRG)

When the queue level g,(f) exceeds the threshold
value a,(?), the status value B (¢) is propagated to the
previous hop nodes toward the source node. Every
previous hop node that receives the feedback message

reduces its outgoing rate proportional to the status
value.

u,(t+1) = (1= B @O, (2). 7

The desired incoming traffic rate of the receiver node
i is calculated using Eq. (7). This methodology is
named rate reduction (RR).

For the optimum use of a buffer, RR is modified
into RRG. If B/(¢)>0, the outgoing rate of the

source node is reduced proportional to the status value
as in RR; otherwise, the outgoing rate of the source
node is increased proportional to eff), where e,(?) is
the buffer occupancy error of node i, defined as
elty=qt)—a(f). eft) specifies the number of packets
that can be accommodated in the buffer to reach the
threshold value. The incoming rate of the receiver
node is estimated using

u(t+ D) == B Ou,O+1-ge ), ()

where 0<g;<1. g; is set to 1 for the non-zero value of
/fik (¢) and RRG reduces the rate. Otherwise, g; is

varied between 0 and 1, and RRG increases the rate.
In Fig. 2, the upstream nodes 4 and B receive feed-
back messages, i.e., the status value or error value,
from the receiver node C and either reduce or increase
their data rate as specified in the feedback message.

Fig. 2 Feedback message propagation for the previous
hop nodes

The status value or the buffer occupancy error is
piggybacked into the ACK packet. The explicit con-
gestion bit (ECB) of ACK is set to 1 for the non-zero

value of ' (¢) and 0 when g (¢) is 0. The previous

hop nodes that receive feedback from the upstream
node check the ECB value. If ECB is set to 1, then the
node reduces its outgoing rate proportional to its
status value. Otherwise, the outgoing rate is incre-
mented proportional to e,(¢). The algorithm for RRG
is shown in Algorithm 2.

Algorithm 2 Rate allocation
Calculate the new outgoing rate of a node based on ECB (ex-
plicit congestion bit), status, error values of the ACK packet.
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RateRegulation()
UnPack(ACK); // Unpack the ACK packet to obtain ECB,
// status, or error
if (ECB==1)
y=y—status*v;
else
v=yterror,
end if
RouteDataPacket(); // Route the data packet with new rate v

Case 2: split protocol (SP)

The earlier method RRG uses ACK to piggyback
the feedback messages. To avoid the overhead of
piggybacking the feedback messages into the ACK
packet, the outgoing rate of the receiver node is in-
creased. Hence, the feedback message is not propa-
gated to the previous hop nodes in case of SP; instead,
the receiver forwards the packets to more than one
upstream neighbor node (Fig. 3). The receiver node
executes the prediction algorithm and finds the status
value. When the status value is greater than zero,
additional neighbor nodes are selected for packet
forwarding towards the gateway node, in order to
meet the incoming traffic. Additionally, the outgoing
traffic of the receiver node is increased proportional
to the status value using Eq. (9). The optimal use of
the buffer is achieved through e (7), the buffer occu-
pancy error.

vi(t+l):(1+ﬁik)vi(t)_(l_gi)ei(t)' )

" (Newly established link
for transmission

> »®
Incoming traffic

Fig. 3 New data transmit path using the split protocol (SP)

4.2 Congestion control using channel quality

When selecting the outgoing rate using the
above algorithms RRG and SP, the fading channels
are not considered. However, a fading channel is
common in wireless networks. Under a fading chan-
nel situation, the transmitted packets from the node

are dropped and thus will not reach the receiving node.

Therefore, the retransmission of packets is required.
To avoid packet drop due to channel fading at a given
node, back-off intervals are adjusted suitably at the
transmitter node. The back-off interval selection
scheme plays a major role in deciding which node
gains access to the channel.

We utilize channel quality to assess the onset of
congestion. The capacity of the physical communi-
cation channel is known a priori for any network.
However, the actual capacity available for transmis-
sion is influenced by channel fading. Hence, an es-
timate of the channel capacity is modeled by the
Rayleigh distribution. Thus, the rate is selected by
modifying the back-off intervals of the nodes around
the congested node and the back-off interval of the
congested node itself. To achieve successful trans-
mission in a shared channel, a collision-free rate al-
location is implemented by satisfying the sufficient
condition (Cheng et al., 2009) of bandwidth alloca-
tion. Therefore, we propose a back-off selection al-
gorithm such that the link capacity is utilized effi-
ciently. A fading channel results in the reduction of
channel quality, which in turn reduces the channel
capacity. The back-off interval selection scheme
specifies the time interval for data transmission.
When back-off time increases (or decreases), the
transmission rate also increases (or decreases), which
avoids the dropping of packets due to fading.

5 Back-off interval selection

Let R; denote the data generated by node i and R;;
the data transmitted from node i to node j. Therefore,
the incoming traffic of node i is given by

> R,+R.

JeN;

(10)

Let c(¢) denote the link capacity of node i. Node i
should satisfy the following conditions for collision-
free transmission:

(i) When node i is sending data, it should not
receive data from its neighboring nodes.

(i) When node J is receiving data from node i or
sending data to node 7, it should not send or receive
data from its neighboring node &, VkeN, and k#i.

Conditions (i) and (ii) can be represented as
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follows:
(1) Z(Rl./. +R). Node i should either transmit

JeN;
data to jeN; or receive data from one of its neighbor
nodes, j.
(i) D (R, +R)+ D D (R, +R,).
JeN; JeN; keN,
Hence, the condition given in Eq. (11) should be
satisfied for collision-free transmission as well as
congestion-controlled transmission:

B =Y (R, +R)+ > D (R, +R)<c(r). (11)

JjeN, JjeN; keN,

The required rate of node i is a fraction of channel
bandwidth. The back-off interval of the neighbor
nodes of node i, BOFF(¥)=1/uff), is adjusted to
achieve the required rate. The data rate u,(¢) is calcu-
lated as follows:

u(t)= [C(Z)Z R, +Rl.] /Bl..

When the channel bandwidth drops to zero due to
severe fading, the back-off intervals are set to a large
value to prevent unnecessary packet transmission.

(12)

6 Simulation results

In the simulation the tree based routing protocol
is used to transmit the data, which is typical for a
sensor network since the nodes at the leaf transmit
data to the sink node at the root of the tree through the
intermediate nodes. The performances of the proposed
schemes RRG and SP are analyzed and compared
with DPCC and ADCC. Finally, the back-off selec-
tion algorithm is combined with RR and RRG, and the
results are analyzed. Every node is initialized with a
data rate of 5 kb/s. The buffer maximum and g, of
each node are set to 32 and 27 packets, respectively,
with the packet size of 512 bits. Parameter A4 is taken
as the power level of the node, set to —5 dBm.

Packets dropped at the intermediate nodes due to
congestion will cause low network throughput and
decrease energy efficiency due to retransmissions.
Consequently, the total number of packets dropped at

the intermediate nodes will be considered as a metric
for the designed congestion control methods. Fig. 4
shows the network structure used for simulation,
which follows a tree topology for packet forwarding.

Fig. 4 Node arrangement in the simulation topology

The network topology is scalable, and the pro-
posed schemes can be adapted for large network to-
pology since the intermediate node that receives data
packets from three to four neighbor nodes and
transmits to a single node is considered for analyzing
the per node packet drop. The outgoing rate of the
node considered for analysis is set to either one third
or one fourth of the incoming rate of that node.

6.1 Rate regulation

Fig. 5a illustrates the queue utilization of the
intermediate node that receives packets from three
neighbor nodes. The ratio between outgoing and in-
coming traffic is initially 0.33; i.e., the outgoing traf-
fic of the node is one third of the incoming traffic.
Fig. 5a shows that the buffer size is maintained ap-
proximately at 16 for DPCC and 2 for ADCC,
whereas the buffer size reaches a maximum of 30
packets for RR and is maintained approximately at 24
packets for RRG. The optimal use of the buffer at the
receiver node is achieved in RRG among the four
methods. The non-zero status value indicates the
congestion level in the initial time duration as the
incoming traffic is more than three times the outgoing
traffic (Fig. 6a). This results in a reduction in the
source rate and an increase in the rate ratio (Figs. 5b
and 6b). The status value becomes zero when the
outgoing to incoming traffic ratio is stabilized at 1, as
can be seen by comparing Figs. 5b and 6a. When the
buffer reaches the maximum threshold value, which is
27 packets, the status value becomes non-zero, which
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again causes a reduction in the source rate and an
increase in the outgoing to incoming traffic ratio.
The ratio between the outgoing and incoming
rates is stabilized at 1.1 for RR and around 1 for RRG
(Fig. 5b). The packet drop is completely avoided in
RRG, DPCC, and ADCC. Fig. 6b shows the outgoing
traffic rates of source nodes 1, 2, and 3 while using
RRG, DPCC, and ADCC, respectively. The source
node decreases its rate according to the status value
and increases it based on the error value. The control
parameter g is set to 1 for the non-zero status value
and set to 0.7, 0.8, and 0.9 to increase the source rate.
ADCC reduces the source rate and stabilizes at 1.6 KB
of the source rate, which is the same as RR. The
source rate of DPCC ranges between 1.1 and 1.3 KB.
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Fig. 5 Performance of rate regulation (RRG) for an in-

termediate node that receives data from three neighbor

nodes and sends out data to a single node

(a) Queue utilization; (b) Ratio between outgoing and in-

coming traffic rates

6.2 Split protocol

The performance of SP is evaluated using two
scenarios. The receiver node transmits the data to an
additional upstream node. In addition, the outgoing
rate of the receiver node is calculated and adjusted
based on the status value. The difference between the
previous cases and the SP is that the data rate is in-

creased based on the status value. To use the buffer in
an optimum way, the data rate is regulated based on
the value of the buffer occupancy error (SP-regulate)
as in Eq. (9).
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Fig. 6 Performance of rate regulation (RRG) for an
intermediate node that receives data from three to four
neighbor nodes and sends out data to a single node

(a) Congestion probability; (b) Transmission rate of source
nodes

These two scenarios are compared in Fig. 7. The
source rate in both SP and SP-regulate remains un-
changed. The outgoing rate of the receiver node is
adjusted so that the outgoing/incoming ratio is stabi-
lized at 1 and 1.1 (Fig. 7b) while using SP-regulate
and SP, respectively. The increase in the outgoing rate
corresponds to the increase in the status value as seen
in Fig. 7c. The buffer size is maintained at an average
of three in case of SP and maintained approximately
at around 27 for SP-regulate, which uses the buffer
more efficiently than DPCC and SP.

6.3 Back-off interval selection

Simulations are conducted using a 10-kbps
channel with Rayleigh fading. The buffer size, packet
size, and routing protocol (tree topology) are the same
as in the initial setup. The channel capacity is varied
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based on Rayleigh fading. The source rate and
transmitter rate are controlled by RR, RRG, and the
back-off interval. Hence, the channel utilization al-
gorithm, Mac back-off selection, is combined with
RR (Mac-RR) and RRG (Mac-RRG). Fig. 8 shows
the buffer occupancy for Mac-RR and Mac-RRG.

DPCC — % -
ADCC —+-,]

S'P-regulate T
SP —=—

sf (a)

= 25}

N
o
T

Buffer size (packet
@

10F
5h A 1
o AR A NN Sar
0 10 20 30 40 50
Simulation time (s)
2.0 r
SP-regulate —a—
(b) SP—w-—
15 1
o
5 10 ! A
d
0.5 1
O n n n n
0 10 20 30 40 50
Simulation time (s)
0.5 r r
(c) SP-regulate —a—
0.4 SP —=— A
2
= 0.3f E
Q
®
8
& 0.2f k
0.1F “M.ﬁ\ E
] }
1 \ b
0 . L]

0 10 20 30 40 50
Simulation time (s)

Fig. 7 Performance of the split protocol (SP) for the
transmitter node that receives data from three neighbor
nodes and sends out data to two upstream nodes

(a) Queue utilization; (b) Ratio between outgoing and in-
coming rates; (c) Probability of congestion

Buffer utilization is approximately the same for
Mac-RR, Mac-RRG, and DPCC. Mac-RRG regulates
the outgoing traffic of the source in order to meet the
outgoing traffic of the receiver node in the presence of
channel fading and the rate ratio varies with respect to
time (Fig. 9b). The simulation results are tested in the

bad channel condition. This is reflected by the status
value as shown in Fig. 9a. This causes the rate ratio to
fluctuate, as shown in Fig. 9b.
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Fig. 8 Queue utilization of back-off interval selection

combined with RR and RRG for an intermediate node

that receives data from three neighbor nodes and sends
out data to a single node
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bined with RR and RRG for an intermediate node that
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(a) Probability of congestion; (b) Ratio between outgoing

and incoming traffic

As a whole, the packet drop is completely
avoided in all the proposed methods, namely RRG, SP,
Mac-RR, and Mac-RRG. There is no packet drop in
DPCC. However, use of the buffer is not optimal.
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Only 50% of the buffer is used efficiently in DPCC,
whereas the buffer capacity is efficiently used by RRG,
SP-regulate, Mac-RR, and Mac-RRG. Buffer occu-
pancy is more than 80% in case of RRG and SP-
regulate. Mac-RR and Mac-RRG use the maximum
channel capacity. Data loss due to the sudden increase
in the data rate can be avoided by the varying nature
of the threshold value. The fixed threshold in DPCC
results in packet drop when there is bursting data
traffic.

The source rates of RRG and SP are compared
with those of the existing systems DPCC and ADCC
in Table 2. Though RRG increases the data rate when
there is no congestion, the source rates are reduced
(Fig. 6b). As the congestion control method RRG
reduces the source rate, it may not be useful for mis-
sion critical applications where the data must be
generated within the given time interval and are con-
sidered vital. This method can be used by non-
mission-critical applications. Thirty-three percent of
the initial source rate is preserved in RRG, equal to the
incoming traffic, whereas DPCC preserves only 25%
of the initial source rate. ADCC also preserves 33% of
the source rate, but it does not consider channel ca-
pacity, which leads to packet drop.

Table 2 Source rate comparison between congestion
control methodologies

Congestion con- Final rate
trol method Source 1 Source 2 Source 3
RRG 1179 2206 1689
SP 5120 5120 5120
DPCC 1201 1333 1333
ADDC 1706 1706 1706

The initial rate is 5120 for all the three sources and four methods

On the other hand, SP conserves the source rate
by increasing the receiver node transmission rates
when there is congestion. Hence, 100% of the data
rate is maintained. Thus, this method is suitable for
mission critical applications such as mining and battle
field monitoring. Back-off interval selection can be
combined with both RRG and SP to use the channel
capacity efficiently.

To analyze the accuracy of the congestion pre-
diction method, the simulations are performed with
10 source nodes and one receiver node. Simulations
are run 1500 times to collect sufficient statistics for

calculating the accuracy of the congestion prediction
model. The number of active neighbor nodes sending
packets to the receiver node is varied randomly be-
tween 1 and 10. The prediction model controls the
source rate in accordance to the change in incoming
packets.

In RRG, the source rates are increased to use the
buffer occupancy. When the buffer occupancy of the
receiver node is maintained at the maximum thresh-
old value and a sudden increase of incoming packets
from more neighbor nodes, congestion occurs in the
receiver node and the accuracy of the prediction
model becomes 98.6%. SP works with 100% effi-
ciency as it increases the outgoing rate of the receiver
node. The outgoing rate of the receiver node can be
increased in SP, till it reaches the maximum channel
capacity.

7 Conclusions

This paper presents a congestion prediction
method and congestion control schemes where con-
gestion is mitigated by controlling the outgoing traffic
of the source nodes and selecting the back-off interval
of all nodes based on the channel condition. The in-
coming rate of the receiver node is mitigated by con-
sidering buffer occupancy using RRG, whereas SP
regulates the node transmission rate. Additionally, the
back-off interval selection scheme mitigates the
outgoing flow of each node. Simulation results show
that the proposed schemes increase the per-node
throughput and reduce energy in the network by
avoiding packet drops (Energy efficiency is not
shown explicitly in this paper. Since there is no re-
transmission of packets, energy consumption of every
node is reduced). The source data rate is preserved in
case of RRG and SP. The performance in terms of
node throughput increases when the back-off interval
selection algorithm is combined with RR and RRG
because the incoming and outgoing traffic is balanced.
As the buffer occupancy is minimal in case of RR and
SP, burst of data traffic can be handled well.
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Appendix: Proof of Eq. (3)

Let P(a(f)+1) be the probability of a node having
one packet greater than the threshold value at time ¢.
P(a(t)+1)=p(a(f)+1), where p(a(f)+1) is the probabil-
ity of one packet arrival, calculated using Eq. (3).
Similarly,

P(a()F2)=p(a(O)+2)+p(a(t)t1a(n)+1).

The probability that the node contains more than
two packets above the threshold value depends on two
new arrivals of packets or one new arrival provided
that there exists one packet more than the threshold
value. When generating such functions, we have (for



Annie Uthra et al. / J Zhejiang Univ-Sci C (Comput & Electron) 2014 15(3):187-199 199

simplicity, a(?) is replaced as a) In general,
P(at1)=p(a+l), k-1
P(a+2)=p(o+2)+p(a+1]ot1), P(a+k)=pla+k)+) p(a+n|a+(k-n)),
P(at3)=p(a+3)tp(atllat2)ytp(at2jotl), "

P(atky=p(atkytp(at ot (k=) tp(act2lot(k-2))  Wherek=2,3, ..., BUFMAX~a with k=1 as the initial
+...4p(ot(k—1)|at1). condition.
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