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Abstract: In recent years, much attention has been focused on designing provably secure cryptographic primitives
in the presence of key leakage. Many constructions of leakage-resilient cryptographic primitives have been proposed.
However, for any polynomial time adversary, most existing leakage-resilient cryptographic primitives cannot ensure
that their outputs are random, and any polynomial time adversary can obtain a certain amount of leakage on the
secret key from the corresponding output of a cryptographic primitive. In this study, to achieve better performance,
a new construction of a chosen ciphertext attack 2 (CCA2) secure, leakage-resilient, and certiﬁcateless public-key
encryption scheme is proposed, whose security is proved based on the hardness of the classic decisional Diﬃe-Hellman
assumption. According to our analysis, our method can tolerate leakage attacks on the private key. This method
also achieves better performance because polynomial time adversaries cannot achieve leakage on the private key from
the corresponding ciphertext, and a key leakage ratio of 1/2 can be achieved. Because of these good features, our
method may be signiﬁcant in practical applications.
Key words: Certiﬁcateless public-key encryption; Leakage-resilience; Provable security; CCA2 security; Decisional
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1 Introduction
The identity-based encryption (IBE) scheme
(Shamir, 1984) requires a trusted third-party private
key generator (PKG) center to generate private keys
for all identities. The complete private keys of all
users are held by PKG. In other words, PKG can
‡
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replace any user to encrypt a message or to decrypt
a ciphertext. Therefore, in an IBE scheme, PKG
can act with impunity. To alleviate this problem,
Al-Riyami and Paterson (2003) proposed the certiﬁcateless public-key encryption (CL-PKE) scheme. In
the CL-PKE scheme, PKG can generate only a partial private key that corresponds to a user’s identity,
and the master key is held secretly by PKG. Together
with the secret value generated by the user, a complete private key can be constructed. PKG creates
the private key of any user working together with
other users. Therefore, in a CL-PKE scheme, the
user requires both the receiver’s identity and his/her
public key to encrypt a message. To decrypt a ciphertext, a receiver requires a complete private key.
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1.1 Leakage resilience

1.3 Prior constructions and limitations

Traditionally, cryptographic primitive security
has been researched in an ideal setting, in which
no polynomial time adversary could obtain valuable
information about the internal secret stages (e.g.,
private key); i.e., in an ideal security model, the
participant has a secret state which is assumed to
be completely inaccessible to the adversary. However, in real life, some valuable information about
the internal secret states can be captured by any
polynomial time adversary through various leakage
attacks (e.g., side-channel and cold-boot attacks).
Therefore, the traditional cryptographic primitives
cannot maintain their claimed security in real life if
the adversary obtains leakage of a certain amount of
internal secret state information, since their claimed
security is proved in an ideal security model and the
internal secret stage leakages are omitted.
Recently, many constructions of leakageresilient cryptographic primitives have been proposed, such as leakage-resilient public-key encryption (LR-PKE) (Naor and Segev, 2012; Li et al.,
2013; Liu et al., 2013), leakage-resilient identitybased encryption (Li et al., 2016), leakage-resilient
certiﬁcateless signcryption (Zhou et al., 2016),
leakage-resilient authenticated key exchange (Chen
et al., 2016a,b), and leakage-resilient certiﬁcatebased encryption (Yu et al., 2016). The above constructions can maintain their claimed security even
if the adversary obtains a certain amount of internal
secret state leakage.

The ﬁrst security model for the LR-PKE scheme
was presented by Akavia et al. (2009). Later, based
on existing conclusions (Cramer and Shoup, 2003;
Akavia et al., 2009), the leakage-resilient chosenplaintext attack (LR-CPA) and leakage-resilient
chosen-ciphertext attack (LR-CCA) models were distinguished by Naor and Segev (2012). In addition, based on the Cramer-Shoup scheme (Cramer
and Shoup, 2003), two LR-PKE schemes were constructed by Naor and Segev (2012).
Next, Liu et al. (2013), Li et al. (2013), and Qin
et al. (2015) proposed three new methods to construct a CCA secure LR-PKE scheme. However, in
these schemes, any polynomial time adversary can
be leaked on the private key from the corresponding ciphertext, because some elements in ciphertext
can be written as a function on the private key.
In other words, for any polynomial time adversary,
these schemes cannot ensure that all elements of ciphertext are random.
Furthermore, Xiong et al. (2013) proposed a
leakage-resilient certiﬁcateless public-key encryption
(LR-CL-PKE) scheme, whose security is proved
based on the intractability assumptions of composite
order bilinear groups. However, this scheme is only
CCA1 secure, and cannot achieve CCA2 security.
Remark
For presentation simplicity, we will
call the CCA secure public-key encryption (PKE)
schemes proposed by Naor and Segev (2012), Liu
et al. (2013), Li et al. (2013), Qin et al. (2015),
and Xiong et al. (2013) ‘LR-PKE-NS’, ‘LR-PKELiu’, ‘LR-PKE-Li’, ‘LR-PKE-Qin’, and ‘LR-CLPKE-Xiong’, respectively.

1.2 Bounded-leakage model
In the bounded-leakage model, arbitrary leakage
on the private key can be captured by any polynomial
time adversary, as long as the total bit leakage is
bounded by a ﬁxed leakage parameter. In the entire
lifetime of the key, the leakage must be less than
leakage parameter λ, which is a ﬁxed parameter and
subject to constraint λ ≤ |SKid |.
In the leakage setting, the adversary’s leakage
attacks are modeled by obtaining access to a leakage
λ,k
(·) (for details, see Section 2.7). In other
oracle OSK
id
words, in the proof of security, any polynomial time
adversary can get leakage fi (SKid ) on private key
λ,k
SKid from leakage oracle OSK
(·) with an eﬃcient
id
computable leakage function fi : {0, 1}∗ → {0, 1}λi
and an identity id as input.

1.4 Our contributions
In this study, we will focus on the construction
of an eﬃcient CCA2 secure CL-PKE scheme that can
tolerate leakage attacks. Our proposal can achieve
CCA2 security based on the hardness of the classical decisional Diﬃe-Hellman (DDH) assumption and
provides better performance by preventing any polynomial time adversary from achieving leakage on the
private key from the corresponding ciphertext, resisting against bounded leakage attacks, etc.
Overall, our proposal is a new mathod for constructing a more eﬃcient LR-CL-PKE scheme without sacriﬁcing CCA2 security.
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2 Preliminaries
2.1 Notations
Let k ∈ N denote the security parameter, [n] the
set {1, 2, · · · , n}, s ←R S the operation of picking an
element s uniformly at random from S, and y ←
A(x) the operation of running algorithm A with x as
input and assigning y as the result. If an algorithm
A is randomized and the computation of A for any
input terminates in at most polynomial steps, then A
is a probabilistic polynomial-time (PPT) algorithm.
2.2 Target collision resistant
Deﬁnition 1 (Cramer and Shoup, 2003) Let HI =
{Hi : X → Y}i∈I be a set of one-way hash functions. For any PPT adversary A, if probability
AdvTCR
(k) = Pr[Hi (x) = Hi (x ) ∧ x = x ] is negliA
gible, where x ← A(x, Hi ), i ←R I, and x ←R X ,
then HI is target collision resistant.
2.3 Computational assumptions
Let G = (q, G, g) be generated by a PPT algorithm G(1k ) with security parameter k, where G is a
group of order big prime q, and g is a generator of G.
Deﬁnition 2 (DDH) (Cramer and Shoup,
2003) Given two four-tuple sets (g, g a , g b , g ab )
and (g, g a , g b , g c ) for some unknown exponents
a, b, c ←R Zq∗ for any PPT adversary A, advantage
AdvDDH
(k) = | Pr[A(g, g a , g b , g ab ) = 1]−Pr[A(g, g a ,
A
b c
g , g ) = 1]| is negligible.
Deﬁnition 3 (Discrete logarithm, DL) (Cramer and
Shoup, 2003) Given a two-tuple set (g, g d ) for an
unknown exponent d ←R Zq∗ for any PPT adversary A, advantage AdvDDH
(k) = Pr[A(g, g d ) = d] is
A
negligible.
2.4 Random extractor
The statistical distance of A and B is deﬁned

as SD(A, B) = 12 ω∈Ω |Pr[A = ω] − Pr[B =
ω]|, where A and B are two random variables
over a ﬁnite domain Ω. For any random variables A and C, let H∞ (A) = − log(maxa Pr[A =
a]) denote the minimum entropy of A, and
 ∞ (A|C) = log(Ec maxa Pr[A = a|C = c]) =
H
− log(Ec←C [2−H∞ (A|C=c) ]) denote the average minimum entropy of A conditioned on another variable
C. In other words, for any PPT adversary A, we can
obtain
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Pr(A(C) = A) = Ec [Pr(A(C) = A)]
≤ Ec [2−H∞ (A|C=c) ]


= 2−H∞ (A|C) .
Deﬁnition 4 (Random extractor) (Dodis et al.,
2008) Eﬃcient computable function Ext : {0, 1}ln
·{0, 1}lt → {0, 1}lm is an average-case (x, y)-strong
extractor. For any random variables A and C
 ∞ (A|C) ≥ x), we
(such that A ∈ {0, 1}ln and H
have SD((Ext(A, S), S, C), (Um , S, C)) ≤ y, where
S ←R {0, 1}lt and Um ←R {0, 1}lm .
Lemma 1 (Dodis et al., 2008) For any random
variables A, B, and C, if B has at most 2l possible
values, then we can obtain
 ∞ (A|(B, C)) ≥ H
 ∞ (A|C) − l.
H
2.5 Leftover hash lemma
If for all distinct x1 = x2 ←R X , we have
Pr[Hi (x1 ) = Hi (x2 )] ≤ 1/|Y|, then Hi : X → Y
is a universal hash function.
Example 1 (Liu et al., 2013) Let G be a cyclic
group of prime order q, Hk1 ,k2 ,··· ,kL (g0 , g1 , · · · , gL ) =
kL
be a universal hash function, where g0 ∈
g0 g1k1 · · · gL
G, and ∀i ∈ [L], ki ∈ Zq∗ and gi ∈ G.
Lemma 2 (Dodis et al., 2008) If HI : {Hi : X →
Y} is a set of universal hash functions, then for any
two random variables A ←R X and C, we have

1
2−H∞ (A) |Y|,
2
1
2−H ∞ (A|C) |Y|,
SD((Hi (A), i, C), (Uy , i, C)) ≤
2
SD((Hi (A), i), (Uy , i)) ≤

where i ←R I and Uy ←R Y.
Lemma 3 (Dodis et al., 2008) Let HI : {Hi :
{0, 1}ln → {0, 1}lm } be a set of universal hash functions. For any random variables A and C (such
 ∞ (A|C) ≥ x), we have
that A ←R {0, 1}ln and H
SD((C, i, Hi (A)), (C, i, Um )) ≤ y as long as lm ≤
x − 2 log(1/y), where i ←R I and Um ←R {0, 1}lm .
2.6 Key derivation functions
Deﬁnition 5 (Cramer and Shoup, 2003) Let G =
(q, G, g) be generated by a PPT algorithm G(1k ). If
for any PPT algorithm A, advantage AdvKDF
(k) =
A
|Pr[A(R, KDF(R)) = 1] − Pr[A(R, k1∗ , k2∗ ) = 1]| is
negligible, where R ←R G and k1∗ , k2∗ ←R Zq∗ ,
then KDF : G → Zq∗ ·Zq∗ is a secure key derivation
function.
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Note that if variable R has enough entropy,
then output KDF(R) of key derivation function
KDF : G → Zq∗ ·Zq∗ will be random; i.e., for any
PPT adversary, KDF(R) is a uniform distribution
over Zq∗ ·Zq∗ .
2.7 Leakage oracle
The adversary’s leakage attack on private key
SKid is modeled by giving adversary access to a leakλ,k
(·) on private key SKid , and the adage oracle OSK
id
versary can query to gain the leakage about SKid .
λ,k
The formal deﬁnition of leakage oracle OSK
(·) is as
id
follows:
Deﬁnition 6 (Alwen et al., 2009) A leakage oracle
λ,k
(·) is parameterized by a private key SKid , a
OSK
id
leakage parameter λ, and a security parameter k. A
query to the oracle consists of an eﬃcient computable
leakage function fi : {0, 1}∗ → {0, 1}λi , where fi
λ,k
can be chosen adaptively. Leakage oracle OSK
(·)
id
checks if the sum of λi , over all queries received so far,
exceeds leakage parameter λ and ignores the query
λ,k
(·)
if this is the case. Otherwise, leakage oracle OSK
id
responds with fi (SKid ).
Without loss of generality, we can assume that
λ,k
(·) only
the adversary can query leakage oracle OSK
id
once with an eﬃcient computable leakage function
f : {0, 1}∗ → {0, 1}λ whose output f (id ) is at most
λ bits.

3 Security model of the CL-PKE
scheme
A CL-PKE scheme is composed of seven PPT
algorithms: Setup, Set-Secret-Value, Partial-KeyExtract, Set-Private-Key, Set-Public-Key, Enc, and
Dec. Due to lack of space, the deﬁnitions of these algorithms are omitted; for details, see Al-Riyami and
Paterson (2003).
In the security proof of the CL-PKE scheme, we
consider the following two adversary types:
Type I: Adversary A1 does not have access to
the master secret key; however, it may replace the
public key of any user. In addition, we make several
restrictions on this type of adversary: (1) A1 cannot
make a partial private key extraction query for challenge identity; (2) A1 cannot replace a public key for
challenge identity before the challenge stage.
Type II: Adversary A2 does have access to the
master secret key; however, it cannot replace the

2018 19(4):481-493

public key of any user. The restrictions on this type
adversary are: (1) A2 cannot extract the private
key for challenge identity; (2) A2 cannot replace the
public key of any user.
In the leakage setting, we require that a CLPKE scheme remain its original security even in the
presence of key leakage. Now, we review a security
notion of the LR-CL-PKE scheme, called ‘indistinguishability of ciphertext under leakage-resilient chosen ciphertext attack 2’ (LR-CCA2). This notion is
deﬁned by the following interaction games: Gamei
(i = 1, 2) between an adversary Ai (i = 1, 2) and a
challenger C under security parameter k and leakage
parameter λ. From now on, let M denote the plaintext space, and ID the identity space of the user.
Game1 : This game is performed by a Type I
adversary A1 and a challenger C.
Setup: In this stage, public parameter Params
and master secret key Smsk are generated by running setup algorithm Setup(1k ). Challenger C sends
Params to adversary A1 while keeping Smsk secret.
Test stage 1: A1 performs a polynomially
bounded number of queries, and each query may depend on the answers to the previous queries.
1. On receiving a query (id, partial key extraction): C runs (sid , Sid ) = Set-Secret-Value(id) and
(Pid , did ) = Partial-Key-Extract(Smsk , id, Sid ), and
sends (Pid , did ) to A1 .
2. On receiving a query (id, private key extraction): C runs (sid , Sid ) = Set-Secret-Value(id) and
(Pid , did ) = Partial-Key-Extract(Smsk , id, Sid ), and
sends SKid = Set-Private-Key(did , sid ) to A1 .
3. On receiving a query (id, public key extraction): C runs (sid , Sid ) = Set-Secret-Value(id) and
(Pid , did ) = Partial-Key-Extract(Smsk , id, Sid ), and
sends PKid = Set-Public-Key(Pid , Sid ) to A1 .
4. At any time, A1 can replace public key PKid
of any user with its own.
5. On receiving a query (id, c, decryption): Private key SKid is obtained through a private key extraction query for id, and C sends the corresponding
result M/⊥ = Dec(SKid , c) to A1 .
6. On receiving a query (id, fi (·), leakage): C
λ,k
(·) and returns the corruns leakage oracle OSK
id
λ,k
responding answer fi (SKid ), where OSK
(·) takes
id
private key SKid and eﬃcient computable leakage
function fi : {0, 1}∗ → {0, 1}λi as inputs. In the
whole process of leakage queries, the total length of
λ,k
(·)
fi (SKid ), all returned from leakage oracle OSK
id
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about the same private key SKid , must be less than

leakage parameter λ, i.e., ij=1 fj (SKid ) ≤ λ. Otherwise, an invalid answer ⊥ will be obtained. In other
words, adversary A1 can obtain a certain amount of
leakage on private key SKid by asking leakage oracle
λ,k
(·).
OSK
id
Challenge stage: In this stage, A1 outputs two
equal-length messages M0 , M1 ∈ M and a challenge
identity id∗ ∈ ID. On receiving M0 , M1 , and id∗ , C
chooses a random bit b ←R {0, 1}, and sends challenge ciphertext cb ← Enc(PKid∗ , Mb ) to A1 . Note
that id∗ has not been queried to extract a private key
or replace a public key for challenge identity at any
time, and cannot be equal to an identity for which
the public key has been replaced.
Test stage 2: This stage is similar to test stage 1.
However, id∗ has not been queried to extract a private key or replace a public key at any time, and
cannot be equal to an identity for which the public
key has been replaced. Except for the above constraints, in this stage, no decryption queries should
be made on challenge ciphertext cb and challenge
identity id∗ . Also, the leakage query is banned; i.e.,
in this stage, A1 cannot be leaked on the private key
λ,k
of any user from leakage oracle OSK
(·).
id

Output: A1 outputs a bit b ∈ {0, 1} as the
guess of b. If b = b, then A1 wins.
In Game1 , the advantage of A1 is deﬁned as
LR-CCA2
AdvCL-PKE,A1 (k, λ) = | Pr[A1 wins] − 1/2|.
Game2 : This game is performed by a Type II
adversary A2 and a challenger C.
Setup: In this stage, public parameter Params
and master secret key Smsk are generated by running setup algorithm Setup(1k ). Challenger C sends
Params and Smsk to adversary A2 . Note that in this
game, Smsk is controlled by A2 .
Test stage 1: This stage with Game1 is the same;
however, in Game2 , A2 can compute any user’s partial private key for itself by using the master secret
key, and cannot replace the public key of any user.
Challenge stage: In this stage, two equal-length
messages M0 , M1 ∈ M and a challenge identity id∗ ∈
ID are submitted by A2 , where id∗ has not been
issued as a private key extraction query. C sends
challenge ciphertext cb ← Enc(PKid∗ , Mb ) to A2 ,
where b ←R {0, 1}.
Test stage 2: In this stage, challenge identity
∗
id has not been issued as a private key extraction
query. Also, no decryption queries should be made
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on challenge ciphertext cb and challenge identity id∗ ,
and the leakage query is banned.
Output: A2 outputs a bit b ∈ {0, 1} as the
guess of b. If b = b, then A2 wins.
In Game2 , the advantage of A2 is deﬁned as
AdvLR-CCA2
CL-PKE,A2 (k, λ) = | Pr[A2 wins] − 1/2|.
Deﬁnition 7 (LR-CCA2 security) A CL-PKE
scheme is secure against adaptive leakage-resilient
chosen ciphertext attacks if for any PPT adversary Ai (i = 1, 2), advantage AdvLR-CCA2
CL-PKE,Ai (k, λ)
(i = 1, 2) in above interactive game Gamei (i = 1, 2)
is negligible. The only restriction is that the total
number of leakage bits on the private key is bounded
by some positive integer λ.
Consistent with the studies conducted by Naor
and Segev (2012), Liu et al. (2013), Li et al. (2013),
and Qin et al. (2015), in interaction games Game1
and Game2 , adversaries A1 and A2 are given access
λ,k
(·) prior to receiving the
to only leakage oracle OSK
id
challenge. This is a necessary restriction because,
otherwise, one could easily win the distinguishing
game.

4 CCA2 secure LR-CL-PKE scheme
In this section, we show an LR-CL-PKE scheme
in the bounded-leakage model based on the hardness of the classical DDH assumption and the target
collision resistance of the one-way hash function.
4.1 Constructions
Our LR-CL-PKE scheme Π consists of the following algorithms, each of which is described in
detail.
4.1.1 Setup
In the setup stage, PKG performs the following
operations:
Let G = (q, G, g) be generated by a PPT algorithm G(1k ) with security parameter k, where G is a
group of order prime q, and g is a generator of G.
Let H : G·G·{0, 1}lm ·{0, 1}lt → Zq∗ , H1 :
ID·G·G → Zq∗ , and H2 : {0, 1}lm → Zq∗ be three target collision resistant one-way hash functions, where
lm denotes the length of the plaintext. Thus, the
message space is M = {0, 1}lm .
Let Ext : G·{0, 1}lt → {0, 1}lm be an averagecase (log q − λ, ε)-strong extractor, where λ is a ﬁxed
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leakage parameter, and ε be negligible in security
parameter k.
Let KDF : G → Zq∗ ·Zq∗ be a secure key derivative function.
Choose a random value Smsk ←R Zq∗ as
the master secret key, and compute PPub =
g Smsk .
In addition, all of the algorithms described in Sections 4.1.2–4.1.4 are given Params =
q, G, g, PPub , H, H1 , H2 , Ext, KDF as part of their
inputs.
4.1.2 Key generation
The key generation is performed by the following algorithms:
SetSecretValue(id): Choose a secret value
sid ←R Zq∗ , and compute Sid = g sid . Output sid
and Sid .
PartialKeyExtract(Smsk , id, Sid ): Choose a random value r ←R Zq∗ , and compute Pid = g r and
did = r + Smsk H1 (id, Pid , Sid ) mod q. Output did
and Pid .
SetPublicKey(id, Pid , Sid ): Set PKid = (Sid ,
Pid ) as the complete public key of user id.
SetPrivateKey(id, did , sid ): Set SKid = (sid , did )
as the complete private key of user id.
Note that we can use the interaction protocol
(Fig. 1) between user id and trusted third-party PKG
to describe key generation.
User
ID
User ′s operations:

Partial key generation center
PKG

Choose sid ∈ Zq* , and compute Sid = g sid .
ID → PKG : id,Sid
PKG's operations:
Compute Pid = g r and did = r + Smsk H1 (ID, Sid , Pid )mod q,
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1. Compute U1 = g r1 and U2 = g r2 , where
r1 , r2 ←R Zq∗ .
2. Compute e = Ext(Sid r2 (Pid PPub hid )r1 , S) ⊕
M , where S ←R {0, 1}lt and hid = H1 (id, Sid , Pid ).
3. Compute V = Sid r1 (Pid PPub hid )r2 μ , where
μ = H(U1 , U2 , e, S).
4. Compute v = r1 k1 H2 (e) + r2 k2 mod q, where
(k1 , k2 ) = KDF(V ).
5. Set c = (U1 , U2 , e, v, S) as ciphertext of M ,
and output ciphertext c.
Note that the randomness extraction in step 2
is performed by an average-case strong extractor
Ext : G·{0, 1}lt → {0, 1}lm ; however, step 3 is implemented through a special universal hash function
Hμ (d, f ) = df μ as an average-case strong extractor,
where μ ∈ Zq∗ , d = Sid r1 , and f = (Pid PPub hid )r2
in our proposal, which is deﬁned in Example 1 in
Section 2 with L = 1. Thus, variable V has enough
entropy, and from the adversary’s view, the value
of v is random. Therefore, in our proposal, all of
the elements of the ciphertext will be random, and
no PPT adversary can be leaked on the private key
from the corresponding ciphertext.
4.1.4 Decryption
A ciphertext c = (U1 , U2 , e, v, S) can be decrypted by decryption algorithm M = Dec(SKid , c)
with private key SKid = (sid , did ).
Compute V  = U1 sid U2 μdid , where μ =
H(U1 , U2 , e, S).
The consistency of ciphertext c is checked by


?
g v = U1 k1 H2 (e) U2 k2 , where (k1 , k2 ) = KDF(V  ). If
this equation does not hold, output dummy value ⊥;
otherwise, output M = Ext(U2 sid U1 did , S) ⊕ e as the
plaintext of c.

where r ∈ Zq* .

4.2 Correctness
PKG → ID : did , Pid

User ′s operations:
If g did = PidPPubH1(ID,Sid ,Pid ) ,

The correctness of our LR-CL-PKE scheme is
obtained from the following equations:

then output PK id = (Sid , Pid ) and SK id = (sid, did ).

Fig. 1 Key generation algorithm

V  = U1 sid U2 μdid = g r1 sid g r2 μdid
= Sid r1 (Pid PPub hid )r2 μ = V,

4.1.3 Encryption
To encrypt a plaintext M ∈ M, encryption
algorithm c ← Enc(PKid , M ) takes public key
PKid = (Sid , Pid ) as input, and outputs a ciphertext
c = (U1 , U2 , e, v, S).

U2 sid U1 did = g r2 sid g r1 did
= Sid r2 (Pid PPub hid )r1 ,




g v = g r1 k1 H2 (e)+r2 k2 = U1 k1 H2 (e) U2 k2 ,
where μ = H(U1 , U2 , e, S), hid = H1 (id, Sid , Pid ),
and g did = Pid PPub hid .
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5 Proof of security
For any unknown exponents a, b, c ∈ Zq∗ , we call
tuple (g, g a , g b , g c ) a ‘DH instance’ if c = ab, and
call tuple (g, g a , g b , g c ) a ‘non-DH instance’ if c =
ab. Note that in this study, we consider only the
private key’s leakage, and the leakage of the master
secret key is omitted; i.e., in the proof of security, any
PPT adversary can be leaked only on the private key
λ,k
(·). In addition, in Game1
from leakage oracle OSK
id
and Game2 , the leakage queries are performed by
adversaries A1 and A2 before the challenge stage.
Theorem 1 If the DDH assumption is intractable
and one-way hash function H is target collision resistant, then for any leakage parameter λ ≤ log q − lm −
ω(log k), our LR-CL-PKE scheme Π is LR-CCA2
secure.
To prove the above theorem, we will prove Lemmas 4 and 5. Lemma 4 shows that our LR-CLPKE scheme Π is secure resistant against the Type
I attacker, whose behavior is described in Game1 .
Lemma 5 shows that our LR-CL-PKE scheme Π is
secure resistant against the Type II attacker, whose
behavior is described in Game2 .
Lemma 4 If the DDH assumption is intractable
and the hash function H is target collision resistant,
then for any leakage parameter λ ≤ log q − lm −
ω(log k), our LR-CL-PKE scheme Π is CCA2-secure
resistant against the Type I adversary.
Proof If a Type I adversary A1 can break the security of our proposal Π with non-ignorable advantage ε1 , then there exists an adversary B that can
break the hardness of the classical DDH assump
tion with obvious advantage AdvDDH
B,A1 (λ, k) ∈ (1 −
qS
qS
ε1
ε1
1
qD +qS
qD +qS +1 +
2k ) e(qD +qS +1) , (1 − 2k )(1 − qD +qS +1 )

λ
λ
2 qD
2 −1 , where k is the security parameter,
q−qD +1 + 2
q is the prime order of the underlying group, qS is
the number of private key extraction queries, qD is
the number of decryption queries, and e is the base
of the natural logarithm.
Now, we show how to use Type I adversary A1 to
construct an adversary B that can break the hardness
of the DDH assumption. First, adversary B receives
a challenge instance (g, g a , g b , g c ) from the challenger
of the DDH assumption, where a, b, c ∈ Zq∗ . According to the hardness of the DL problem, the exponents
of the challenge instance are unknown for adversary
B. Thereafter, B chooses an identity idj ∈ ID as the
challenge identity. In addition, ﬁve lists L1 , Lp , LP ,
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LS , and LD are maintained by B to keep track of the
answers to the corresponding queries. These lists are
initially empty; i.e., L1 will be used to keep track of
the answers of random oracle H1 , Lp will be used to
keep track of the answers of partial key extraction
queries, LP will be used to keep track of the answers
to the partial key extraction queries, LS will be used
to keep track of the answers to the public key extraction queries, and LD will be used to keep track of the
answers to the decryption queries.
B can simulate the challenger’s execution of each
stage of Game1 for A1 as follows.
Setup: Public parameter Params and master
secret key Smsk are generated by setup algorithm
Setup(1k ). Adversary B sends Params to adversary
A1 . Also, random oracle H1 is controlled by B as
follows.
On receiving a query (id, Sid , Pid , random oracle
H1 ):
Search a tuple id, Sid , Pid , h1 from L1 with index id, and return h1 as the answer.
Note that in this case, we can surely
ﬁnd id, Sid , Pid , h1 from L1 , because tuple
id, Sid , Pid , h1 will be added to L1 in the public
key extraction query for identity id.
Test stage 1: B answers A1 ’s queries as follows:
Partial-Key-Extract: On receiving a partial key
extraction query (id, Sid , partial key extract):
If id, Sid , Pid , did can be found from Lp with index id, then return Pid and did as the answer; oltherwise, choose did , h1 ←R Zq∗ , and compute Pid =
g did (PPub h1 )−1 . Also, add tuple id, Sid , Pid , did to
Lp and id, Sid , Pid , h1 to L1 . Finally, return Pid
and did as the answer.
Public-Key-Extract: On receiving a public key
extraction query (id, public key extract):
If id, PKid can be found from LP with index
id, then return PKid as the answer; otherwise, do the
following:
1. If id = idj , set Sid = g a (implicitly setting
sid = a). Thereafter, run the above simulation algorithm for partial key extraction, taking id and Sid
as inputs to obtain partial keys Pid and did . Finally,
return PKid = (Sid , Pid ) as the answer. Note that in
this case, element did of private key SKid is controlled
by B.
2. If id = idj , choose sid ←R Zq∗ , and compute Sid = g sid . Thereafter, run the above simulation algorithm for partial key extraction, taking id
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and Sid as inputs to obtain partial keys Pid and did .
Also, add tuple id, PKid = (Sid , Pid ) to LP , and
id, SKid = (sid , did ) to LS . Finally, return PKid as
the answer.
Private-Key-Extract: On receiving a private key
extraction query (id, private key extract):
If id, SKid can be found from LS with index
id, then return SKid as the answer; otherwise, do the
following:
1. If id = idj , return an invalid answer ⊥ and
terminate.
2. If id = idj , run the above simulation algorithm for public key extraction, taking id as input
(Note that in this query, a tuple id, SKid will be
added to LS ), and search a tuple id, SKid from LS
with index id. Finally, return SKid as the answer.
Replace-Public-Key-Queries: A1 can replace
public key PKid of any user with its own.
Decryption-Queries: On receiving a decryption
query (id, c = (U1 , U2 , e, v, S), decryption), search a
tuple id, PKid from LP with index id, and there are
three cases:
1. If id, PKid = (Sid , Pid ) ∈ LP and id = idj :
(1) Search a tuple id, SKid = (sid , did ) from LS
with index id, and compute V  = U1sid U2μdid , where
μ = H(U1 , U2 , e, S).
k H (e)

k

(2) If g v = U1 1 2 U2 2 , where (k1 , k2 ) =
KDF(V  ), return M = Ext(U1did U2sid , S) ⊕ e; otherwise, return an invalid answer ⊥ and terminate.
2. If id, PKid = (Sid , Pid ) ∈ LP and id = idj :
Compute μ = H(U1 , U2 , e, S).
If there exist two values r1 , r2 ∈ Zq∗ such
r1
that V  = Sid
(Pid PPub h1 )r2 μ , (k1 , k2 ) = KDF(V  ),
k H (e)

k

and g v = U1 1 2 U2 2 , then return M =
r2
Ext(Sid
(Pid PPub h1 )r1 , S) ⊕ e; otherwise, return an
invalid answer ⊥ and terminate.
3. If id, PKid = (Aid , Bid ) ∈
/ LP , it means that
the public key of user id is replaced by A1 .
In this case, we assume that public key PKid =
(Sid , Pid ) of user id is replaced by a random value
PKid = (Aid , Bid ). Compute μ = H(U1 , U2 , e, S).
If there exist two values r1 , r2 ∈ Zq∗ subject
to constraints V  = Arid1 (Bid PPub h1 )r2 μ , (k1 , k2 ) =
k H (e)

k

KDF(V  ), and g v = U1 1 2 U2 2 , then return M =
Ext(Arid2 (Bid PPub h1 )r1 , S) ⊕ e; otherwise, return an
invalid answer ⊥ and terminate.
Leakage-Queries: On receiving an identity id
and an eﬃcient computable leakage function fi :
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{0, 1}∗ → {0, 1}λi , adversary B can return the corresponding answer fi (SKid ) by using leakage oracle
λ,k
(·) with private key SKid and leakage function
OSK
id
fi (·). In the leakage query process, the total length
of leakage fi (SKid ) all returned from leakage oracle
λC ,k
(·) on the same private key SKid must be less
OSK
id

than leakage parameter λ, i.e., ij=1 fj (SKid ) ≤ λ.
Otherwise, an invalid answer ⊥ will be obtained.
Challenge: Two equal-length messages M0 ,
M1 ∈ M and a challenge identity id∗ ∈ ID are submitted by adversary A1 , where identity id∗ has never
appeared in a private key extraction query or a leakage query with at most λ-bit leakage.
If id∗ = idj , return an invalid answer ⊥ and
terminate. Otherwise, do the following:
1. Perform a partial key extraction query
taking id∗ as input, and search two tuples
id∗ , Sid∗ , Pid∗ , h1 and id∗ , Sid∗ , Pid∗ , did∗ from L1
and Lp with index id∗ , respectively. Note that
Sid∗ = g a .
2. Choose r1 ←R Zq∗ , compute U1∗ = g r1 , and
set U2∗ = g b (implicitly setting r2 = b).
3. Choose S ∗ ←R {0, 1}lt and compute
∗
= Ext(g c (U1∗ )did∗ , S ∗ ) ⊕ Mb and V ∗ =
e
(Sid∗ )r1 μ (U2∗ )did∗ , where b ←R {0, 1} and μ =
H(U1∗ , U2∗ , e∗ , S ∗ ).
∗
4. Choose v ∗ ←R Zq∗ such that g v =
∗
U1∗ k1 H2 (e ) U2∗ k2 , where (k1 , k2 ) = KDF(V ∗ ).
5. Finally, return cb = (U1∗ , U2∗ , e∗ , v ∗ , S ∗ ) as a
challenge ciphertext of Mb to A1 .
Test stage 2: In this phase, adversary B answers
A1 ’s queries in the same way as it did in test stage 1.
However, in this stage, id∗ cannot be issued as a
partial or private key extraction query, whereas A1
can replace the public key freely. In addition, no
decryption queries should be made on ciphertext cb
and identity id∗ , and the leakage queries are banned.
The decryption queries can be answered in the
same way as in test stage 1. Here, we just repeat the
following important case:
Decryption-Queries. On receiving a decryption
query (id∗ , c, decryption), where c = (U1 , U2 , e, v, S)
and c = cb :
Search a tuple id, Sid∗ , Pid∗ , h1 from L1 with
index id∗ , and compute μ = H(U1 , U2 , e, S).
If there exist two values r1 , r2 ∈ Zq∗ subject
r1
h1 r2 μ
to constraints (k1 , k2 ) = KDF(Sid
) )
∗ (Pid∗ PPub
and g v

=

k H2 (e)

U1 1

k

U2 2 ,

then return M

=
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r2
h1 r1
Ext(Sid
) , S) ⊕ e. Otherwise, return
∗ (Pid∗ PPub
an invalid answer ⊥.
Output: Finally, A1 outputs b as the guess of
random bit b. If b = b, then B outputs γ = 1 (which
means ab = c); otherwise, it outputs γ = 0 (which
means ab = c).
Lemma 4 is proved through Claims 1 and 2. In
Claim 1, adversary B is given a tuple (g, g a , g b , g c ),
which is just a DH instance; in this case, a normal ciphertext will be received by A1 . However, in Claim 2,
tuple (g, g a , g b , g c ) is a non-DH instance; in this case,
A1 receives an abnormal ciphertext, and can output
a correct guess only with the help of leakage on the
private key.
Claim 1
If tuple (g, g a , g b , g c ) is a DH instance,
and adversary A1 can break the security of our
LR-CL-PKE scheme Π with non-ignorable advantage ε1 , then adversary B can be used to break
the hardness of the DDH assumption. Advantage
AdvDDH
B,A1 ,Claim1 (k) of adversary B is described as

AdvDDH
B,A1 ,Claim1 (k)


qS 
1
= 1− k
1−
2
qD +qS +1
ε1
.
·
qD + qS + 1

qD+qS

Because (g, g a , g b , g c ) is a DH instance, the
above interaction game is identical to that of the
actual attack from the adversary’s view; i.e., the real
and the simulated attacks are identical. Therefore, if
(g, g a , g b , g c ) is a DH instance, A1 cannot obtain any
valuable information on the private key in the above
interaction game.
Let E1 be the event that B does not terminate in
the query stage, E2 the event that B does not terminate in the challenge stage, and E3 the event that A1
does not submit a private key extraction query with
challenge identity id∗ . In the above game, A1 chooses
qD user identities in Decryption-Queries, chooses qS
user identities in Private-Key-Extract, and chooses
an identity in the challenge stage. Thus, we can
obtain
⎧
Pr[E1 ] = (1 − δ)qD +qS ,
⎪
⎪
⎨
Pr[E2 ] = δ,
⎪
⎪
⎩ Pr[E ] = 1 − qS ,
3
2k
1
where δ = qD +qS +1 denotes the probability that A1
chooses a challenge identity id∗ , such that id∗ = idj .
Therefore, the probability that B does not
terminate and A1 does not submit a private key
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extraction query with challenge identity id∗ is described as

qS 
Pr[E1 ∧E2 ∧E3 ] = 1 − k (1 − δ)qD+qS δ
2
qD +qS

qS 
1
= 1− k
1−
2
qD + qS + 1
1
·
.
qD + qS + 1
As discussed above, if A1 can break our proposal Π with non-ignorable advantage ε1 , B does
not terminate and A1 does not submit a private key
extraction query with challenge identity id∗ . By ignoring the key leakage functions, we ﬁnd that adversary B can solve the DDH problem with noticeqS
able advantage AdvDDH
B,A1 ,Claim1 (k) = (1 − 2k )(1 −
ε1
1
qD +qS
qD +qS +1 )
qD +qS +1 .
Note that when qD + qS is large enough, (1 −
1
qD +qS
is close to 1/e, where e is the base of
qD +qS +1 )
the natural logarithm. Therefore, we can obtain

ε1
qS 
AdvDDH
.
(k)
≥
1
−
B,A1 ,Claim1
k
2 e(qD + qS + 1)
Claim 2
If tuple (g, g a , g b , g c ) is a non-DH instance, and adversary B can be used to solve the
DDH problem with the help of the leakage on the
private key, then advantage AdvDDH
B,A1 ,Claim2 (λ, k) of
adversary B is described as follows:
AdvDDH
B,A1 ,Claim2 (λ, k) ≤

λ
2λ qD
+ 2 2 −1 .
q − qD + 1

From now on, let a ciphertext c =
(U1 , U2 , e, v, S) be a valid ciphertext if logg U1 =
logg U2 , and set a ciphertext c = (U1 , U2 , e , v  , S  )
as an invalid ciphertext if logg U1 = logg U2 even
if it can pass the decryption algorithm consistency
check. Let Reject be the event in which decryption
oracle DecO (SKid , ·) rejects all invalid ciphertexts in
the decryption query stage.
Next, we consider two diﬀerent cases in which
event Reject occurs or does not occur.
1. If tuple (g, g a , g b , g c ) is a non-DH instance and
decryption oracle DecO (SKid , ·) rejects all invalid ciphertexts (i.e., event Reject occurs), then the advantage of adversary B breaking the DDH assumption
λ

−1
is described as AdvDDH
.
B,A1 ,Reject (λ, k) ≤ 2 2
Let Leak denote the output information of all
leakage functions fi (SKid∗ )(i ≥ 1) acting on private
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key SKid∗ of challenge identity id∗ . The value of
Leak reaches 2λ at most, i.e., |Leak| ≤ 2λ .
In our proposal, all of the ciphertext elements
will be random from the adversary’s view, and no
PPT adversary can be leaked on the private key from
the corresponding ciphertext. Adversary A1 ’s view
consists of public key PK = (Sid∗ , Pid∗ ), challenge
ciphertext cb = (U1∗ , U2∗ , e∗ , v ∗ , S ∗ ), and λ-bit leakage Leak on private key SKid∗ = (sid∗ , did∗ ). Furthermore, A1 cannot obtain any valuable information on the private key by performing a decryption
query for an valid ciphertext. Because all of the invalid ciphertext will be rejected by decryption oracle
DecO (SKid , ·), A1 can output a guess only with the
help of leakage on the private key.
According to Lemma 1, we can obtain
 ∞ (SKid∗ |PKid∗ , cb , Params, Leak)
H
 ∞ (sid∗ , did∗ |Sid∗ , Leak)
=H
≥ log q − λ,
where sid∗ , did∗ ←R Zq∗ . Furthermore, Pid∗ , cb , and
Params do not contain any valuable information on
private key SKid∗ .
Thus, the probability that any PPT adversary
guesses private key SKid∗ is at most


2−H∞ (SKid∗ |PKid∗ ,cb ,Params,Leak) ≤

2λ
.
q

According to Lemma 2, we ﬁnd that the
advan-

tage of A1 outputting Mb is bounded by

1
2

λ

q 2q =

λ

2 2 −1 . Therefore, if tuple (g, g a , g b , g c ) is a non-DH
instance and decryption oracle DecO (SKid , ·) rejects
all invalid ciphertext, then we ﬁnd that the advantage of adversary B breaking the hardness of the
DDH assumption is described as follows:
λ


2 −1 .
AdvDDH
B,A1 ,Reject (λ, k) = | Pr[b = b|Reject] ≤ 2

In our LR-CL-PKE scheme, we ﬁnd that given
Params, cb , PKid∗ , and λ-bit leakage on secret key
SKid∗ , the average minimum entropy of variable
U1did∗ U2sid∗ is at least log q − λ. Because Ext : G ×
{0, 1}lt → {0, 1}lm is an average-case (log q − λ, ε)strong extractor, and according to Lemma 3, we
ﬁnd that lm ≤ log q − λ − 2 log(1/ε). Because ε
is negligible (i.e., 2 log(1/ε) = ω(log k)), we will have
λ ≤ log q − lm − ω(log k).
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2. If tuple (g, g a , g b , g c ) is a non-DH instance
and decryption oracle DecO (SKid , ·) does not reject
all invalid ciphertext in the decryption query stage
(i.e., event Reject does not occur), then the probability that event Reject does not occur is described
2λ qD
.
as Pr[Reject] ≤ q−q
D +1
Let c = (U1 , U2 , e , v  , S  ) be the ﬁrst invalid
ciphertext submitted by adversary A1 . Now we consider the following two diﬀerent cases about the ﬁrst
invalid ciphertext c , which would be accepted by
decryption oracle DecO (SKid , ·):
1. (U1 , U2 , e , S  ) = (U1∗ , U2∗ , e∗ , S ∗ ) and μ =
μ, where μ = H(U1 , U2 , e , S  ) and μ =
H(U1∗ , U2∗ , e∗ , S ∗ ), which means a hash collision occurs. According to Deﬁnition 1, we ﬁnd that the advantage of adversary B breaking the target collision
resistance of hash function H is negligible. Therefore, this case cannot occur.
2. (U1 , U2 , e , S  ) = (U1∗ , U2∗ , e∗ , S ∗ ) and μ =
μ. In this case, we will discuss the probability that
adversary A1 creates an invalid ciphertext that can
be accepted by decryption oracle DecO (SKid , ·).
 ∞ (SKid∗ |PKid∗ , cb , Params, Leak) ≥
Because H

log q − λ, we ﬁnd that adversary A1 guesses correctly
for private key SKid∗ with a probability of at most
2λ /q. Furthermore, given public key PKid∗ and challenge ciphertext cb , each invalid ciphertext c determines a unique tuple (sid∗ , did∗ ) ∈ Zq∗ ·Zq∗ . Therefore,
if decryption oracle DecO (SKid , ·) rejects the ﬁrst invalid ciphertext, adversary A1 may learn more valuable information on the private key SKid∗ , and the
probability that DecO (SKid , ·) accepts the second in2λ
valid ciphertext increases to q−1
. If more invalid ciO
phertext is rejected by Dec (SKid , ·), the probability
increases. Thus, the probability that DecO (SKid , ·)
2λ
accepts the ith invalid ciphertext is q−i+1
. Therefore,
the probability that DecO (SKid , ·) accepts an invalid
λ
ciphertext is at most q−q2D +1 , considering that there
are qD decryption queries in all. Thus, we ﬁnd that
the probability that DecO (SKid , ·) does not reject all
2λ qD
invalid ciphertext is at most q−q
.
D +1
As discussed above, if tuple (g, g a , g b , g c )
is a non-DH instance, and decryption oracle
DecO (SKid , ·) does not reject all invalid ciphertext,
2λ qD
we will obtain Pr[Reject] ≤ q−q
.
D +1
Therefore, from the results of the above
discussion, we can obtain
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AdvDDH
B,A1 ,Claim2 (λ, k) = | Pr[b = b] − |
2
≤ | Pr[b = b|Reject] + Pr[Reject]|
≤2

λC
2 −1

+

Thus, from Claims 1 and 2, we ﬁnd
qD +qS

qS 
ε1
1
1− k
1−
2
qD + qS + 1
qD + qS + 1
qD+qS

qS 
1
≤ AdvDDH
(λ,
k)
≤
1−
1−
B,A1
2k
qD +qS + 1
λ
2λ qD
ε1
+
+ 2 2 −1 .
·
qD +qS + 1 q − qD + 1



(λ, k) ∈



qS 
ε1
,
2k e (qD + qS + 1)

qS 
1
1− k
1−
2
qD + qS + 1

ε1
qD + qS + 1

qS 
ε1
,
2k e (qD + qS + 1)

qS 
1
1− k
1−
2
qD + qS + 1

1−

qD +qS


λ
ε1
2λ qD
+
+ 2 2−1 .
qD + qS + 1 q − qD + 1

Due to lack of space, the proof of Lemma 5 is
omitted.

6 Comparisons
In this section, we compare our results to the
best prior constructions (Naor and Segev, 2012; Li
et al., 2013; Liu et al., 2013; Xiong et al., 2013; Qin
et al., 2015) in terms of basic parameters’ performance and computation eﬃciency.

Therefore, we obtain
AdvDDH
B,A1 (λ, k) ∈

AdvDDH
B,A2

·

When qD + qS is large enough, we have
qD +qS

491

In summary, we ﬁnd that if a Type II adversary A2 can break the security of our proposal Π
with non-ignorable advantage ε2 , then there exists
an adversary B that can break the hardness of the
classical DDH assumption with obvious advantage
AdvDDH
B,A2 (λ, k), described as

2λ qD
.
q − qD + 1


qS 
1
1− k
1−
2
qD + qS + 1

qS 
ε1
≥ 1− k
.
2 e (qD +qS +1)
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1−

qD +qS

6.1 Performance analysis


Table 1 shows that in these schemes (Naor and
λ
2λ qD
ε1
−1
+
+ 2 2 . Segev, 2012; Li et al., 2013; Liu et al., 2013; Qin et al.,
·
qD + qS + 1 q − qD + 1
2015), some elements of ciphertext can be written as
In summary, if the assumed DDH is intractable a function of private key; i.e., these constructions
cannot ensure that all elements of the ciphertext are
and hash function H is target collision resistant, then
random. Thus, in the leakage setting, any PPT adwe can assume that for any leakage parameter λ ≤
versary can be leaked on the private key from the
log q − lm − ω(log k), our LR-CL-PKE scheme Π =
(Setup, KeyGen, Enc, Dec) is CCA2-secure resistant corresponding ciphertext. However, in our proposal,
from the adversary’s view, all of ciphertext elements
against a Type I adversary.
Lemma 5 If the DDH assumption is intractable, will be random, and no PPT adversary can be leaked
and the one-way hash function H is target collision on the private key from the corresponding ciphertext.
In the bounded-leakage model, the existing LRresistant, then for any leakage parameter λ ≤ log q −
lm − ω(log k), our LR-CL-PKE scheme Π is CCA2- CL-PKE scheme (Xiong et al., 2013) is constructed
based on composite-order bilinear groups, and can
secure resistant against the Type II adversary.
Note that in the setup stage of Game2 , chal- achieve only CCA1 security. However, our proposal
lenger C sends public parameter Params and master can maintain CCA2 security in the leakage setting,
secret key Smsk to adversary A2 . This is the only and the length-of-bits leakage is up to λ ≤ log q −
lm − ω(log k). In addition, our proposal is presented
diﬀerence between Lemmas 4 and 5. However, in the
based on the prime-order group. In particular, the
proof of Lemma 4, no exponent of challenge instance
(g, g a , g b , g c ) is contained in the master secret key; striking advantage of our method is the key leakage
ratio, which can be upto 1/2.
i.e., adversary A2 can obtain the complete master
secret key from challenger C. Thus, we can use the
Note that LR-CL-PKE-Xiong is constructed
same method to prove Lemma 5.
based on composite-order bilinear groups.
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Therefore, in Table 1, the lengths of the private key,
the public key, and the ciphertext are described as
3(n + 2)|G|, 3|GT | + |π|, and 3(n + 2)|G| + 3|GT |,
respectively, because G and GT are two groups of
order prime q.

bilinear groups, and the computation eﬃciency is
lower.

6.2 Eﬃciency analysis

In the existing constructions (Naor and Segev,
2012; Li et al., 2013; Liu et al., 2013; Qin et al., 2015),
any PPT adversary can be leaked on the private key
from the corresponding ciphertext. Also, the LRCL-PKE scheme (Xiong et al., 2013) is constructed
based on composite-order bilinear groups, and cannot achieve CCA2 security. To achieve better performance, we introduced a new method to construct
a more practical LR-CL-PKE scheme without sacriﬁcing CCA2 security. We presented a concrete construction and proved its security based on the hardness of the classical DDH assumption. Security analysis showed that our proposal not only resists leakage attacks, but also achieves better performance,
because no PPT adversary can be leaked on the private key from the corresponding ciphertext. The key
leakage ratio of our proposal is the best among all
these existing constructions (Naor and Segev, 2012;
Li et al., 2013; Liu et al., 2013; Xiong et al., 2013;

Table 2 summarizes the computation costs of
the above-mentioned constructions. The computation eﬃciency is determined by the computation
costs of algorithms KeyGen, Enc, and Dec. When
evaluating the computation eﬃciency, the hash
function and the exclusive-or (XOR) operation are
ignored.
From Table 2, we ﬁnd that these existing constructions (Naor and Segev, 2012; Li et al., 2013; Liu
et al., 2013; Qin et al., 2015) and our proposal have
the same computation eﬃciency; however, our proposal performs better because no PPT adversary can
obtain valuable information on the private key from
the corresponding ciphertext, and the key leakage
ratio can be up to 1/2.
Compared with the other constructions, LR-CLPKE-Xiong is constructed based on composite-order

7 Conclusions

Table 1 Comparison of basic parameters
Scheme
LR-PKE-NS
LR-PKE-Liu
LR-PKE-Li
LR-PKE-Qin
LR-CL-PKE-Xiong
Our proposal Π

lSK

lPK

lC

SecLev

Leakage parameter

Assumption

LRatio

6|q|
6|q|
4|q|
4|q|
3(n+2)|G|
2|q|

3|G|
3|G|
2|G|
2|G|
3|GT |+|π|
2|G|

3|G|+lt +lm
4|G|+|q|
3|G|+lt +lm
3|G|+lt +lSE
3(n+2)|G|+3|GT |
2|G|+2|q|+lm

CCA2
CCA2
CCA2
CCA2
CCA1
CCA2

log q−lm −ω(log k)
log q−ω(log k)
log q−lm −ω(log k)
log q−lk −ω(log k)
(n−2c−1) log q
log q−lm −ω(log k)

DDH
DDH
DDH
DDH
IACOBG
DDH

1/6
1/6
1/4
1/4
1/3
1/2

1. Let lSK denote the length of the private key, lPK the length of the public key, lC the length of the ciphertext, SecLev the
size of leakage
security level, and LRatio =
the key leakage ratio
size of private key
2. Let |G| and |GT | denote the length of the element in groups G and GT respectively, |q| the length of the element in field
Zq∗ , lt the length of the random seed, lm the length of the plaintext, lk the length of the encapsulation key, lSE the length of
the ciphertext generated through a symmetric encryption scheme, |π| the length of the proof created through a noninteractive
zero-knowledge proof system, and IACOBG the intractability assumptions of composite-order bilinear groups
3. In LR-CL-PKE-Xiong, n ≥ 2 is an integer, and c is any fixed positive constant

Table 2 Comparison of computation eﬃciency
Scheme
LR-PKE-NS
LR-PKE-Liu
LR-PKE-Li
LR-PKE-Qin
LR-CL-PKE-Xiong
Our proposal Π

KeyGen

Enc

Dec

Total

3ED
3ED
2ED
2ED
ES +(2n+4)ED
2ES

3ES +ED +EExt
2ES +2ED
3ES +ED +EExt
2ES +2ED +EExt +ESE
(n+1)ES +ED +Ee
2ES +2ED +EExt

2ED +EExt
2ED
2ED +EExt
2ED +EExt +ESE
(n+2)Ee
ES +3ED +EExt

3ES +6ED +2EExt
2ES +7ED
3ES +5ED +2EExt
2ES +6ED +2EExt +2ESE
(n+2)ES +(2n+5)ED +(n+3)Ee
5ES +5ED +2EExt

Let ESE denote the cost of the symmetric encryption and decryption, EExt the cost of the average-case strong extractor, ES the
cost of the single exponentiation operation, ED the cost of the double exponentiation operation, and Ee the cost of the bilinear
pairing operation

Zhou et al. / Front Inform Technol Electron Eng

Qin et al., 2015). We believe that the good performance makes our proposal have signiﬁcant value in
practical applications.
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