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Abstract: Quantum-dot cellular automata (QCA) based on cryptography is a new paradigm in the field of nanotechnology. The 
overall performance of QCA is high compared to traditional complementary metal-oxide semiconductor (CMOS) technology. To 
achieve data security during nanocommunication, a cryptography-based application is proposed. The devised circuit encrypts the 
input data and passes it to an output channel through a nanorouter cum data path selector, where the data is decrypted back to its 
original form. The results along with theoretical implication prove the accuracy of the circuit. Power dissipation and circuit 
complexity of the circuit have been analyzed. 
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1  Introduction 
 

Modernization in the field of electronics is di-
rectly proportional to the increase in demand of 
functional performance and device density of a 
gadget (Lent et al., 1993; Tougaw and Lent, 1994; 
Orlov et al., 1997; Porod, 1997). Hence, smaller sized 
gadgets must possess higher functionality. Such 
functionality requires diminution in circuitry. The 
very large scale integration (VLSI) industry is shift-
ing towards nanoscale technology. In complementary 
metal-oxide semiconductor (CMOS) technology, 
shrinkage of circuit size causes different short chan-
nel effects. Because of shrinkage, CMOS predomi-
nantly fails to meet the modern requirements. A 
promising alternative technology is quantum-dot 
cellular automata (QCA) (Lent and Tougaw, 1997; 
Porod et al., 1999; Kianpour et al., 2014; Angizi et al., 

2015b). This is a transistor-less technology applicable 
for designing the circuits at the nanoscale level. The 
advantages of QCA are high-speed computation, low 
power consumption, and high density design. QCA 
follows the principle of quantum confinement. The 
nanometer sized square structure quantum-dot cell 
consists of four quantum wells and two mobile elec-
trons. Four quantum dots are associated with tunnels. 
The two electrons can both move between different 
positions via electron tunneling. They try to occupy 
the diagonal position which arises due to Coulombic 
interaction between cells (Pudi and Sridharan, 2015; 
Das and De, 2017c, 2017d; Ahmadpour and Mosleh, 
2018; Heikalabad et al., 2018). The Coulombic  
interaction between the QCA cells helps achieve  
the stable position, which represents the binary  
information. 

In the digital world, cryptography (Kahate, 2008) 
is an important feature since it offers protection and 
security for the digital data. Cryptography covers 
mainly three aspects, which are authentication,  
integrity, and confidentiality. A cryptographic  
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architecture is proposed in this study. The proposed 
design consists of an encoder to encrypt the input data 
stream, a data-path-selector with a nanorouter to 
transmit the data to the desired output channel, and a 
decoder to decrypt the previously encrypted input to 
the output channel. In the proposed design, symmetric 
key cryptography (Delfs and Knebl, 2015) is used for 
the encryption and decryption processes. 

For secure communication, QCA based nano-
technology is used to build an efficient nanorouter, 
and obtain the facilities of less power consumption, 
fewer clock delays, and lower circuit complexity. The 
major contributions of this study are: (1) a single layer 
wire crossing in QCA technology for implementing 
multiplexer (MUX) and demultiplexer (DEMUX); (2) 
a data path selector that can function as a nanorouter 
using MUX and DEMUX; (3) cell- and area-efficient 
design of the XOR gate; (4) codec designed using the 
proposed XOR gate; (5) a cryptographic nanocom-
munication architecture using the codec and data path 
selector; (6) comparison of the proposed XOR, MUX, 
and DEMUX with the state-of-the-art designs; (7) 
estimation of power consumption. 
 
 
2  Related works 
 

In the literature, different works are proposed on 
router circuits in QCA. Nanocommunication obtained 
using QCA technology, a router circuit which works 
as a data path selector circuit, was proposed by Das S 
and De D (2012). A single channel transfer of data 
from a different source to the expected destination 
was achieved. To route to four different destinations 
while using a single channel, four separate sources 
were designed. A nanorouter was proposed by Sar-
dinha et al. (2013). The router allows the transmission 
of data packets. The building block of the proposed 
nanorouter comprises a crossbar switch, a DEMUX, 
and a parallel-to-serial converter. The encryption and 
decryption processes were implemented using QCA 
based logic circuits reported in Kamaraj et al. (2015). 
The formulation to generate ciphertext for QCA based 
secure nanocommunication was demonstrated in 
Kamaraj et al. (2015). Using the nanorouter circuit 
proposed in Shah et al. (2011), data from a large 
number of sources can be routed to their destination 
using a single path. Thus, the proposed circuit can be 

used for distributed computing. An efficient QCA 
layout of MUX and DEMUX circuits has been out-
lined by some researchers (Mukhopadhyay et al., 
2011; Shah et al., 2011; Iqbal et al., 2013). 
 
 
3  QCA overview 

3.1  QCA cell 

The structure of a QCA cell (Sen et al., 2014; 
Das and De, 2016a; Debnath et al., 2018) is a square 
box containing four quantum dots, charged with two 
electrons in each QCA cell (Fig. 1). Tunneling of 
these mobile electrons occurs within the QCA cell. 
Coulombic interaction creates repulsive tension be-
tween electrons, and then the electrons get engaged 
with the opposite corners of the cell. This gives rise to 
two polarization states, which are: (1) P=+1 repre-
sents logic 1; (2) P=−1 represents logic 0. 
 
 
 
 
 
 

3.2  QCA majority gate 

In QCA circuits, the primary logic gate is ma-
jority gate (M). The majority logic gate (Angizi et al., 
2015a; Das and De, 2017c) consists of five standard 
cells (Fig. 2). The schematic of the majority gate is 
displayed in Fig. 2a and the layout in Fig. 2b. There 
are a majority gate with three inputs, a device cell, and 
an output. The output depends on the value of the 
three inputs. If the three inputs of the majority gate are 
considered to be X, Y, and Z, the expression can be 
M(X, Y, Z)=XY+YZ+ZX. AND or OR gates are 
formed by adjusting the polarization of the input cells. 
 
 
 
 
 
 
 

 
When any input X, Y, Z in this equation is fixed 

to logic 0, this equation will perform as an AND gate 

Fig. 2  Majority gate: (a) schematic; (b) QCA layout 
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Fig. 1  QCA cells based on polarization 
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and will be expressed as M(X, Y, 0)=XY. If any input 
is fixed to logic 1, the expression will be expressed as 
M(X, Y, 1)=X+Y, and it will perform as an OR gate. 

3.3  QCA inverter 

When two standard 90° QCA cells are placed 
diagonally, they gain opposite polarization and the 
unit acts as a NOT gate, i.e., inverter (Sayedsalehi 
et al., 2015; Sridharan and Pudi, 2015). Due to the 
electrostatic repulsion of cells, a conversion of logic 0 
to 1 takes place, and vice versa (Fig. 3). 
 
 
 
 
 
 
 

3.4  QCA clock zone 

Clock signals are required to generate the data 
flow through QCA circuits (Orlov et al., 2001; Das 
and De, 2017b; Karkaj and Heikalabad, 2017). The 
clock signals are shifted in phase by 90° (Fig. 4). The 
clock signal unlocks the tunnel junctions of the QCA 
cells. When the clock signal is high, it allows the 
electrons of the QCA cell to travel through the tunnels 
from one potential well to another. There are four 
phases in every cycle, which are described as follows: 
phase 1 is called the Switch phase, phase 2 is referred 
to as the Hold phase, phase 3 is known as the Release 
phase, and phase 4 is known as the Relax phase. The 
inter-dot barrier during phase 1 is elevated so that the 
position of electrons within the cell can be altered due 
to the effect of the cell placed in front of it. Kink 
energy acts between the cells. In phase 2, the inter-dot 
barrier is kept high so that the cell remains at 
 
 
 
 
 
 
 
 
 
 
 

its current state. In phase 3, the inter-dot barrier is 
lowered, and in phase 4, the barrier is made too low, 
and the cell remains in an unpolarized state. 
 
 
4  Proposed cryptographic nanorouter 
 

An organized composition for cryptographic 
architecture is proposed in this study. In this design, 
the data required to be transferred is taken from four 
different input channels. The received data is encoded 
with an encryption method. Thereafter, the encoded 
data from the selected input channel is transferred to 
their target output channel through a data path selec-
tor with the nanorouter. In the output channel, the data 
is decrypted to get back the original message. 

4.1  Nanorouter 

The block diagram of the proposed design for the 
data path selector which can act as a router is shown 
in Fig. 5. It comprises three components, multiplexer 
(Mukhopadhyay et al., 2011), transmission line, and 
demultiplexer (Das and De, 2017a). The multiplexer 
is used to select a particular input from different input 
lines, and transmit the selected input to the transmis-
sion line. The demultiplexer at the receiving end of 
the transmission line selects the output channel de-
pending on the selected signals, and routes the input 
data towards it. 
 
 
 
 
 
 
 
 

The QCA layout of the proposed nanorouter is 
illustrated in Fig. 6. IP1, IP2, IP3, and IP4 are the 
input channels, and A, B, C, and D are the output 
channels. S0 and S1 are the selection lines for the 
multiplexer, i.e., input path selection bits; S2 and S3 
are the selection lines for the demultiplexer, i.e., 
output path selection bits. The truth table of the circuit 
is shown in Table 1. The don’t care condition is rep-
resented by “X.” The input selector bits S0 and S1 
select data from one of the input channels among IP1, 
IP2, IP3, and IP4, and pass it to the transmission line; Fig. 4  Different clock zones 
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Fig. 3  QCA inverter 
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on the other end, depending on the output channel 
selection bits S2 and S3, the data present in the 
transmission line is routed to one of the four output 
channels A, B, C, and D. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

4.2  Proposed cryptographic architecture  

The proposed cryptographic architecture guar-
antees security. In cryptography (Debnath et al., 
2017), the process of conversion of an ordinary text to 
a ciphertext is called encryption, which in turn is 
called decryption (Das JC and De D, 2012). In this 
study we focus on designing a cryptographic archi-
tecture with a symmetric key cryptography approach 
and its implementation in QCA. The architecture is 
composed of an encoder, a decoder, and a data path 
selector. The flowchart of the procedure is shown in 
Fig. 7. The encoder section which contains four inputs 

and four keys undergoes binary conversion, and 
thereafter XOR operation is performed within the 
inputs and keys to obtain the four ciphertexts. Now, 
two selection lines S0 and S1 determine which ci-
phertext should be selected from the inputs. Once 
more, two selection lines S2 and S3 are present for 
selecting the output lines, i.e., through which output 
line to transmit the output. The decoding procedure 
takes place here. The ciphertext will be XOR-ed with 
the respective keys to obtain the original texts (Fig. 7). 
In the flowchart, it is shown that when S0 and S1, or 
S2 and S3, are unable to select any line, the trans-
mission will stop immediately. The block diagram of 
the proposed cryptographic architecture is shown in 
Fig. 8. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Table 1  Function table of the nanorouter 

Index 

Bits for 
input 

channels 

Bits for 
output 

channels 

Input data at  
output channels 

S0 S1 S2 S3 A B C D 
1 0 0 0 0 IP1 X X X 
2 0 0 0 1 X IP1 X X 
3 0 0 1 0 X X IP1 X 
4 0 0 1 1 X X X IP1 
5 0 1 0 0 IP2 X X X 
6 0 1 0 1 X IP2 X X 
7 0 1 1 0 X X IP2 X 
8 0 1 1 1 X X X IP2 
9 1 0 0 0 IP3 X X X 

10 1 0 0 1 X IP3 X X 
11 1 0 1 0 X X IP3 X 
12 1 0 1 1 X X X IP3 
13 1 1 0 0 IP4 X X X 
14 1 1 0 1 X IP4 X X 
15 1 1 1 0 X X IP4 X 
16 1 1 1 1 X X X IP4 

 

Fig. 6  QCA design of the nanorouter 
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Fig. 7  QCA flowchart of the encryption, transmission, and 
decryption procedures  
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The component of each part of the architecture 
(Fig. 8) is depicted in Fig. 9. It is seen that the codec is 
made up with four 2-input XOR gates. The nano-
router circuit has three 2-input multiplexer (Mardiris 
and Karafyllidis, 2010) and three 2-input demulti-
plexer circuits. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

IP1, IP2, IP3, and IP4 are the inputs, encrypted 
using keys KEY1, KEY2, KEY3, and KEY4, respec-
tively. The encrypted data acts as the input for the 
next level. Among the encrypted data, specific data is 
selected using the selection lines S1 and S0 of the 
multiplexer. Then the data achieved from the selected 
channel is passed to the output channel and to the 
demultiplexer. Based on the control signals S2 and S3 
of the demultiplexer, the encrypted data reaches the 
decoder circuit. At the decoder, the encrypted data is 
decrypted back to the original message using keys 
KEY11, KEY22, KEY33, and KEY44. The decrypted 
data will channel out through output channels OP11, 
OP22, OP33, and OP44. Note that the keys at the 
encoder section, KEY1, KEY2, KEY3, and KEY4, 
are symmetric to the keys at the decoder section, 
KEY11, KEY22, KEY33, and KEY44, respectively. 
Since no one other than the intended receiver has 
knowledge about the key to decrypt the encrypted 
information, no one else can decrypt it. The QCA 
layout of the proposed cryptographic architecture 
(Fig. 10) is designed using QCADesigner 2.0.3 
(Walus et al., 2004). 
 
 
5  Results 
 

The simulation results for the proposed design 
are shown in Fig. 11. When the values of selection  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Fig. 8  Block diagram of the proposed cryptographic 
architecture 
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lines S0, S1, S2, and S3 are 1, 1, 0, and 0, respectively 
(Table 1), the data from input channel IP4 will be 
transmitted to the first output channel, and in this case, 
it is OP11. From Fig. 11, it is observed that the data at 
output channel OP11 is the same as that at input 
channel IP4, which is 11110000, so it can be claimed 
that the circuit is working perfectly. 
 
 

 

 

 

 

 

 

 

 

5.1  Complexity of the proposed cryptographic 
architecture 

The design complexity of the proposed QCA- 
based nanorouter is displayed in Table 2. The com-
plexity is measured in terms of the number of MVs, 
cell count, area, and clocking zone. To construct the 
proposed design XOR gate, 4:1 MUX and 4:1 DE-
MUX are required; their circuit complexity is also 
calculated. The circuit cost of the proposed circuit 
along with its components is calculated (Table 3). 

5.2  Complexity analysis of the nanorouter and its 
components 

The proposed nanorouter and its components are 
compared with those of the existing designs. The  
comparative analysis of the proposed nanorouter with 
the state-of-the-art designs is illustrated in Table 4. 
The corresponding comparative analysis is illustrated 
in Table 5. The corresponding comparative analysis 
 
 
 
 
 
 
 

of the proposed MUX with the state-of-the-art de-
signs is illustrated in Table 6. The corresponding 
comparative analysis of the proposed DEMUX with 
the state-of -the-art designs is given in Table 7.  
 

 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 

Table 3  Circuit cost of the proposed QCA circuit 
Cryptographic architecture Circuit cost* 

XOR gate 0.0400 
4:1 MUX 0.6125 
1:4 DEMUX 0.5500 
Full circuit 34.4850 

* Circuit cost=total area×latency2 

Table 2  Complexity of the cryptographic architecture and its components 

QCA circuit Number of MVs and 
inverters 

Cell 
count 

Total area 
(µm2) 

Cell area 
(µm2) 

Area usage 
(%) 

Latency 
(clock cycle) 

XOR gate 3 MVs, 1 inverter 30 0.04 0.009 22.5 1.00 
4:1 MUX 9 MVs, 3 inverters 135 0.20 0.043 21.5 1.75 
1:4 DEMUX 6 MVs, 3 inverters 150 0.18 0.048 26.7 1.75 
Cryptographic architecture 39 MVs, 14 inverters 581 1.14 0.188 16.5 5.50 

 

Table 4  Comparative analysis with the existing nano-
router in the literature 

Reference Number 
of cells 

Area 
(µm2) 

Latency  
(clock cycle) 

Das S and De D (2012) 419 0.54 3.00 
Sardinha et al. (2013) 4026 13.81 12.00 
This paper 293 0.53 3.75 

 

Table 5  Comparison of the proposed XOR gate with 
the XOR gates in the literature 

Reference Number 
of cells 

Area 
(µm2) 

Latency 
(clock cycle) 

Das and De (2016a) 55 0.90 2.0 
Sen et al. (2014) 54 0.70 2.0 
Das and De (2016b) 35 0.04 1.0 
Balali et al. (2017) 14 0.01 0.5 
This paper 30 0.04 1.0 

 
Table 6  Comparison of the proposed 4:1 MUX with 4:1 
MUX gates in the literature 

Reference Number 
of cells 

Area 
(µm2) 

Latency 
(clock cycle) 

Mardiris and Kara-
fyllidis (2010) 

215 0.25 1.50 

Mukhopadhyay  
et al. (2011) 

166 0.27 1.00 

Rashidi and Rezai 
(2017) 

107 0.17 1.25 

Rashidi et al. (2016) 107 0.15 1.00 
This paper 135 0.20 1.75 

 

Output channel 
selection bits

Input channel  
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Input bits at the selected 
input channel

Key for encryption
Input data stream 
after encryption

Output channel 
before decryption

Output channel 
after decryption

Fig. 11  Simulation results of the cryptographic architec-
ture 
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All the tables show that the proposed QCA cir-
cuits have lower cell count, smaller device area, and 
less latency compared to the state-of-the-art designs.  

5.3  Power dissipation analysis of the proposed 
cryptographic architecture  

Power dissipation (PD) of the QCA circuit de-
pends on the Hamming distance (HD) (Liu et al., 
2012) of the majority gates and inverters used in a 
circuit. For different sets of inputs, the Hamming 
distances of the respective majority gates and invert-
ers of the proposed XOR gate, 2:1 MUX, and 1:2 
DEMUX are shown in Tables 8–10 at tunneling 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

energy γ=0.25Ek, and the total power consumption is 
calculated. The 4:1 MUX and 1:4 DEMUX con-
sumptions of power are calculated from Tables 9 and 
10, respectively, and the values along with the total 
power consumption of the proposed nanorouter cir-
cuit are shown in Table 11. The designed nanorouter 
consists of eight XOR gates, one 4:1 MUX, and one 
1:4 DEMUX (Fig. 8). Similarly, power is calculated 
and tabulated in Table 11. The PD at different tun-
neling energy values of the proposed nanorouter is 
further displayed in Fig. 12. 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 

Table 8  Power dissipation (PD) of the XOR gate (γ=0.25Ek) 

Input MV1 HD PD 
(meV) MV2 HD PD 

(meV) INV1 HD PD 
(meV) MV3 HD PD 

(meV) 
Total PD 
(meV) 

00 100 0 0.8 000 0 0.8 0 0 0.8 001 1 2.3 4.7 
01 101 0 0.8 001 0 0.8 0 0 0.8 011 1 2.3 4.7 
10 110 0 0.8 010 0 0.8 0 0 0.8 011 1 2.3 4.7 
11 111 0 0.8 011 0 0.8 1 1 28.4 010 1 2.3 32.3 

 

Table 9  Power dissipation (PD) of the designed 2:1 MUX (γ=0.25Ek) 

Input MV1 HD PD 
(meV) MV2 HD PD 

(meV) INV1 HD PD 
(meV) MV3 HD PD 

(meV) 
Total PD 
(meV) 

000 010 1 2.3 000 0 0.8 0 0 0.8 100 0 0.8 4.7 
001 010 1 2.3 001 0 0.8 0 0 0.8 100 0 25.3 4.7 
010 011 1 2.3 000 0 0.8 0 0 0.8 110 0 2.3 4.7 
011 011 1 0.8 001 0 0.8 0 0 0.8 110 0 2.3 4.7 
100 000 1 2.3 010 0 0.8 1 1 28.4 100 0 0.8 32.3 
101 000 1 2.3 011 0 0.8 0 0 0.8 101 0 0.8 4.7 
110 001 1 2.3 010 0 0.8 0 0 0.8 100 0 0.8 4.7 
111 001 1 2.3 011 0 0.8 0 0 0.8 101 0 0.8 4.7 

 

Table 10  Power dissipation (PD) of the designed 1:2 DEMUX (γ=0.25Ek) 

Input MV1 HD PD 
(meV) MV2 HD PD 

(meV) INV1 HD PD 
(meV) 

Total PD 
(meV) 

00 010 1 2.3 000 0 0.8 0 0 0.8 3.9 
01 011 1 2.3 001 0 0.8 0 0 0.8 3.9 
10 000 1 2.3 010 0 0.8 1 0 0.8 3.9 
11 001 1 2.3 011 0 0.8 1 0 0.8 3.9 

 

Table 11  Power dissipation of the proposed crypto-
graphic architecture and its components at different 
tunneling energy levels 

Proposed QCA 
design 

Power dissipation (meV) 
γ=0.25Ek  γ=0.5Ek  γ=0.75Ek  γ=Ek  

XOR gate 32.3 38.4 46.7 56.2 
4:1 MUX 96.9 115.2 140.1 168.6 
1:4 DEMUX 11.7 29.1 51.9 77.7 
Cryptographic 
architecture 

367.0 451.5 565.6 695.9 

 

Table 7  Comparison of the proposed 1:4 DEMUX with 
the 1:4 DEMUX gates in the literature 

Reference Number 
of cells 

Area 
(µm2) 

Latency 
(clock cycle) 

Shah et al. (2011) 217 0.60 2.00 
Iqbal et al. (2013) 188 0.22 2.00 
This paper 150 0.18 1.75 
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6  Conclusions 
 

Cryptographic devices can be victimized by a 
side-channel attack. The proposed design enables to 
obtain a secure QCA-based cryptographic module, as 
QCA circuits are resistant against power analysis 
attack. The codec proposed in this study can encrypt 
and decrypt 8-bit message using 8-bit key. However, 
it is applicable to a message of any length. The  
proposed XOR, MUX, DEMUX, and nanorouter 
outperform the state-of-the-art designs. Future im-
plementation of cryptographic algorithms for QCA- 
based secure nanocommunication systems can be 
achieved using the proposed circuit. 
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