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Abstract: In this era of pervasive computing, low-resource devices have been deployed in various fields. PRINCE is a lightweight 
block cipher designed for low latency, and is suitable for pervasive computing applications. In this paper, we propose new circuit 
structures for PRINCE components by sharing and simplifying logic circuits, to achieve the goal of using a smaller number of 
logic gates to obtain the same result. Based on the new circuit structures of components and the best sharing among components, 
we propose three new hardware architectures for PRINCE. The architectures are simulated and synthesized on different pro-
grammable gate array devices. The results on Virtex-6 show that compared with existing architectures, the resource consumption 
of the unrolled, low-cost, and two-cycle architectures is reduced by 73, 119, and 380 slices, respectively. The low-cost architecture 
costs only 137 slices. The unrolled architecture costs 409 slices and has a throughput of 5.34 Gb/s. To our knowledge, for the 
hardware implementation of PRINCE, the new low-cost architecture sets new area records, and the new unrolled architecture sets 
new throughput records. Therefore, the newly proposed architectures are more resource-efficient and suitable for lightweight, 
latency-critical applications. 
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1  Introduction 
 

Low-resource devices have been deployed in a 
wide range of fields, such as medical treatment, 

transportation, military affairs, industrial automation, 
critical infrastructure, and wearable and portable ap-
plications. In these fields, because data about private 
activities are obtained, including personal health sta-
tus, purchase records, social relationships, and other 
sensitive information, security of the data has become 
very important (Xu et al., 2014; Alioto, 2017; Xiong 
et al., 2019). Due to the limited memory and compu-
ting power of these devices, a new branch of cryp-
tography called lightweight cryptography has been 
developed. Combined with lightweight cryptography, 
these data can be effectively protected (Dhanda et al., 
2020). In the last few years, lightweight cryptography 
with particularly low implementation cost has at-
tracted widespread attention. More and more light-
weight block ciphers have been proposed, such as 
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PRINCE (Borghoff et al., 2012), Loong (Liu et al., 
2019), BORON (Bansod et al., 2017), SIMECK 
(Yang et al., 2015), SIMON (Beaulieu et al., 2015), 
SPECK (Beaulieu et al., 2015), RECTANGLE 
(Zhang et al., 2015), LBlock (Wu and Zhang, 2011), 
and PRESENT (Bogdanov et al., 2007). 

In recent years, lightweight block ciphers have 
become increasingly popular in resource-constrained 
environments, and the hardware implementation of 
ciphers has attracted widespread attention from re-
searchers (Kitsos et al., 2012; Philip and Vaithi-
yanathan, 2017; Dahiphale et al, 2020). Hardware 
architectures aimed at different indicators have been 
proposed. Some attempted to minimize the circuit 
implementation (Ayesha et al., 2020; Rashidi, 2020b; 
Shrivastava et al., 2020), some attempted to maximize 
the throughput or increase the speed (Feizi et al., 2015; 
Rashidi, 2019), and others attempted to obtain a trade- 
off among different indicators (Balderas-Contreras 
et al., 2008; Abed et al., 2019; Dahiphale et al., 2019). 
PRINCE, proposed by Borghoff et al. (2012), is the 
first lightweight block cipher to be optimized with 
respect to latency, and is suitable for pervasive com-
puting applications. Abbas et al. (2014) first imple-
mented the hardware design of PRINCE on field 
programmable gate arrays (FPGAs). The results 
showed that on Virtex-4, the throughput was 
2032 Mb/s and the efficiency was 2.126 Mb/s, while 
on Virtex-6, the throughput was 4184 Mb/s and the 
efficiency was 8.681 Mb/s. Subsequently, a hardware 
IP-core of PRINCE cipher with high speed and low 
resource was implemented on Virtex-4 FPGA in Ab-
bas et al. (2015). Hardware implementations of 
PRINCE, PRESENT, RECTANGLE, KATAN, SI-
MON, and SPECK based on an unrolled structure 
have been compared on Virtex-6 (Maene and Ver-
bauwhede, 2015). The results showed that PRINCE 
was the fastest among the six lightweight block ci-
phers and was highly competitive. Rashidi (2020b) 
proposed two structures of PRINCE: low-cost and 
two-cycle. The implementation results showed that 
compared with other existing structures, PRINCE 
structures had higher throughput and shorter critical 
path delay. 

For resource efficiency, we first analyze the 
components of PRINCE and the existing hardware 
implementation structures. Then, we propose new 
circuit structures of the PRINCE components using a 

smaller number of logic gates. Based on the new 
circuit structures and the best sharing among com-
ponents, we propose three new hardware architec-
tures of PRINCE. Finally, the structures are synthe-
sized on different FPGAs. Performance is measured 
by important indicators such as the maximum fre-
quency, throughput, and area. Compared with previ-
ous structures, the new hardware structures are  
resource-efficient and suitable for lightweight,  
latency-critical applications. The detailed contribu-
tions of this paper are as follows: 

1. Using a smaller number of logic gates, a new 
structure of multiplication by M′ is proposed. Com-
pared with previous methods, the number of XOR 
gates required by this new structure is reduced by 32. 

2. The implementations of RCi-add and K1-add 
have been simplified. Compared with other imple-
mentations, these implementations need to store only 
five round constants (RC1-to-5) and obtain the value of 
K1⊕α to achieve the same result. 

3. Based on the new structure of the multiplica-
tion by M′ and the new method of RCi-add and K1-add, 
new low-cost, unrolled, and two-cycle structures are 
proposed. In the low-cost structure, the multiplication 
by M′ and the RCi-add and K1-add implementations 
are shared among all the rounds. It is implemented to 
minimize the area consumption. Experimental results 
show that compared with existing structures, the new 
structures are resource-efficient. 

 
 

2  Description of the PRINCE block cipher 
 
PRINCE is a lightweight block cipher based on 

the substitution-permutation network. In this cipher, a 
64-bit input plaintext P is transformed into a 64-bit 
output ciphertext C using a 128-bit master key K. 
Fig. 1 shows the main encryption of PRINCE. It has 
12 rounds called PRINCEcore. Each round of 
PRINCEcore consists of a key addition, a non-linear 
layer, a linear layer, and a round constant addition. 
Other notations used in this paper are shown Table 1. 

2.1  Key schedule 

The process of the key schedule is as follows: 
1. Divide the 128-bit primary key K of PRINCE 

into two 64-bit subkeys K0 and K1, where K=K0||K1.  
2. Expand the 128-bit primary key to 192-bit 
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data through a simple mapping: (K0||K1)→ 
(K0||K0′||K1), where K0′=(K0>>>1)⊕(K0>>63). 

Two 64-bit subkeys K0 and K0′ are used as the 
whitening key for the first and last rounds, respec-
tively. The 64-bit subkey K1 is used for the round key 
addition of PRINCEcore. 

2.2  S-box layer 

The S-box layer is the only non-linear trans-
formation component of PRINCE, and it uses 4-bit 
S-boxes, i.e., 4-bit input and 4-bit output. The 
S-boxes used for obtaining the replacement result are 
given in Table 2 in hexadecimal notations. 

2.3  Linear layer 

The linear layer of PRINCE is the multiplication 
by 64×64 matrices: M, M', and M−1. M' is an  

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 

involutive matrix, defined as 16 nibbles, m0, m1, …, 
m15. The nibble-based shiftrow (SR) operation is (m0, 
m1, m2, m3, m4, m5, m6, m7, m8, m9, m10, m11, m12, m13, 
m14, m15)→(m0, m5, m10, m15, m4, m9, m14, m3, m8, m13, 
m2, m7, m12, m1, m6, m11). In the M-layer, M' is com-
bined with an application of SR to ensure that it 
achieves full diffusion after two rounds. In the 
M−1-layer, M−1=M'×SR−1(I), where I is the input of 
the M−1-layer. The construction of M' requires the 
following four 4×4 matrices: 
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The 64×64 diagonal matrix M' is constructed 

with four 16×16 matrices ( )(0) (1) (1) (0)ˆ ˆ ˆ ˆ, , ,M M M M  

as diagonal blocks. The choice of the building blocks 

Table 1  Notations used in this paper 

Notation Description 

K0, K0′ (K1) 64-bit whitening keys (round key) 
RCi 64-bit round constant in the ith round 
SR Nibble-based shiftrow 

S/S−1 4×4 S-box/inverse S-box 
M/M'/M−1 MixColumns 

Ri, 1
iR−  Round functions 

RCi-add Round constant addition in the ith round 
K1-add Round key addition 

⊕, XOR Bitwise exclusive-OR operations 
>>> Cyclic right shift 
>> Right shift 

 

Table 2  S-boxes of PRINCE 

x S(x) x S(x) x S(x) x S(x) 
0x0 0xB 0x4 0xA 0x8 0x6 0xC 0xE 
0x1 0xF 0x5 0xC 0x9 0x7 0xD 0x5 
0x2 0x3 0x6 0x9 0xA 0x8 0xE 0xD 
0x3 0x2 0x7 0x1 0xB 0x0 0xF 0x4 

 

Fig. 1  Encryption structure of PRINCE 
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(M0, M1, M2, M3) and the symmetric structure ensures 
that (0)M̂  and (1)M̂  are involution matrices defined 
as follows: 

 

0 1 2 3

1 2 3 0(0)
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2.4  Round constant addition 

In this component, the 64-bit state is XORed 
with RCi (i=0, 1, …, 11). For all RCi’s, 
RCi⊕RC11−i=α, where α is a constant and its value is 
expressed in hexadecimal as 0xc0ac29b7c97c50dd. 
RC0=0, RC11=α, and the values of RC6, RC7, RC8, 
RC9, and RC10 can be obtained from RC1, RC2, RC3, 
RC4, and RC5, respectively. Details of RC0-to-11 can be 
found in Borghoff et al. (2012). 

2.5  Existing structures of PRINCE 

Existing structures of PRINCE include three 
types: unrolled, low-cost, and two-cycle. Abbas et al. 
(2014) studied the unrolled structure and proposed a 
new structure to improve the performance and flexi-
bility of PRINCE. In this unrolled structure, the in-
termediate process of PRINCE had been changed 
from S→M'→S−1 to SR→M'→SR−1. Details can be 
found in Abbas et al. (2014, 2015, 2016). 

Rashidi (2020b) proposed two structures of 
PRINCE: low-cost and two-cycle. The low-cost 
structure was designed to minimize the amount of 
computing resources required. This structure required 
64 1-bit registers, eight 2-to-1 multiplexers, one 
5-to-1 multiplexer, 16 S-boxes, 16 inverse S-boxes, 
six 64-bit XOR gates, three multiplications (M', M, 
M−1), and five 32-bit NOT gates. For latency, this 
structure had 11 cycles. After the plaintext was 
XORed with K0 and K1 in the first cycle, the process 
of S→M→K1→RCi was executed in the first five 
cycles. The S→M→S−1→K1→RC6 operation was 
completed in the 6th cycle, and the process of 

M−1→S−1→K1→RCi was performed in the last five 
cycles. Details can be found in Rashidi (2020b). 

In the two-cycle structure of PRINCE, a pro-
cessing element called PE was introduced. In PE, 
S→M→K1→RCi and RCi→K1→M−1→S−1 were in-
tegrated, and they shared round key addition and 
round constant addition. This PE required 16 S-boxes, 
16 inverse S-boxes, two 64-bit XOR gates, one mul-
tiplication of M, one multiplication of M−1, and one 
2-to-1 multiplexer. This two-cycle structure required 
64 1-bit registers, five 2-to-1 multiplexers, five PEs, 
six 64-bit XOR gates, one multiplication of M', and 
five 32-bit NOT gates. For latency, this structure had 
only two cycles. Details can be found in Rashidi 
(2020b). 
 
 
3 Structural optimization of the PRINCE  
cipher 

 
With the goal of minimizing the area, we first 

study a specific implementation of the PRINCE 
components and propose new implementation meth-
ods. Based on these new implementation methods, 
three structures of PRINCE (unrolled, low-cost, and 
two-cycle) are constructed. 

3.1  Unrolled structure 

Without changing the encryption process of 
PRINCE, we propose a new unrolled structure. The 
data flow of this new structure is shown in Fig. 2. 
Compared with previous unrolled structures, the  
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Fig. 2  Data flow of the new unrolled structure of PRINCE 
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encryption of this structure has only RC1-to-5-add op-
erations and no RC0-add or RC6-to-11-add operation. 
To ensure the correctness of PRINCE encryption 
result, a new variable K1′ has been introduced which 
replaces K1 used after the intermediate process. The 
M'-layer is one of the components of the PRINCE that 
consume a large number of logic gates. The non- 
linear components of the unrolled structure are real-
ized in the form of look-up tables (LUTs). Detailed 
implementation of other components is described 
below. 

3.1.1  New structure of the multiplication by M′ 

In the previous implementation structure of 
multiplication by M', every two-bit output requires 
four XOR operations. For example, Mp0=i0⊕i4⊕i8 
and Mp4=i0⊕i4⊕i12. However, every two-bit output 
has the same XOR operation, such as Mp0 and Mp4, 
and both contain i0⊕i4. We can first calculate the 
result of i0⊕i4, and then calculate Mp0 and Mp4. Only 
three XOR gates are required in this method (Fig. 3). 

 
 
 
 
 
 
 
 
 
 
 
 
 

 

 
For the structure of multiplication by M', there 

are 32 identical XOR operations. The structure of 
multiplication by M' can be optimized according to 
the optimization method of Mp0 and Mp4. First, 32 
identical XOR operations are performed, and then the 
XOR operations required for each bit are performed 
individually. The number of XOR logic gates required 
in this method is reduced by 32. Fig. 4 shows the new 
implementation structure of multiplication by M'. 

3.1.2  Implementations of RCi-add and K1-add 

For the implementation of RCi-add, the earliest 
method is to store 12 round constants directly and to 

perform 64-bit round constant XOR operations. To 
reduce memory usage, researchers proposed to store 
only the constant values of RC0-to-5 based on the rela-
tionship between the round constants: RCi⊕RC11−i=α. 
Assuming that the intermediate result of the PRINCE 
algorithm encryption is defined as “state,” the addi-
tion of RCi and K1 in this method can be expressed 
using the following formula: 
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Although memory usage is reduced, five 64-bit 

XOR operations are required to obtain RC6-to-10, 
which increases the resource consumption. Later, the 
characteristics of x⊕0=x and x⊕1=~x are used, and an 
implementation method is proposed using five 32-bit 
NOT gates to obtain RC6-to-10. To further reduce the 
area consumption, we introduce the variable 
K1′=K1⊕ɑ, which can be implemented based on the 
NOT gates proposed by Rashidi (2020b) (Fig. 5). The 
new implementations of RCi-add and K1-add can be 
expressed using the following formula: 
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3.2  Low-cost structure 

The S-box (inverse S-box) layer is shared among 
rounds 1 to 5 (6 to 11) and the intermediate step in 

Fig. 3  Implementation structure of Mp0 and Mp4 
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previous low-cost structures. However, in PRINCE, 
the linear layer is also one of the components that 
consume a lot of resources. Therefore, we propose a 
new low-cost structure based on the lowest con-
sumption of computing resources (Fig. 6). The 
M'-layer can be shared among all the rounds (in-
cluding the intermediate step). This new structure 
requires only 64 1-bit registers, four 2-to-1 multi-
plexers, one 5-to-1 multiplexer, 16 S-boxes, 16 in-
verse S-boxes, five 64-bit XOR gates, one 1-bit XOR 
gate, one multiplication of M', and one 32-bit NOT 
gate. 

The calculation sequence of the new low-cost 
structure of the PRINCE cipher is shown in Fig. 7. We 
optimize the control logics of the PRINCE cipher. 
Table 3 shows the control signals used in the newly 
proposed structure to calculate the ciphertext in each 
clock cycle. In the first clock cycle, the control signals 
S0, S1, and S2 are equal to 0, 0, and 1, respectively. In 
this clock cycle, P⊕K0⊕K1 is applied to the structure, 
and the calculation of the first round is performed and 
the result is stored in the registers. The calculation of 
rounds 2 to 5 is completed in the next four clock cy-
cles. The control signals S0 and S1 are set to 0 in 
rounds 2 to 5. In the 6th clock cycle, the calculation of 
the intermediate step is performed (with the control 
signals S0 and S1 set to 1). Rounds 7 to 10 are per-
formed in the 7th to 10th clock cycles, and the control 
signals S0 and S1 are equal to 1 and 0, respectively. In 
the 11th round, the control signals S0 and S1 are set to 1 
and 0, respectively. Fig. 8 shows the timing diagram 
of the newly proposed low-cost structure of the 
PRINCE cipher. 

3.3  Two-cycle structure 

The multiplication of M′ is not shared in the 
M′/M/M−1-layers in existing two-cycle structures. To  
 

 
 
 
 
 
 
 
 
 
 

share K1-add, RCi-add, and the multiplication of M′, 
we propose a new processing element named NPE 
(Fig. 9). However, we find in the subsequent hard-
ware implementation that although the components 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Fig. 8  Timing diagram of the newly proposed low-cost 
structure of the PRINCE cipher 
 

Signals

Clk
S0

S1

S2 2 3 4 5 4 3 2 1 0

P
K

C

Plaintext  (P)
Main key (K)

Ciphertext (C) is generated after 11 clock cycles 

Number of clock cycles 

1

Fig. 6  New low-cost structure of PRINCE 
 

K[127:64]

K[63:0]

0 
   

1

Plaintext

0 
   

10 
   

1

K1

M
ul

tip
lic

at
io

n 
by

 M
′

SR

Reg

SR−1

Ciphertext

RCs2K1K1

⊕α

S0

S0

S2

S0

S1

S

S

S

S

...

S−1

S−1

S−1

S−1

...

[6
5]

[127]

[6
4]

[1
27

:6
6]

0    1

Fig. 7  Operation sequence of the new low-cost structure 
of PRINCE 
 

Start

                    Round 1: XOR K0             XOR K1          

       S              M′              SR              XOR K1             XOR RC1 

                                  Rounds 2 to 5:                      
     S              M′             SR              XOR K1             XOR RC2-to-5

                                    Round 6:                      
      S              M′               S−1             XOR K1             XOR RC6

                                  Rounds 7 to 10:                      
    SR−1

            M′            S−1
         XOR K1              XOR RC7-to-10    

                                     Round 11:                      
    SR−1

         M′           S−1
           XOR K1         XOR RC11           ′0K

End



Li et al. / Front Inform Technol Electron Eng   2021 22(11):1505-1516 1511 

of the PRINCE cipher have been optimally shared, 
due to the increase in the number of control signals, 
the resource required for FPGA implementation of 
this structure is similar to that of existing two-cycle 
structures. Therefore, we propose a new two-cycle 
structure of the PRINCE cipher based on PE (Rashidi, 
2020b) (Fig. 10). This structure requires 64 1-bit  
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

registers, 10 2-to-1 multiplexers, one 32-bit NOT 
gates, 14 64-bit XOR gates, one 1-bit XOR gate, 96 
S-boxes, 96 inverse S-boxes, and 11 multiplications 
of M′ in M′/M/M−1-layers. Compared with previous 
two-cycle structures, this structure reduces the num-
ber of 32-bit NOT gates by 4 and the number of 64-bit 
XOR gates by 2, and the implementation of multi-
plication by M′ in this structure reduces the 32-bit 
XOR gates. 

 
 

4  Hardware implementation and comparison 
 
We have successfully verified and synthesized 

the new structures using Xilinx ISE 14.2 on Virtex-4 
(XC4VFX12-10FF668), Virtex-5 (XC5VLX 
50T-1FF1156), Virtex-6 (XC6VLX240T-2FF784), 
Spartan-6 (XC6SlX45T-3FGG484), and Kintex-7 
(XC7K70T-3FBG484) FPGAs. The simulation re-
sults are shown in Fig. 11. When the input plaintext is 
0x0000000000000000 and the input master key is 
0x00000000000000000000000000000000, the value 
of the ciphertext is 0x818665aa0d02dfda. The results 
are the same as the test values of the first set in Bor-
ghoff et al. (2012), so the newly proposed structures 
and the optimization ideas are correct. 

The new structures were synthesized on different 
FPGAs and evaluated by the area (number of flip 
flops, number of LUTs, and number of slices), 
maximum frequency, throughput, and efficiency in-
dicators. Table 4 shows the results of evaluation of the 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Table 3  Control signals used in the new low-cost 
structure to calculate the ciphertext in each clock cycle 

Clock cycle S0 S1 S2 RCs2 K1 or K1′ 
1 0 0 1 RC1 K1 
2 0 0 2 RC2 K1 
3 0 0 3 RC3 K1 
4 0 0 4 RC4 K1 
5 0 0 5 RC5 K1 
6 1 1 5 RC5 K1′ 
7 1 0 4 RC4 K1′ 
8 1 0 3 RC3 K1′ 
9 1 0 2 RC2 K1′ 
10 1 0 1 RC1 K1′ 
11 1 0 0  K1′ 

 

Fig. 9  New processing element (NPE) in the two-cycle 
structure of PRINCE 
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Table 4  Comparison of the new structures with existing structures 

Structure Device 
Area Maximum  

frequency (MHz) 
Throughput**** 

(Mb/s) 
Efficiency***** 

(Mb/s) Flip flop* LUT** Slice*** 
Unrolled (Abbas et al., 2014) 

Virtex-4 

  956 31.76 2032.64 2.13 
Unrolled (this work)  1840 941 31.69 2028.16 2.16 
Low-cost (Rashidi, 2020b)   387 357.78 2081.63 5.38 
Low-cost (this work) 75 644 334 147.53 858.36 2.60 
Two-cycle (Rashidi, 2020b)   1305 136.04 4353.15 3.34 
Two-cycle (this work) 65 1920 1018 60.70 1942.40 1.91 
Unrolled (this work) 

Virtex-5 
 1489 576 32.44 2076.16 3.60 

Low-cost (this work) 72 431 187 178.88 1040.76 5.57 
Two-cycle (this work) 65 1634 623 115.54 3697.28 5.93 
Unrolled (Abbas et al., 2014) 

Virtex-6 

  482 65.38 4184.32 8.68 
Unrolled (Maene and  

Verbauwhede, 2015) 
 1244  61.04 3902.72 3.14 

Unrolled (this work)  1153 409 83.45 5340.80 13.06 
Low-cost (Rashidi, 2020b)   256 465.12 2706.13 10.57 
Low-cost (this work) 73 330 137 304.18 1769.77 12.92 
Two-cycle (Rashidi, 2020b)   831 172.27 5512.49 6.63 
Two-cycle (this work) 69 1279 451 138.63 4436.16 9.84 
Unrolled (this work) 

Spartan-6 
 1153 485 38.10 2438.40 5.03 

Low-cost (this work) 77 333 127 145.10 844.22 6.65 
Two-cycle (this work) 74 1236 433 68.86 2203.52 5.09 
Unrolled (this work) 

Kintex-7 
 1153 646 102.54 6562.56 10.16 

Low-cost (this work) 73 330 162 374.49 2178.85 13.45 
Two-cycle (this work) 65 1275 432 172.71 5526.72 12.79 
* Number of flip flops; ** number of LUTs; ***: number of slices; **** throughput=(block size×maximum frequency)/number of clock cycles; 
***** efficiency=throughput/number of slices 

 

Fig. 11  Simulation results of the three proposed structures: (a) unrolled; (b) low-cost; (c) two-cycle 
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new and previous structures. For resource consump-
tion, since the low-cost structure requires more sig-
nals, the number of flip flops was slightly larger than 
that in the two-cycle structure, but the numbers of 
slices and LUTs of the low-cost structure were much 
smaller than those of the unrolled and two-cycle 
structures. The throughput of the unrolled and two- 
cycle structures was higher than that of the low-cost 
structure. The throughput of the two-cycle was about 
35% higher than that of the unrolled structure on 
Kintex-7, Virtex-6, and Virtex-5. The efficiency of 
the low-cost structure was higher than that of the 
unrolled and two-cycle structures. When the effi-
ciency was used as a metric of the trade-off between 
area and throughput, the low-cost structure was 
shown to be the best choice. We can select the  
most suitable architectures according to the perfor-
mance indicators required by different application 
scenarios. 

In a previous study of the unrolled structure, 
Abbas et al. (2016) implemented the hardware 
IP-core of PRINCE with high speed and low resource 
used on the Virtex-4 FPGA. The FPGA implementa-
tion results showed that the structure required 956 
slices, the execution time was 31.48 ns, and the 
throughput was 2.03 Gb/s. In Abbas et al. (2014), the 
unrolled structure was also implemented on Virtex-6. 
The maximum throughput of this structure was 
4.18 Gb/s, the execution time was 15.29 ns, and the 
consumption area was 482 slices. Maene and Ver-
bauwhede (2015) implemented the unrolled structure 
on Virtex-6. Their results showed that it required 
1244 LUTs, the execution time was 16.4 ns, and the 
throughput was 3.64 Gb/s. The new unrolled structure 
was implemented on Virtex-6, which required  
 

 
 
 
 
 
 
 
 
 
 
 
 

1153 LUTs and 409 slices. Its maximum throughput 
was 5.34 Gb/s and the execution time was 11.98 ns. 
On Virtex-4, 1840 LUTs and 941 slices were required, 
the maximum throughput was 2.03 Gb/s, and the 
execution time was 31.56 ns. Compared with the 
previous unrolled structure, the new unrolled struc-
ture required a smaller area and had higher throughput. 
The low-cost architecture proposed by Rashidi 
(2020b) needed 387 slices on Virtex-4 and 256 slices 
on Virtex-6, whereas our structure needed only  
334 and 137 slices, respectively. For the two-cycle 
structure, the previous structure required 1305 slices 
on Virtex-4 and 831 slices on Virtex-6, while  
our structure needed only 1151 and 466 slices,  
respectively. 

A comparison of the area, maximum frequency, 
throughput, and efficiency of FPGA (Virtex-6) for the 
new structures of the PRINCE cipher with those of 
other existing structures is shown in Fig. 12. The 
results showed that the new unrolled structure was 
low-cost and that the three new structures were better 
than previous structures in terms of area and  
efficiency. 

Compared with the unrolled structure of other 
ciphers, the number of LUTs required by the unrolled 
architecture was much smaller than those of the 
PRINCE, PRESENT, RECTANGLE, KATAN, 
SIMON, and SPECK ciphers. Tables 5 and 6 show 
the hardware implementation results of the new 
structures and other ciphers. Compared with other 
ciphers, the low-cost structure had acceptable per-
formance in terms of resource consumption, and its 
throughput was higher. Fig. 13 compares the 
throughput and efficiency of the low-cost structure 
with those of other ciphers on Spartan-6. 

 
 
 
 
 
 
 
 
 
 
 
 
 

Table 5  Comparison of the unrolled structure and other ciphers 

Structure Device 
Area Maximum fre-

quency (MHz) 
Throughput*** 

(Mb/s) 
Efficiency**** 

(Mb/s) LUT* Slice** 
SIMON (Maene and Verbauwhede, 2015) 

Virtex-4 

2688  36.63 2344.32  
SPECK (Maene and Verbauwhede, 2015) 3594  19.88 1272.32  
PRESENT (Maene and Verbauwhede, 2015) 2089  30.67 1962.88  
RECTANGLE (Maene and Verbauwhede, 

2015) 
1668  38.31 2451.84  

AES (Maene and Verbauwhede, 2015) 8984  40.49 5182.72  
Unrolled (this work) 1153 409 83.45 5340.80 13.6 
* Number of flip flops; ** number of slices; *** throughput=(block size×maximum frequency)/number of clock cycles; **** efficiency= 
throughput/number of slices 
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Table 6  Comparison of the low-cost structure with other ciphers 

Structure Device 
Area Maximum 

frequency 
(MHz) 

Throughput**** 
(Mb/s) 

Efficiency***** 
(Mb/s) Flip flop* LUT** Slice*** 

ANU (Dahiphale et al, 2020) 

Virtex-5 

199 270 103 559.57 1432.48 13.91 

RECTANGLE (Dahiphale et al., 2019) 199 395 149 529.47 1303.30 8.75 

PRESENT (Rashidi, 2020a) 149 230 68 397.60 848.21 12.47 

Low-cost (this work) 70 437 185 226.38 1317.12 7.12 

LED (Rashidi, 2020a) 
Kintex-7 

70 273 122 485.79 971.58 7.96 

Low-cost (this work) 73 330 162 374.49 2178.85 13.45 

RECTANGLE (Dahiphale et al., 2019) 

Spartan-6 

199 220 73 277.03 681.92 9.34 

Midori (Lara-Nino et al., 2018) 200 356 118 166.17 259.38 2.20 

GIFT (Lara-Nino et al., 2018) 205 189 58 218.10 268.43 4.63 

Lilliput (Singh et al., 2019) 149 198 58 237.07 505.74 8.71 

Low-cost (this work) 77 333 127 145.10 844.22 6.65 
* Number of flip flops; **: number of LUTs; *** number of slices; **** throughput=(block size×maximum frequency)/number of clock cycles; 
***** efficiency=throughput/number of slices 

 

Fig. 12  Comparison of the new and existing structures in terms of area (a), maximum frequency (b), throughput (c), and 
efficiency (throughput/number of slices) (d) 
The superscripts R, A, and M mean that the results are obtained from Rashidi (2020b), Abbas et al. (2014), and Maene and 
Verbauwhede (2015), respectively 
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5  Conclusions 
 
In the era of pervasive computing, security and 

privacy are challenges in many data-sensitive appli-
cations. As low-resource devices are limited in terms 
of computing resources, the problem becomes more 
complicated when processing data. In this study, new 
unrolled, low-cost, and two-cycle hardware structures 
are presented. The unrolled structure includes new 
hardware structures for the multiplication of M′ and 
the K1-add and RCi-add implementations. In the new 
low-cost structure, we propose a new implementation 
method, with the multiplication of M′ shared in all 
rounds. Based on the optimization ideas of the un-
rolled and low-cost structures, we propose a new 
two-cycle structure. Compared with existing two- 
cycle structures, it is further optimized in the realiza-
tion of multiplication of M′ and K1-add and RCi-add 
implementations. Compared with existing structures, 
the newly proposed architectures are more resource- 
efficient and suitable for lightweight, latency-critical 
applications. 
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