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Abstract:
schemes. The proposed schemes have the following properties: (1) Verification: The shadows of the secret

In this study, the author has designed new verifiable (¢, n) threshold untraceable signature

distributed by the trusted center can be verified by all of the participants; (2) Security: Even if the number of
the dishonest member is over the value of the threshold, they cannot get the system secret parameters > such as
the group secret key, and forge other member’ s individual signature; (3) FEfficient verification: The verifier
can verify the group signature easily and the verification time of the group signature is equivalent to that of an

individual signature; (4) Untraceability: The signers of the group signature cannot be traced.
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INTRODUCTION

Digital signatures play an important role in
our modern electronic society due to their prop-
erties of integrity and authentication. The integ-
rity property ensures that the received message is
not modified, and the authentication property
ensures that the sender is not impersonated. In
well-known that in conventional digital signa-
tures> such as RSA and DSA, a single signer is
sufficient to produce a valid signature; and that
anyone can verify the validity of any given signa-
ture. However, on many occasions, we need to
share the responsibility of signing the message
with a set of signers. Issuing checks for a com-
pany is an example of this. For the sake of secu-
rity» it may be a policy of a company that checks
must be signed by a group of individuals rather
than by one person. Threshold signature schemes
and multi-signature schemes are designed to
solve such problems. There are two major differ-
ences between multi-signature and threshold sig-
nature schemes. Firstly, it is not necessary to
restrict the number of signers to generate a valid
signature in a multi-signature scheme. In cont-
rast to a multi-signature scheme, a threshold
value ¢ must be predetermined to guarantee the
security of the system in a threshold signature
scheme. Secondly, a threshold signature repre-
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sents the signature signed by the group, while a
multi-signature is a signature which represents a
set of individuals who sign the message. Conse-
quently, a threshold signature is suitable for the
case where the members of a group are allowed
to sign on behalf of the group.

Desmedt and Frankel ( 1992) proposed the
concept of a (t, n) threshold signature scheme
based on RSA system. In this scheme, they ap-
plied a trusted key authentication center to deter-
mine the group’s secret key and the secret keys
of all group members. Harn(1994) used the
cryptographic technique of Shamir’ s perfect se-
cret sharing which is based on the Lagrange in-
terpolating polynomial and digital signature algo-
rithm to construct a (¢, n) threshold signature
scheme designed to partition the group secret key
K into n different shadows. By collecting any of
the ¢ shadows, the group signature can be easily
generated. However> Li et al.(1995) pointed
out that Desmedt and Frankel’ s scheme and
Harn’ s scheme may suffer from conspiracy at-
tacks and the secret keys can be revealed if ¢ or
more participants act in collusion. To avoid con-
spiracy attacks, the proposed schemes (Li et
al . > 1995)attach a random number to the secret
key held by each member; so that the security of
their schemes is guaranteed. But, the additional
random number makes the (¢, n) threshold sign-
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atures schemes have the property of traceability .
However, Michels and Horster( 1997), Wang et
al .(2000;2001) pointed out that threshold sig-
nature schemes (Li et al ., 1995)are vulnerable
to forgery attack by an insider attacker. Wang et
al .(1998) proposed two new (¢, n) threshold
signature schemes with traceable signers that can
withstand conspiracy attacks without attaching a
secret number. However, Tseng and Jan(1999)
and Li et al.(2001) showed that the proposed
schemes are insecure by presenting a forgery at-
tack on them. Lee et al .(2000) proposed a (z,
n) threshold signature with untraceability. In
their scheme, the group signature can be verified
by any outsider without the need to identify the
identities of the signers. However, ¢ or more
shareholders can reveal the group secret key if
they conspire attack.

To prevent cheating by the dealer, Verifiable
Secret Sharing( VSS) was first proposed by Chor
et al . (1985) . VSS schemes allow each partici-
pant to verify that his share is consistent with the
other shares, and hence allow the honest partici-
pants to ensure that the secret to be reconstruct
is unique.

In this study, the author has designed new
verifiable (¢, n) threshold untraceable signature
schemes by employing both the idea of a (¢, n)
threshold untraceable signature ( Lee et al.
2000 and the idea of VSSC Chor et al . » 1985 .

PROPOSED SCHEME

The verifiable (¢, n) threshold untraceable
signature scheme uses a mutually trusted center.
The word “ implies that the trusted cen-
ter must ensure that the secret information is not

trusted”

disclosed or revealed to unauthorized people and
prevent unauthorized alteration or destruction of
data.

The scheme consists of four phases: the sys-
tem initiation phase, the distribution of secret
shadows and verification phase, the partial sign-
ature generation phase> and the group signature
generation and verification phase. The four
phases detailed below .

Phase 1 System Initialization Phase

The system contains a mutually trusted cen-
ter responsible for selecting all parameters. As-
sume that there are n members in a group, and

the set of group members is denoted as A. Here
Al = n. Any ¢ legitimate members of A can
represent the group to sign a message m . The
set of any ¢ legitimate members of A is denoted
as B. Note that | Bl =1¢.
center selects the following parameters:

A numbers, N=peqg=Q2p" +1)°(2¢" + 1),
where ps> g> p’
primes.

The mutually trusted

and ¢’ are distinct large safe

A generator g with order v =p’*q¢’ in Zy .

A system public value e such that gedCes v) =
1, where e*d =1 mod v and d is a system se-
cret value.

A one-way hash function 2() .

A secret polynomial function

flxd)=¢, 12 "+ +¢;x + ¢g mod v (1D
with degree t — 1, where ¢,_|>""*> c;»co € Z, >
and computes
fr = g% mod N 2
where £ =0,1-..., t—1.

A secret key x and a public key vy, where
x = fC0) mod v and (3>
y=g" mod N. (4>
Thus, the mutually trusted center publishes
e>ys N> g>h() and f,» and keeps d> x> v>p>
q>p’ and ¢’ in secret.
Phase 2 Distribution of Secret Shadows and
Verification Phase
For each group member U; with a public val-
ve ID; CID; 5 ID;> i3 j), for i, j&€ A the
mutually trusted center computes U, " s secret

key
2 =g ) mod N.

The mutually trusted center sends x; to each

(5

U, via a secure channel. To ensure the validity of

U; can check
t-1 j
whether the equality x{ = H Gf( M2 mod N holds.

If x{ = H af( W) mod N holds, then the secret
shadow that the U, received is valid . The cor-

rectness of this equation can be easily seen as

x; sent from the trusted center,

follows:

-1
_HOf“D)modN H(g YD mod N
=

_gE(ID ()mod N
E( (dﬂlD)))e mod N
=x; mod N
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Phase 3 Partial Signature Generation Phase
Suppose B represents the group to sign a
message m. Each shareholder U; in B has to
generate a partial signature for m as follows.
U; chooses a random number k; between 1
and N — 1, and computes r; as

ri = g% mod N (6)

Thus, U; makes r; publicly available through a
broadcast channel. Once all r; are available, U,

computes the product R as

R = IIr mod N. D)
=

Then> U, uses his secret key x; and the random
number k; to compute

s; = Ca; )h(m’R),eRﬂlD,.—lD] *g" mod N. (8

The user U; in B sends the partial signature,
{s; }» to a designated clerk responsible for col-
lecting the partial signatures and producing the
group signature. Since no secret information is
kept, the clerk can be anyone in the system.
Phase 4 Group Signature Generation and Veri-
fication Phase

Upon receiving these t partial signatures,
the clerk can compute the group signature

S = IIs; mod N 9)
i€ B

= K'gd'x'h(m’R> mod N (10)
where K = VEIBg'i mod N. Thus, {R, S} is the

group signature for the message m .

Any verifier can use the group public key y
to authenticate the validity of the group signature
{R, S} for the message m by checking the fol-
lowing equation

S¢ =y R e R mod N. (11

If the equation holds, the group signature {R,
S} on the message m is valid. The correctness
of this equation can be easily seen as follows:

S¢ =(1IIs;)° mod N
i€B

0-1ID.
=11 ( ( x; )e'h(m"R>,g£I,¢,17Di—ID] .gki-e) mod N
i€B
0-1D
D) ydee*h(m:R) I 77—
= g(gf i) senindD, = 1D, Igri mod N
icB i€B

0-1D
Coms R+ Yo M
— Ig(gh ms R)*fCID, ,gg¢JlD,.—le)'R mod N
i<

0-1D
= g U I =T« R mod N

According to the Lagrange interpolation formula,
the above equation can be rewritten as

Se Eg/'(O)'h(m,,R)R mod N
Eyh<m"R) *R mod N

Therefore, S° = yh<m’m * R mod N and the
group signature {R, S Yon the message m can be
verified .

It is noted here that in Phase 3, the clerk
does not have to verify the validity of the partial
signature. If a faulty signature is presented,
then the group signature cannot be successfully
verified by the verifier. Tompa and Woll " s
(1988 ) scheme had been shown to effectively
counter the cheating problem in practice.

The signers are anonymous to the verifier,
because it is not possible to find out the identi-
ties of the t signers in B from the group signa-
ture . Moreover, if a new member is added to the
system or an old member is removed from the
system for some reasons, the system’ s secret pa-
rameters and others member’ s secret key will not
be changed> because this scheme has the prop-
erty of robustness and stability (the correctness
of this scheme is shown in next Section) .

SECURITY ANALYSIS

The security of the proposed scheme is based
on well-known cryptographic assumptions: the
intractability of reversing the one-way hash func-
tion C OWHF D, solving the discrete logarithm
(DLP) and achieving the factorization of a large
integer. None of the following possible attacks
against the proposed scheme can break this prop-
osed scheme.

Attack 1

group secret key x and the member’ s secret key

An adversary tries to reveal the

x; from the public key y and the public parame-
ters e and V.

To derive the group secret key x from the
group public key y = g* mod NV, the adversary
has to solve the problem of computing a discrete
logarithm modulo of the composite number N.
Moreover since the modulus N is chosen to be
infeasible to factor> specialized attacks applica-
ble to the RSA scheme are ineffective ( Gan and
Li,2003), e.g., it is infeasible to find d with
the known e. This implies that an adversary
cannot derive a member’ s secret key x; if the
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secret polynomial fCx) and the secret parameter

d are unknown.
Attack 2

group, may cooperate to reveal the secret keys d

and x = f(0) mod v.
Since each U; is the group member; they

t or more shareholders of the

have the corresponding secret key x; = (g’ (D) yd
mod N. As for getting the secret keys, they
might try the following two approaches: (i) re-
vealing the secret key d of the mutually trusted
center; (ii) revealing the value fCID;) from
x; . In the first approach, since the modulus N
is chosen to be infeasible to factor, specialized
attacks applicable to the RSA scheme are inef-
fective> e.g.» it is infeasible to find d with the
known e. As for the other approach, to recon-
struct the secret polynomial fCx) of degree t-1 >
at least t distinct C(ID;, fCID,)) pairs have to
be collected. Since the trusted center distributes

x; = (g/(mi) )¥ mod N instead of fCID;) to the

shareholder U;, the problem for U; in deriving
FCID;D from x; is the difficult computation of the
discrete logaithm modulo from the composite
number V. That is, the proposed scheme can
withstand the conspiracy attack stated by Tseng
and Jan(1999) and Li et al.(2001).

Attack 3 The signer U; colludes with the

designated clerk to forge the valid signature for
message m’ > but the signers U,, ..., U, reject
to sign a message m’ with him.

In Michels and Horster’s (1997) forgery at-
tack on Harn” s(1994) schemes, the signer U,
> U, to
sign a message m’ with him. They reject the
proposal, but agree to sign the innocent message
m with him. In the proposed scheme, the partial

wants his victims, the signers U, ..

0- 1D
. . R i .
signature is s; = Cx; ) hm R),fy.,,,lD,. -1, * 2" mod N

and the message m is protected by the one-way
hash function h () with the value R. So, the
proposed scheme can withstand the forgery at-
tack .

Attack 4 An adversary may try to reveal
the member’ s secret key x; from the partial sign-

ature x;> 1< B> of the message m .

To derive the member’ s secret key «x; from
the partial signature s; in Eq.(8), the adversary
will not be successful, because there are two un-
known values x; and g in one equation. How-

ever, retrieving gf from r; = g5 mod N still
faces the difficulty of breaking the RSA scheme.

Attack 5 An adversary may try to get the
group secret key x from the group signature,
{R, S}, of the message m .

The adversary will not succeed> because
there are three unknowns K, x and d in Eq.
(10). However retrieving K from R and d from
e still faces the difficulty of breaking the RSA
scheme .

As stated the proposed
scheme is secure against the Tseng and Jan’ s
(1999) and Li et al.’ s (2001) conspiracy at-
tack, and the Michels and Horster” s (1997)

forgery attack.

in this section

PERFORMANCE ANALYSIS

Let us consider the performance of the prop-
osed scheme. The performance evaluation of the
proposed scheme concerns the size of the group
signature and the time complexity for verifying
the group signature. The size of the group signa-
ture {R,S}is2I NI, and each partial signature
{s;}is I N1, where | N | is the bit-string
length. As for the time complexity for verifying
the group signature, two modular exponentiations
are required. That is> the size of the group sign-
ature and the verification time of the group signa-
ture are equivalent to that of an individual signa-
ture .

EXTENSION SCHEME

The above scheme can be slightly modi-
fied so that it has the property that the original
signers can prove that they are true signers. The
System Initialization Phase, and Distribution of
Secret Shadows and Verification Phase are the
same as that the above scheme.

In the Partial Signature Generation Phase
each member U; in B selects random integers k;
and k; between 1 and N-1, and computes the
values r; = g *mod N and r; = g5 mod N. r,
and r; are broadcast to all members in B. Once
all r; and r; are available, U; computes the

product R> and a new value R as

R = 1Ir; mod N 12>
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RZh(fl’f2’°'°’f[). (13)

The partial signature s; can then be generat-
ed by U;:
- 0- 1D,
s; =Cx; YhCm R RO L D, ~ID, 'gﬁi mod N. (14)
In the Group Signature Generation and Veri-
fication Phase,; S can be calculated by

S = ‘le_IBsi mod N> (15>

and {R> R, S} is the group signature of m .

Verifier can authenticate the validity of the
group signature {R, R, S} for the message m by
checking the following equation

S =y mBR e R mod N. (16D

If the equation holds, the group signature {R,
R, S} on the message m is valid.

If the original signers in B consent to expose
their identities, they can show {k;,r; } to an ar-

biter. The arbiter checks the following equation:
R
i gjt e mod N .

h(fl,fz,'",ft),and

Il Il ~

N

If the above equations hold, the arbiter will be-
lieve that these users are the original signers.

The extension scheme is also untraceable,
because the verifier cannot identify the original
signers from the new value R in the group signa-
ture.

CONCLUSIONS

In this paper,> the authors firstly proposed a
verifiable (¢, n) threshold untraceable signature
scheme that is secure enough against the con-
spiracy attack and forgery attack; then demon-
strated that the group signature verification pro-
cess is simplified and that the group signature’s
size is equivalent to an individual signature’ s
size; and then developed another threshold sign-
ature scheme wherein the original signers can
prove that they are the true signers.
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