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Abstract:    A modification of the Hill cipher algorithm was recently proposed by Ismail et al.(2006), who claimed that their new 
scheme could offer more security than the original one due to an extra non-linearity layer introduced via an elaborated key gen-
eration mechanism. That mechanism produces one different encryption key for each one of the plaintext blocks. Nevertheless, we 
show in this paper that their method still has severe security flaws whose weaknesses are essentially the same as that already found 
in the original Hill cipher scheme. 
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INTRODUCTION 
 

Invented in 1929, the Hill cipher became the first 
polygraphic substitution cipher that could be used in 
practice (Hill, 1929; 1931). However, by now the Hill 
cipher has not been utilized in professional practice 
due to its inherent weaknesses against known-plain- 
text attacks (Saeednia, 2000; Overbey et al., 2005). 

Recently, it was claimed in (Ismail et al., 2006) 
that the security flaws of the Hill cipher could be 
repaired by introducing an elaborated key generation 
mechanism which is able to produce as many keys as 
the number of blocks in the plaintext message. In this 
paper we show that the new scheme proposed in 
(Ismail et al., 2006) would still be attacked under the 
known-plaintext attack scenario. To illustrate our 
analysis, we present three specific attacks, which can 
completely reveal the secret key and/or learn impor-
tant details of the plaintext message. 
 
 
HILL CIPHER SCHEME 
 

Let us consider an arbitrary plaintext string of 

length l, defined over an alphabet of order n. We di-
vide that plaintext into b blocks of length m, where m 
is an arbitrarily chosen positive integer and b=⎡l/m⎤. It 
is noticed that if the length l is not a multiple of m, the 
last plaintext block must be padded with l−bm extra 
characters. Additionally, each character in the alpha-
bet is coded with a unique integer in {0, 1, …, n−1}, 
in other words, all the characters in the alphabet are 
mapped to the ring Zn. 

The b plaintext blocks can be rewritten as an 
m×b matrix P over Zn using the one-to-one mapping 
between the original alphabet and the ring Zn ex-
plained above. Additionally, an m×m matrix K with 
coefficients in Zn must be chosen as the secret key 
matrix. According to the above definitions, Hill en-
cryption can be performed by computing 
 

( )  mod .n= =KC E P KP                 (1) 
 
Similarly, decryption is performed by computing 
 

1( )  mod .n−= =KP D C K C               (2) 
 
There might be some complications with the proce-
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dure outlined above due to the fact that not all the 
matrices K have an inverse K−1 over Zn. In fact, those 
matrices K with determinant 0, or with a determinant 
that has common factors with the modulus n, will be 
singular over Zn, and therefore they will not be eligi-
ble as key matrices in the Hill cipher scheme (Over-
bey et al., 2005). Furthermore, due to its linear nature, 
the basic Hill cipher succumbs to known-plaintext 
attacks. Indeed, it is easy to show that an opponent 
able to obtain m2 plaintext/ciphertext character pairs 
has a high probability of completely breaking the 
system, i.e., he/she can obtain the matrix K by solving 
the linear system determined by Eqs.(1) and (2) 
(Trappe and Washington, 2006). 
 
 
MODIFIED HILL CIPHER 
 

In order to repair the security flaws of the original 
Hill cipher, Ismail et al.(2006) proposed to use a dif-
ferent m×m key matrix for encrypting each one of the 
b plaintext blocks of length m. By this, each of the b 
extra key matrices is derived from the preceding key 
according to the following equation: 
 

1
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As described in the algorithm of Fig.1, the ad-

justment procedure for generating a new key matrix 
consists of modifying, one by one, each row of the 
matrix key by multiplying the current key matrix with 
an initial vector IV that has been previously deter-
mined by the encryption entity. As a consequence, if 
the original m×m Hill matrix K is given as  
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Then, after executing the first iteration of the loop in 
Steps 2~3 of the algorithm in Fig.1, the resulting m×m 
matrix K′ becomes 
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where the m coefficients of the first row of matrix K′, 
namely, 1 jk ′  for j=1, ..., m, are obtained by computing 

the 1×m vector R1 given as R1=IV·K mod n. When the 
ith iteration of the algorithm in Fig.1 has been exe-
cuted, all the first i rows of the original matrix K 
would have been updated as 
 

11 12 1

21 22 2

1 2

1 2

m

m

i i im

m m mm

k k k
k k k

.
k k k

k k k

′ ′ ′⎡ ⎤
⎢ ⎥′ ′ ′⎢ ⎥
⎢ ⎥

′ = ⎢ ⎥′ ′ ′⎢ ⎥
⎢ ⎥
⎢ ⎥
⎢ ⎥⎣ ⎦

K  

 
Finally, when the m iterations of algorithm in 

Fig.1 have been executed, all the m rows of the re-
sulting matrix K′ will have been modified when 
compared with the original matrix K. 

Fig.2 shows the proposed encryption process 
that Ismail et al.(2006) called HillMRIV (Hill Multi-
plying Rows by Initial Vector). They claimed that the 
HillMRIV scheme was able to repair the security of 
the Hill cipher due to the extra non-linearity layer 
introduced by the b key matrices utilized in their 
system.  

We briefly describe next the dataflow of the al-
gorithm in Fig.2. Algorithm in Fig.2 performs b it-
erations, where b is the number of plaintext’s blocks. 
In the very first iteration (i.e., i=1), the original Hill 
matrix K1 is used in Step 1.a, so that the first en-
crypted block is generated as C(1)=K1·P(1) mod n. 

Input: K, IV∈Zn, m in Z+. Where K is an m×m key matrix, 
with m a positive integer and IV a 1×m initial vector. 

Output: An m×m modified key matrix K'. 
Main Procedure: 
1.      K'=K; 
2.      for i=1 to m do 
         2.a   Ri=IV·K' mod n; 
         2.b   Replace the ith row of K' by Ri; 
3.      end for 
4.      Return(K'); 

Fig.1  Main procedure for producing a new key matrix K′
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Thereafter, a new matrix Ki for i=2, ..., b will be used 
for each of the remaining b−1 blocks, where Ki is 
obtained from the preceding key matrix by invoking 
in Step 1.b, the algorithm of Fig.1 previously de-
scribed. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Ismail et al.(2006) also noted that the Hill cipher 
can be directly adopted for encrypting grayscale im-
ages by defining an alphabet of 256 symbols, i.e., using 
n=256. Moreover, they report the strength of their 
scheme by producing encrypted images with low de-
gree of correlation with respect to the original image. 

Nevertheless, as shown in the rest of this paper, 
the HillMRIV still has severe security flaws. We will 
show in the next section that the HillMRIV scheme 
can be attacked in a number of ways, most of them 
being slight variations of the attacks previously re-
ported on the original Hill scheme. 
 
 
ATTACKS 
 

Perhaps the most natural attack against the 
HillMRIV scheme can be launched observing that 
according to Eq.(3), the first block of every message 
is encrypted using a key matrix K1 that is still identi-
cal to the one defined in the original Hill scheme. If 
the encrypting entity utilizes the same key across 
several messages (a relatively common practice in 
symmetric cryptography), then a passive attacker 
would just need to collect m pairs of column vectors 

(1) (1)( , )i iP C  as defined in the algorithm of Fig.2, in 

order to be able to launch the same known-plaintext 
attack as described in the preceding section against 
the original Hill cipher. Once the attacker has the 
master key matrix K, it is trivial to find the initial 
vector IV by solving a set of equations. For easy il-
lustration, a simple example for the case m=2 is de-
scribed next. 

Let us assume that by launching the attack de-
scribed above, an attacker has been able to obtain the 
value of the 2×2 master key matrix K1, given as 
 

1

a b
c d
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K .                          (4) 

 
Then, we want to find the two coefficients of the 

initial vector, say, IV=[e, f]. From the algorithm of 
Fig.1, K2 is given as 
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According to the algorithm of Fig.2, the key K2 

is used to encrypt the second plaintext block, namely, 
P(2)=[p3, p4]T, as shown next, 
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which implies 
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Assuming that the attacker already knows the 
four coefficients of the matrix K1 in Eq.(4), then the 
above two equations are sufficient for finding the two 
unknown IV coefficients as 
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A second attack can be launched if the HillMRIV 
scheme is utilized for encrypting images. As it was 
already mentioned, Ismail et al.(2006) proposed to 
use their scheme for encrypting grayscale images in 
an alphabet of 256 symbols. 

Input: K, IV, P(1), P(2), …, P(b)∈Zn, m, b, n in Z+. Where K
is an m×m key matrix with coefficients in Zn, with m, n
positive integers; IV is a 1×m initial vector; P(i) is an m×1 
plaintext column vector with i=1, 2, …, b, where b is the 
total number of blocks of length m in the plaintext. 

Output: The C(1), C(2), …, C(b)∈Zn, m×1 ciphertext column 
vectors. 

Main Procedure: 
1.   for i=1 to b do 

1.a   if (i==1) then 
           Ki=K; 
1.b   else 
           Ki=mod_Key(Ki−1, IV); 
1.c   end if 
1.d   C(i)=Ki·P(i) mod n; 

2.   end for 
3.   Return(C(1), C(2), …, C(b)); 

Fig.2  HillMRIV algorithm (Ismail et al., 2006) 
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However, let us recall that according to the 
HillMRIV algorithm of Fig.2, if all the characters in a 
plaintext block are zeroes, then P(i)=C(i)=0. Since in 
the standard grayscale, black pixels are mapped to 
zero, the suggested application may become prob-
lematic for those images having significant portions 
of pixels in black. This situation is illustrated in Fig.3. 
 
 
 
 
 
 
 
 
 
 
 
 

Yet another weakness of the HillMRIV scheme 
lies in the selection of the initial vector IV. In (Ismail 
et al., 2006), it was stated that IV could be chosen at 
random. Nevertheless, this is not the case. If this 
vector is not chosen carefully, some of the new keys 
to be generated by algorithm of Fig.1 may not be 
invertible over Zn, which will make them useless for 
encryption/decryption purposes. More specifically, 
the algorithm shown in Fig.1 defines a cyclic group of 
finite order, i.e., sooner or later we will return to the 
original key matrix K1. The order of the cyclic group 
depends on the selection of both K1 and IV. In par-
ticular, given a fixed key matrix K1, bad selections of 
IV will cause shorter periods. For example if m=2, the 
choice 
 

1

2 3
5 7
⎡ ⎤

= ⎢ ⎥
⎣ ⎦

K ,  [5  7]=IV                (5) 

 
would define a cyclic group that will produce just 384 
different key matrices. This limited number of key 
matrices can be exploited by an attacker when a rela-
tively large plaintext image is being encrypted, even if 
the image has not all-zero plaintext blocks. 

In order to illustrate this scenario, we encrypted 
the image shown in Fig.4a using the parameters given 
in Eq.(5). We obtained the encrypted image shown in 
Fig.4b. Clearly, the resulting encrypted image keeps 
many characteristics of the plaintext image. 

 
 
 
 
 
 
 
 
 
 
 
 
 
CONCLUSION 
 

We have shown that the modified Hill crypto-
system HillMRIV has severe security flaws by de-
scribing three different attacks. Firstly, we show that 
when encrypting several images, the HillMRIV 
scheme should not repeat the same Hill key matrix K1. 
Otherwise, the scheme can be easily attacked using a 
standard known-plaintext attack identical to the one 
utilized against the original Hill cipher. Second, those 
plaintexts with many all-zero blocks will not be pro-
tected by the HillMRIV scheme. Finally, any wrong 
choice of K1 and the initial vector IV could lead to 
disastrous situations. Other potential attacks can be 
mounted observing that if IV is somehow compro-
mised, then the HillMRIV scheme reverts to a stan-
dard Hill cipher. Hence, a determined attacker can 
launch a combination of chosen-plaintext and brute 
force attack by trying all possible values of IV. In the 
case of m=2, n=256, there exist at most 216 different 
IV’s, implying a protection of only 16 bits, which is 
insufficient for modern cryptographic applications. 
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(a) 

Fig.4 (a) A plaintext image; (b) Encryption of the image
in (a) using the parameters given in Eq.(5) 

(b) 

(a)                                         (b) 

Fig.3  Encrypting a black background image. (a) Original
image; (b) Encrypted image 
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